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REVIEWERS 

The potential of  not authorized acts involving nuclear or other radioactive 

material is a continuing worldwide threat. States must establish sustainable security 

measures to prevent such acts and to protect society from nuclear terrorism.  

Possible terrorist acts involving nuclear or other radioactive material are a 

real threat. These developments are mirrored by an increase in the use of nuclear 

techniques in non-power applications. As a result, the need for experts in the area of 

nuclear security has become of great importance, and both universities and students 

have shown an increasing interest in nuclear security specialities. There is a 

demonstrated increased need for well qualified experts and specialists in nuclear 

security. 

In addition, the constant loss of qualified personnel due to career 

development, retirement and administrative changes negatively affects a countries’s 

readiness to carry out nuclear security tasks effectively. At the same time, 

technology and procedures are evolving at an increasing pace with the introduction 

of new equipment and techniques. Consequently, there is a rapidly growing need for 

highly qualified experts in nuclear security at the national level, since the 

responsibility for nuclear security remains entirely in the hands of each country.  

It is essential that sustainable nuclear security expertise is achieved and 

maintained in individual States to ensure and strengthen global security. This goal 

can be reached through appropriate training and education at all levels and in all 

organizations and facilities involved in nuclear security issues. A well educated and 

trained workforce is needed to serve in national authorities and nuclear/radiological 

facilities to lead and contribute to the establishment and maintenance of an effective 

nuclear security regime. 

Human resource development, including education and training, plays a 

central role in the development of both individuals and societies since it reinforces 

sustainable social, economic, technical and cultural growth. Training, in general, 

and education, in particular, are not subjects of a common global policy. The 

competence for the contents and the organization of training and studies remains at 

the national level, which also applies to nuclear security education and training.  

The provision of an appropriate national nuclear security human resource 

development programme is therefore essential in order to guarantee the 

sustainability of nuclear security knowledge and skills in each country.  

Human resource development is a strategic and coherent approach to the 

development of people in order to help them to contribute individually and 

collectively to the achievements of the authorities’ nuclear security objectives. It 

thereby assists in enhancing the national nuclear security infrastructure by 

promoting educational and training programmes for professionals in support of the 

State’s long term human resource sustainability efforts. 

Educational programmes in nuclear security should aim at establishing in-

depth and sustainable knowledge and skills, and foster nuclear security culture in a 

country or region. They should be addressed to people interested in careers in 
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nuclear security working at different entities, such as regulatory authorities, the 

nuclear industry, 

Taking into account aforesaid International Atomic Energy Agency 

accredited in the University of National and World Economy Master’s Degree 

Programme on Nuclear Security.  

Presented in this Collection lectures are Proceedings Fund of the course of 

"Physical Protection Technologies, Systems and Equipment" which is a part of the 

Master’s Degree Programme on Nuclear Security. The last is a member of the 

INSEN - International Nuclear Security Education Network. The course has been 

approved by the Chair Council of “National and Regional Security” on 16
th
 

September 2014 (record � 1) and by the department Council of “Economics of 

Infrastructure on 23
rd

 September 2014 (record � 27). 

With the lectures authors and editors aim to familiarize students with the 

following things:  

• the place and role of ensuring physical security for the nuclear facilities and 

other radioactive material and sources;  

• to give extensive knowledge in creating pre-construction organization and 

management on a complex systems of collective protection of the nuclear 

facilities and other radioactive material and sources. 

The overall objective of a course, which is presented in the Collection, is to 

prepare the students how to  protect persons, property, society and the environment 

from unauthorized (terrorist) acts involving nuclear facilities and other radioactive 

material and sources.  

The subject, the object and the scope of nuclear security in terms of physical 

security for the nuclear facilities and other radioactive material and sources at 

national and international level, are completely clarified in the Collection.  

A detailed review of the components and elements of the integrated physical 

security for the nuclear facilities and other radioactive material and sources is 

presented. The Collection presents the instruments for strategic, tactical and 

operational management of security, using physical protection technologies, 

systems and equipment.  

The basic approaches and concepts for physical protection technologies, systems 

and equipment are presented. The lectures in the Collection are based on extensive 

facts which illustrate global and national trends in nuclear security, with stress on 

physical protection technologies, systems and equipment for the nuclear facilities 

and other radioactive material and sources. 

On the base of above mentioned we are convinced that the main objective of the 

course of "Physical Protection Technologies, Systems and Equipment" will be 

realizet by this Collection and students can obtain in-depth knowledge and practical 

benefits in ensuring the security and protection of sites of the nuclear energy. 

 

      Professor Dimitar Dimitrov, PhD 

      Professor Nikolai Lichkov, DSc. 
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FOREWORD 
 

In recent years on the international arena arise so many and different in 

content but identical in nature, security events, which affect in all parts of the world. 

It is difficult for them all to be described and classified. But this is not the main task 

of this material. We do not aim to examine the specific processes to ensure national 

or international security. Of course, such efforts are important in terms of 

formulating a framework of factors influencing security in general, but our goal is 

to focus on the issues of providing security and protection of on-site level. And not 

on just any object, but the security and protection of the most complex, the most 

risky production plants - nuclear power plants and the nuclear energy in general. 

 But before that, we can not dwell briefly on the main threat to these sites, 

namely the terrorist wave that drowns with its arrogance and unscrupulous entire 

continents, including Europe. Such a scale, wide comprehensiveness and number of 

terrorist organizations which with their activities terrorize hundreds of millions of 

people on Earth, mankind does not know from the beginning of its existence. There 

are numerous examples in this direction and experience for their performance will 

only hinder learning the material in this book. But can not and should not be 

neglecting lightly biggest "plagues" in this area, the activities of the deadliest 

terrorist organizations ever existed on our planet. 

 At the beginning of 21st century in the center of our attention is positioned Al 

- Qaeda, which carried out audaciously attack on civilians in the United States. It 

has long united around it self a number of other terrorist organizations, united by 

their hatred to all who are not confessing their "ideology". 

 But at this point it looks like a "kid" to such behemoths as Boko Haram and 

Islamic State of Iraq and the Levant, which are not limited only in the countries and 

regions in which they operate their followers, but worldwide (such as one of the 

many terrorist attacks as caused by the Islamic State, may be referred to those in 

France and in Turkey, but not only).  

And this is only the beginning of terror, which they apply everywhere and on 

everyone. Nobody is able to predict, but there is a high probability after the defeat 

of these terrorist organizations by the combined forces of the democratic 

community, their representatives and followers to slide as infection around the 

world and cause irreparable damage to the national economy and citizens of the 

countries to which they will pour all their malice and hatred of defeat, which will 

inevitably catch up. In this situation, the forms and methods of carrying out terrorist 

acts on their part and the purposes to which they would focus their aggression will 

be extremely diverse and a widely-ranging. Then no one can guarantee that in their 

desire to cause maximum damage and loss of valuables and lives these terrorist 

organizations will focus their efforts at nuclear power plants and in general to the 

structure of nuclear energy. Ie, in this moment, and in the near and medium-term 

horizon, risks to the safety and protection of nuclear plants would be extremely 

high. 
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Taking into account all this, as well as the achievements of Bulgaria in the 

field of the nuclear energy, on the one hand, and success in technologies and 

security systems for critical infrastructure protection, on the other hand, 

International Atomic Energy Agency accredited in the University of National and 

World Economy Master’s Degree Programme on Nuclear Security. Within this 

program is intended to be accomplished a course „Physical Protection 

Technologies, Systems and Equipment“.    

Exactly on this basis has been created and this Collection, which includes 

themes addressed in the course programme. The latter is developed based on the 

following three groups of documents: 

• Nuclear Security Recommendations of the International Atomic Energy 

Agency; 

• Technologies and Systems against terrorism, developed by the Centre of 

Excellence “Anti-terrorist advanced systems”, Institute of metal Science, 

Equipment and Technologies with Hydroaerodynamics Centre – Bulgarian 

Academy of Sciences; and 

• International publications of professor Kiril Stoichev which laid the 

foundations for the building of Complex Security Systems and the 

specification at the Level of Security of Critical Infrastructure. 

The content of the Collection includes a foreword, five chapters, conclusion and 

bibliography. From first to fourth chapter are presented documents International 

Atomic Energy Agency connected with the Nuclear Security Recommendations in 

the following areas: 

• Objectives and elements of the state’s physical protection regime; 

• Developing, implementing and maintaining an integrated physical protection 

system for nuclear facilities; 

• Requirements for measures against unauthorized removal of nuclear material 

in use and storage; 

• Requirements for measures against sabotage of nuclear facilities and nuclear 

material in use and storage. 

In the fifth chapter are discussed the technologies and systems against 

terrorism, developed by the Centre of Excellence “Anti-terrorist advanced 

systems”, Institute of metal Science, Equipment and Technologies with 

Hydroaerodynamics Centre – Bulgarian Academy of Sciences. And in the sixth 

chapter are presented such issues as: 

• The role of Business Continuity Management in the Business Management 

System; 

• Conditions for increasing of the Viability of Critical Infrastructure 

Objects; 

• Integrated Model for Security and Protection of Critical Infrastructure.  

• Security Levels of Critical Infrastructure; 

• Selection of an Alternative Method for establishing of Security Levels.  

• The need for establishment of profession Designer of Integrated Security 
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Management System. 

In conclusion, let me point out that it is necessary to clearly distinguish the 

Nuclear Safety by Nuclear Security. They are working together to prevent nuclear 

and radiation accidents or to limit their consequences, but they have oun issues 

which have to be taken into consideration when the problems are resolved and 

decision is made. 

For information only: 

• The main objective of Nuclear Safety is the achievement of proper 

operating conditions and the prevention or mitigation of accident consequences, 

resulting in protection of workers, the public and the environment from undue 

radiation hazards; 

• Nuclear Security issues relates to the prevention and detection of, and 

response to, theft, sabotage, unauthorized access and illegal transfer or other 

malicious acts involving nuclear material and other radioactive substances and their 

associated facilities. 

 

 

 

 

Professor Kiril Stoichev, PhD 
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CHAPTER I  

OBJECTIVES AND ELEMENTS OF THE STATE’S PHYSICAL 

PROTECTION REGIME 

 

The overall objective of a State’s nuclear security regime is to protect 

persons, property, society, and the environment from malicious acts involving 

nuclear material and other radioactive material. 

There are well known risks associated with the use of nuclear material and 

nuclear facilities. From a  nuclear security perspective the two primary risks are 

those associated with unauthorized removal of  nuclear material, for potential use in 

a nuclear explosive device, and with sabotage of the material  and/or facility 

resulting in Unacceptable Radiological Consequences (URC). The management of 

these  risks is the primary basis for nuclear security in relation to nuclear material 

and nuclear facilities.  If a  State has made the decision to accept nuclear material 

and nuclear facilities within its borders, it is  also accepting the responsibility to 

protect those materials from unauthorized removal and the facilities and materials 

from sabotage resulting in a release of radionuclides. 

The State’s physical protection regime should be reviewed and updated 

regularly to reflect changes in the threat and advances made in physical protection 

approaches, systems, and technology, and also the introduction of new types of 

nuclear material and nuclear facilities. 

The State’s physical protection regime should ensure that nuclear material is 

always under the jurisdiction and continuous control of the State and that the point 

at which responsibility for physical protection is transferred from one State to 

another and from one carrier to another is clearly defined and implemented by all 

concerned. 

 

1.1 Objectives of the state’s physical protection regime 

The four objectives of a State’s physical protection regime
1
 specified in Ref. 

[1] are based on the Amendment to the Convention on the Physical Protection of 

Nuclear Material:  

“The overall objective of a State’s nuclear security regime is to protect 

persons, property,  society, and the environment from malicious acts involving 

nuclear material and other radioactive material. The objectives of the State’s 

physical protection regime, which is an essential component of the State’s nuclear 

security regime, should be:   

• To protect against unauthorized removal. Protecting against theft and other 

unlawful taking of nuclear material.  

                                                 
1
 Historically, the term “physical protection” has been used to describe what is now known as the nuclear security of 

nuclear material and nuclear facilities, and. Ref. [1] (which is also Revision 5 of INFCIRC/225) uses the term 

physical protection throughout (including using the term “physical protection regime” for those aspects of a nuclear 

security regime related to unauthorized removal and sabotage of nuclear material and nuclear facilities). To aid 

understanding of this publication as guidance on the implementation of INFCIRC/225 Revision 5, the term “physical 

protection” is used to refer to those aspects of nuclear security relating to measures against unauthorized removal or 

sabotage of nuclear material and nuclear facilities. Hence, for example, a State’s “physical protection regime” 

comprises those parts of its nuclear security regime that relate to such measures.   
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• To locate and recover missing nuclear material. Ensuring the 

implementation of  rapid and comprehensive measures to locate and, where 

appropriate, recover missing  or stolen nuclear material.  

• To protect against sabotage. Protecting nuclear material and nuclear 

facilities  against sabotage.   

• To mitigate or minimize effects of sabotage. Mitigating or minimizing the  

radiological consequences of sabotage.” (Ref. [1], 2.1)   

The State’s physical protection regime should seek to achieve these 

objectives through: 

•“Prevention of a malicious act by means of deterrence and by protection of 

sensitive  information;  

• Management of an attempted malicious act or a malicious act by an 

integrated system of detection, delay, and response;  

• Mitigation of the consequences of a malicious act.” (Ref. [1], 2.2)   

The objectives mentioned above should be addressed in an integrated and 

coordinated manner  taking into account the different risks covered by nuclear 

security.” (Ref. [1], 2.3).   

Ref. [1] recommends that States should adopt a risk management approach in 

order to achieve the objectives above relating to the protection against unauthorized 

removal and sabotage, by addressing the three aspects for characterizing risk, 

namely the threat, potential consequences and vulnerability. Ref. [1] contains 

recommendations relating to:   

- Threat assessment and design basis threat;  

- The potential consequences of unauthorized removal of nuclear material 

(through a material categorization table) and of sabotage (through an approach of 

grading radiological consequences), facilitating the use of a graded approach and 

the application of proportionate physical protection measures; and  

- Addressing, through an effective physical protection system, vulnerabilities 

at targets within a nuclear facility that could otherwise be exploited by a threat to 

successfully complete a malicious act.  

By implementing the recommendations of Ref. [1], the State should be able to 

appropriately manage  the risk arising from malicious acts directed at a nuclear 

facility. However, to do this the State needs to set its own detailed objectives taking 

into account the graded approach. 

In order to reduce risk, an operator has the options to remove nuclear material 

that is more attractive (to adversaries) and use less attractive nuclear material, to 

design nuclear facilities that use nuclear materials that would result in lower 

radiological consequence in the event of sabotage, and/or to build more robust 

physical protection systems.  

Additionally, competent authorities for intelligence and  nuclear security may 

work closely together to detect and interrupt adversaries planning malicious acts 

before such plans are carried out at a nuclear facility. Implementing all of the 

Fundamental Principles within the State’s nuclear security regime and 

implementing appropriate physical protection measures at nuclear facilities serves 

the overall objective to protect the nuclear facility from malicious acts. 

12



The purpose of� the Fundamental Principles is to assist Member States in 

enhancing nuclear security by providing national policy makers, legislative bodies, 

competent authorities, institutions, and individuals involved in the establishment, 

implementation, maintenance or sustainability of a State’s nuclear security� regime 

with the objective and essential elements of the nuclear security regime. The 

Fundamentals set forth the basis for IAEA Nuclear Security Series publications.��

The Fundamentals apply to nuclear material and other radioactive material, 

whether under or out of regulatory control, and their associated facilities and 

associated activities under the jurisdiction of the State.��

The Fundamentals provide a basis for the protection of persons, property, 

society and the environment from criminal or intentional unauthorized acts 

involving or directed at nuclear material, other radioactive material, associated 

facilities, or associated activities, and other acts determined by the State to have an 

adverse impact on nuclear security.��

For nuclear material and other radioactive material under regulatory control, 

the Fundamentals pertain only to material used for civil purposes. Member States 

may decide whether or not to extend the publication’s use to other purposes. 

 

1.2  Elements of a state’s nuclear security regime for physical 

protection of nuclear material and nuclear facilities 

Ref. [1] defines a State’s physical protection regime as including:  

- The legislative and regulatory framework governing the physical protection 

of nuclear material and nuclear facilities;  

- The institutions and organization within the State responsible for ensuring 

implementation of the legislative and regulatory framework; 

- Facility and transport Physical Protection Systems (PPSs). 

The State’s nuclear security regime should also provide for appropriate 

management of the interfaces between physical protection and Nuclear Material 

Accounting and Control (NMAC) and safety. The State has the responsibility to 

ensure that NMAC, safety and nuclear security requirements do not conflict with 

each other, and that these elements support each other as far as possible.  

This section:   

- Lists the Fundamental Principles and other essential elements of the State’s 

nuclear security regime relevant to physical protection of nuclear material in use 

and storage and of nuclear facilities, as presented in Refs. [1] and [4]; and   

- Provides guidance on the State’s implementation of each principle as it 

applies to the physical protection of nuclear material and nuclear facilities.  

In order to meet the objectives of a State’s nuclear security regime for nuclear 

material and nuclear facilities, the State should institute requirements for the 

establishment, implementation, maintenance  and sustainability of its physical 

protection regime - the responsibilities of a State in this regard are addressed in 

sections 3, 4 and 5 of Ref. [1]. 

 

1.2.1 State responsibility 
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“Responsibility of the State – The responsibility for the establishment, 

implementation and maintenance of a physical protection regime within a State 

rests entirely with that State.” (Fundamental Principle A, Ref. [1], 3.1–3.2). 

“The State's physical protection regime is intended for all nuclear material 

in use and storage and during transport and for all nuclear facilities. The State 

should ensure the protection ofnuclear material and nuclear facilities against 

unauthorized removal and against sabotage.”  (Ref. [1], 3.1). 

The State fulfils its responsibility by establishing a legislative and regulatory 

framework, delegating  regulatory responsibility to one or more competent 

authorities, and assigning primary responsibility  for implementing PPSs to nuclear 

facility operators.  

A comprehensive nuclear security regime for nuclear material extends 

beyond its use and storage (including at nuclear facilities) to its physical protection 

during transport. The State should ensure that  a comprehensive physical protection 

system for transport is also established, implemented and  maintained. Such a 

system should apply to the on-site movement of Category I and II nuclear material  

between two protected areas. A nuclear facility, as the shipper or receiver of nuclear 

material, may  also have certain responsibilities for the physical protection of 

nuclear material being transported into  or out of the facility.  

Further guidance is provided in Ref. [2] - objectives of the state’s physical 

protection regime for transport of nuclear material: “The overall objective of a 

State’s nuclear security regime is to protect persons, property, society, and the 

environment from malicious acts involving nuclear material and other radioactive 

material. The objectives of the State’s physical protection regime, which is an 

essential component of the State’s nuclear security regime, should be: 

- To protect against unauthorized removal. Protecting against theft and 

other unlawful taking of nuclear material. 

- To locate and recover missing nuclear material. Ensuring the 

implementation of rapid and comprehensive measures to locate and, where 

appropriate, recover missing or stolen nuclear material. 

- To protect against sabotage. Protecting nuclear material and nuclear 

facil ities against sabotage. 

- To mitigate or minimize effects of sabotage. Mitigating or minimizing 

the radiological consequences of sabotage.” 

The State’s physical protection regime should seek to achieve these 

objectives through: 

- Prevention of a malicious act by means of deterrence and by protection 

of sensitive information; 

- Management of an attempted malicious act or a malicious act by an 

integrated system of detection, delay, and response; 

- Mitigation of the consequences of a malicious act. 
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The objectives mentioned above should be addressed in an integrated and 

coordinated manner taking into account the different risks covered by nuclear 

security. 

Each of these objectives applies to transport security and addresses actions 

which can be taken towards meeting these objectives in transport. 

“The State’s physical protection regime should be reviewed and updated 

regularly to reflect changes in the threat and advances made in physical protection 

approaches, systems, and technology, and also the introduction of new types of 

nuclear material and nuclear facilities.”  (Ref. [1], 3.2).   

An example of a reason for reviewing and updating the physical protection 

regime could be a decision  in a State, whose only existing nuclear facility is a small 

research reactor containing Category III  nuclear material, to construct a nuclear 

power plant. The higher level of physical protection needed for  the nuclear power 

plant would necessitate a review of the regime.  

 

1.2.2 Assignment of physical protection responsibilities 

“The State should clearly define and assign physical protection 

responsibilities within all levels  of involved governmental entities including 

response forces and for operators and, if  appropriate, carriers. Provision should be 

made for appropriate integration and coordination  of responsibilities within the 

State’s physical protection regime. Clear lines of responsibility  should be 

established and recorded between the relevant entities especially where the entity  

responsible for the armed response is separate from the operator.” (Ref. [1], 3.8)  

The State should assign physical protection responsibilities to relevant 

competent authorities and other  government entities in relation, for example, to:   

- Design Basis Threat (DBT) and/or threat assessment;  

- Licensing/authorization of nuclear facilities and of nuclear material in use 

and storage;   

- Inspection and evaluation of PPSs; 

- Response to nuclear security events, including response forces and 

emergency response 1 organizations;   

- Interface with NMAC;   

- Interface with nuclear safety;   

- Information and computer security relevant to physical protection of nuclear 

facilities and of nuclear material in use and storage;  

- Determination of the trustworthiness of personnel; and   

- Enforcement actions related to compliance with licensing requirements and 

physical protection regulations.   

The State may consider establishing appropriate arrangements for 

coordination of these  responsibilities, such as a committee that includes 

governmental entities with assigned physical  protection responsibilities, which 
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meets regularly for the purpose of promoting and ensuring adequate  

communication, cooperation and coordination.   

As part of the State’s responsibilities for physical protection, clear lines of 

responsibility should be  established for the appropriate competent authorities that 

provide the response forces for nuclear  facilities. Integration and coordination with 

the guards, response forces and all other involved  competent authorities should be 

established. The coordination between the guards and response forces  should be 

regularly exercised.   

Each State will define response objectives and may have a different approach 

or strategy for using  response forces. This may depend on the type of nuclear 

material and facilities being protected and  potential objectives of adversaries (e.g., 

theft or sabotage). Three response strategies are:   

- Denial of task, where the goal is for the response force to stop the 

adversaries (including insiders) before they are able to successfully complete their 

task (e.g., sabotage).  

- Denial of access, where the goal is for the response force to prevent 

adversaries from gaining access to the target area.   

- Containment, where the goal is for the response force to prevent adversaries 

from removing the target beyond a specific point, such as the limited access area 

(e.g., theft), thus not allowing nuclear material to become out of regulatory control).   

The operator may conduct its own limited performance testing to assure 

adequate functioning of the system, but the review of the overall effectiveness of 

the PPS through performance testing is the responsibility of the regulatory body.  

  

1.2.3 Legislative and regulatory framework 

“Legislative and Regulatory Framework – The State is responsible for 

establishing and maintaining a legislative and regulatory framework to govern 

physical protection. This framework should provide for the establishment of 

applicable physical protection requirements and include a system of evaluation and 

licensing or other procedures to grant authorization and should include a system of 

inspection of nuclear facilities and transport to verify compliance with applicable 

requirements and conditions of the license or other authorizing document, and to 

establish a means to enforce applicable requirements and conditions, including 

effective sanctions.” (Fundamental Principle C, Ref. [1], 3.9–3.17). 

“A State should take appropriate measures within the framework of its 

national law to establish and ensure the proper implementation of the State’s 

physical protection regime.” (Ref. [1], 3.9). 

• Regulatory approaches. 

Various methods are available to States for the development and 

implementation of regulations. States should structure their regulations consistently 

with the State’s legislative framework. Other factors that will affect the regulations 

are the decisions taken by a State on the manner in which the regulatory function is 
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carried out, including the number of competent authorities involved in supervising 

the physical protection regime.  

The State is responsible for conducting threat assessments and the competent 

authority may be responsible for developing a DBT, in consultation with other 

relevant authorities as applicable. In either case, the competent authority uses its 

threat information as the basis for developing requirements or performance 

objectives, and evaluation criteria for determining compliance or effectiveness. 

Applying the graded approach, the competent authority defines physical protection 

objectives and/or requirements for each category of nuclear material authorized by 

the State and for each level of URC.  

The State should base its nuclear security regime on a current evaluation of 

the threat, because the physical protection of nuclear material and nuclear facilities 

needs to be effective against the threat. There are three distinct approaches for 

specifying requirements within the regulatory framework to address the threat. 

These approaches are the performance-based method, the prescriptive method and a 

combination of the prescriptive and performance-based methods. Either method, or 

a combination, may be useful depending on the situation, but the recommendations 

in Ref. [1] concerning evaluations and performance testing are mostly relevant to 

the performance-based method, whether used alone or in combination with the 

prescriptive method.  

The performance-based method is a more quantitative approach to ensuring 

and verifying the effectiveness of physical protection, and may be particularly 

useful when protecting higher risk nuclear material against unauthorized removal 

and nuclear material and facilities against sabotage, since either individual 

components of a PPS or multiple PPS components can be tested to demonstrate 

defence in depth. This does not necessarily mean that the prescriptive approach 

alone is not suitable for such cases: however, prescriptive requirements are often 

more easily applied to compliance verification of individual physical protection 

measures, rather than a demonstration of systematic effectiveness through 

performance testing. Regardless of the approach used, the requirements or 

objectives will need to be specified and the effectiveness of the resulting measures 

verified by the competent authority.  

The regulatory requirements specified by the competent authority should be 

focused on addressing the threat, as provided in the threat assessment or a DBT. 

The DBT serves as the basis for developing the PPS. The PPS for a facility should 

be designed by the operator according to the regulatory requirements, and be 

approved by the competent authority.  

Performance testing of individual physical protection measures and of the 

PPS are recommended in Ref. [1] for nuclear facilities possessing Category I or 

Category II nuclear material and for nuclear facilities, including nuclear power 

plants, the sabotage of which could lead to High Radiological Consequences 

(HRC). 

• Performance-based method. 
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In the performance-based method, the State defines physical protection 

objectives to be met on the basis of a threat assessment and, where applicable, a 

DBT taking into account the graded approach. The State requires that the operator 

design and implement a PPS that achieves a specified level of effectiveness in 

protecting against malicious acts and providing contingency responses. 

The performance-based method allows flexibility for the operator to propose 

a facility-specific combination of physical protection measures. For instance, an 

operator could develop a PPS that provides only a short adversary delay time, but 

that compensates for this with a rapid and effective response. The adequacy of these 

measures is performance tested against the threat assessment or DBT, to ensure that 

the performance-based measures meet the set objectives based on an evaluation of 

the PPS.  

An advantage of this method is that it recognizes that an effective PPS can be 

achieved by many different combinations of physical protection measures, and that 

each facility and its operational circumstances can be unique. Proper use of the 

performance-based method should identify options for a PPS that satisfies the 

physical protection objectives and requirements and also takes account of site 

specific conditions.  

The performance-based depends upon both the competent authority and the 

operator having high levels of security expertise to establish requirements and 

implement systems, respectively, based on physical protection evaluations. The 

performance-based approach also necessitates the State providing some sensitive 

information from the threat assessment or DBT to the operator and the operator 

should therefore have capabilities to provide adequate protection of this sensitive 

information. 

• Prescriptive method.  

In the prescriptive method, the State establishes specific physical protection 

measures to meet its defined physical protection objectives for each category of 

nuclear material and each level of unacceptable radiological consequences (URC). 

This then provides a set of ‘baseline’ provisions for the operator to apply for each 

category of material and each level of URC.  

Advantages of the prescriptive method include: simplicity in implementation 

for both the State and the operator; elimination of the need for the State to transmit 

sensitive information to the operators in the form of a threat assessment or DBT; 

and ease of inspection and evaluation. The use of the prescriptive method may be 

particularly appropriate in cases where both the threat level and potential 

consequences are low. An example is Category III nuclear material stored or used in 

a relatively stable socio-political environment. The prescriptive approach may also 

be more appropriate in cases where conducting a detailed threat assessment or 

establishing a DBT is not practicable.  

The prescriptive method may lack flexibility to address specific 

circumstances. Furthermore, the operator does not have responsibility for the 

effectiveness of the measures introduced to reduce the risk: the prime responsibility 

for addressing risks belongs to the State, as the State prescribes exactly what 
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physical protection measures are needed to address the threat. The operator only has 

the responsibility for effectiveness of the individual physical protection measures 

when operating and maintaining the PPS. 

• Combined approach. 

The combined approach includes elements from both the prescriptive and 

performance-based methods. There are many ways of applying the combined 

approach, of which two examples are provided below: 

- The State may require application of a performance-based method for the 

nuclear materials having the highest potential consequences of malicious use, while 

allowing application of a prescriptive method for lower consequence nuclear 

materials;  

- The State may require that a set of prescriptive requirements (e.g. 

confidentiality, trustworthiness) be supplemented by using the performance-based 

method to address other features of the PPS. 

The main advantage of the combined approach is the flexibility it allows. The 

limitations of a combined approach will be similar to those associated with the 

performance and prescriptive-based methods and will depend on the specific 

implementation chosen by the State. However, a well - executed combined 

approach may be able to balance and reduce the limitations associated with each of 

the other approaches. 

• System evaluation, including performance testing: requirements by the 

State.  

The recommendations in Ref. [1] emphasize the importance of evaluating 

PPSs, including performances testing, for example:  

- The legislative and regulatory framework should “provide for the 

establishment of applicable physical protection requirements and include a system 

of evaluation” (Fundamental Principle C);  

- The legislative and regulatory framework should “ensure that evaluations 

include exercises to test the physical protection system, including the training and 

readiness of guards and/or response forces” (Ref. [1], 3.13); 

- The competent authority should “ensure that evaluations based on 

performance testing are conducted by operators at nuclear facilities” (Ref. [1], 

3.21);  

- The sustainability programme “should encompass performance testing and 

operational monitoring” (Ref. [1], 3.57).  

System evaluations, including performance testing, should be conducted by 

operators of all nuclear facility PPSs, taking into account systems for NMAC, 

information security and computer security. System evaluations generally consist of 

testing and analysis. Testing may be conducted at the component, subsystem and 

system levels, including hardware/equipment, software, people and procedures. 

Analysis may include qualitative and/or quantitative (numerical) methods and 

involve the use of modelling and simulation. Modelling and simulation methods 

may include manual and computer-based mathematical models, computer combat 
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simulations, table top exercises, response force exercises and force-on-force 

exercises. System evaluations should always include some exercises.  

There are differences and trade-offs between the methods regarding the 

amount and quality of data needed, the type of information gained, the limitations of 

the method and the costs. Using the graded approach, the competent authority 

should establish a minimum set of system evaluation measures, including 

performance testing requirements. These regulatory requirements could address 

roles and responsibilities, required and/or allowed methods, documentation 

requirements, and required frequencies or periods for system evaluation including 

performance testing. For example, some tests and exercises may be required at least 

on an annual basis, while more comprehensive exercises may be conducted less 

frequently, not exceeding two to three years (such as force-on-force exercises). The 

competent authority should review the system evaluations, including performance 

testing conducted, for example by verifying that the data and methodologies 

supporting the evaluation and testing are correct, and that the results of the 

evaluation and testing correctly characterize the PPS. 

The competent authority may consider using an independent expert third 

party to conduct performance testing. One example would be to perform delay tests 

of sample barriers using the adversary capabilities defined by the threat assessment 

/DBT. 

• Licensing and other procedures to grant authorization. 

“The State should license activities or grant authorization only when such 

activities comply with its physical protection regulations. The State should make 

provision for a detailed examination, made by the State’s competent authority, of 

proposed physical protection measures in order to evaluate them for approval of 

these activities prior to licensing or granting authorization, and whenever a 

significant change takes place, to ensure continued compliance with physical 

protection regulations.” (Ref. [1], 3.12). 

Primary responsibility for implementing measures for the physical protection 

of nuclear material rests with each operator, while control over physical protection 

by the State is exercised primarily through government or regulatory licensing (or 

authorization). Hence, a primary task of the State is to define licensing requirements 

in relation to PPSs, and to consider whether to approve applications for new 

licences and renewals or amendments to existing licences. The operator’s security 

plan is submitted by an applicant to the State as part of the nuclear facility licensing 

process. Compliance with an approved security plan should be a condition of the 

licence once it is granted. The licence itself should be an official document 

authorizing an activity or activities, such as operation of a facility.  

Licensing is an ongoing process throughout all stages of the life of a nuclear 

facility. The licence may be modified, suspended or revoked depending upon 

circumstances and the operator’s performance, but always by and under the control 

of the State. 

The State should license activities only when they comply with its physical 

protection requirements. It is suggested that any licence issued include: 
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- Designation of the specific activity or activities licensed;   

- Any constraints regarding the activities, such as specific requirements, 

conditions or time limits; and   

- Explicit statement of the responsibilities of the licensee.  

The State should ensure that it has received, assessed and approved the 

applicant’s or operator’s security plan for the activities to be licensed before the 

licence is issued and before nuclear material is introduced into the facility. 

Assessment should be supported by a review of the PPS proposed for the facility. 

Should any deficiencies be identified, the State may withhold the granting of the 

licence until these deficiencies are corrected and the PPS verified to be acceptable 

or may approve the licence with conditions requiring that the deficiencies be 

corrected within a specified time.  

Further guidance on the licensing process is provided in Ref. [5] - the State 

should identify the necessary expertise to establish the legal and regulatory 

framework and request international assistance if necessary and appropriate. 

The State should establish its legislative and regulatory programme to provide 

for all competent authorities, including regulatory authorities, with a role in the 

national nuclear security infrastructure to have appropriate legal authority. This may 

include: 

- A system of authorization (such as licences, permits, certifications, 

approvals), including the authority to issue, amend, revoke, cancel or 

suspend such authorizations; 

- Authority to impose conditions or qualifications on an authorization; 

- Authority to conduct inspections and compliance monitoring, including 

site access, power to require production of documents, examination or interview of 

personnel, and powers related to seizure and retention of evidence, including 

notices, warrants or similar processes; 

- Provisions related to legal protection of individuals who provide 

information for the purpose of protecting the integrity of nuclear security (also 

called protected disclosure or whistleblowing legislation); 

- Authority to undertake enforcement action; 

- Provisions  related to the consequences of breach of or non-compliance 

with legislative provisions including a system of administrative or civil penalties; 

- Provisions related to appeal or review of decisions and actions; 

- Provisions related to the imposition of obligations in relation to the 

protection of sensitive information; 

- Provisions related to the exchange of nuclear security related 

information among competent authorities and with other States and relevant 

international organizations;  

- Provisions that relevant personnel are trustworthy; 
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- A system for import and export controls for radioactive material, 

including nuclear material 

• Regulatory enforcement. 

The State is responsible for managing the risk associated with possible 

malicious acts involving or directed against nuclear materials and nuclear facilities 

through the implementation of an effective nuclear security regime. Enforcement of 

physical protection regulations and licensing conditions through an effective legal 

and regulatory framework is a necessary part of a State’s nuclear security regime. 

For protection of nuclear material and of nuclear facilities, the State should assign 

the power to initiate legal proceedings or to impose sanctions in accordance with the 

law. Such sanctions may include suspension or revocation of a licence and/or other 

penalties against individuals or organizations. 

• Competent authority.  

“Competent Authority – The State should establish or designate a competent 

authority which is responsible for the implementation of the legislative and 

regulatory framework, and is provided with adequate authority, competence and 

financial and human resources to fulfil its assigned responsibilities. The State 

should take steps to ensure an effective independence between the functions of the 

State’s competent authority and those of any other body in charge of the promotion 

or utilization of nuclear energy.” (Fundamental Principle D, Ref. [1], 3.18–3.22).  

Effective independence refers to the ability of the competent authority 

responsible for nuclear security to enforce requirements and regulations necessary 

for nuclear security without interference from those responsible for the promotion 

or utilization of nuclear energy or other nuclear applications. The operations, 

funding and staffing of the competent authority should be independent of bodies 

associated with such promotion or utilization . The competent authority will need to 

employ sufficient qualified and competent staff, commensurate with the nature and 

number of nuclear facilities and activities to be regulated, to perform its functions 

and to discharge its responsibilities. It is suggested that the competent authority 

develop human resource plans that identify necessary levels of staffing and training 

to adequately perform the competent authority’s functions. The competent authority 

will also need to have access to sufficient financial resources for the proper 

discharge of its assigned responsibilities. 

• Role of competent authority in requiring security plans. 

“The competent authority should review and approve the security plan, the 

implementation of which should be then part of the licence conditions.” (Ref. [1], 

3.27).  

The competent authority should effectively communicate to licence 

applicants and operators those requirements that they must satisfy in order to design 

and implement a PPS that will be acceptable to the competent authority under the 

State’s legislative and regulatory framework for physical protection. An important 

element is the operator’s development of and compliance with the security plan, 

appropriate to the category of nuclear material being protected and the levels of 
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potential radiological consequences of sabotage. It is suggested that the competent 

authority issue instructions to operators concerning requirements for a security plan 

that should ensure that all elements of a State’s physical protection requirements are 

met.  

The security plan is the primary reference describing the PPS intended to 

meet the requirements specified by the competent authority. The State should 

specify what information in the security plan needs to be protected and how it 

should be protected. An annotated outline for a comprehensive security plan is 

presented in Appendix I as an example. 

• Role of competent authority in establishing an inspection 

programme. 

“The State’s competent authority should be responsible for verifying 

continued compliance with  the physical protection regulations and licence 

condition through regular inspections and for ensuring that corrective action is 

taken when needed.” (Ref. [1], 3.20).  

The objective of an inspection programme is to verify that the physical 

protection measures actually in place are in compliance with regulatory 

requirements and applicable licence conditions. This should include verifying 

effective implementation of the approved security plan and compliance with 

regulatory requirements. In case of non-compliance, regulatory and/or enforcement 

action should be considered and relevant and proportionate measures or sanctions 

may be applied. 

The competent authority needs to ensure that inspectors are qualified, suitably 

trained and  experienced. The competent authority may specify qualification and 

training requirements for inspectors. The inspection programme should include 

including both announced and unannounced inspections (unannounced inspections 

help to ensure that the operator maintains arrangements in accordance with the 

approved security plan at all times, not just when it is known that an inspection will 

occur). Inspections may occur at any time, during or outside normal working hours, 

and include all routine and non-routine operational activities undertaken at the 

nuclear facility, e.g. during reactor shutdown for maintenance and refuelling. It is 

suggested that the inspection programme ensure that all physical protection 

measures, including technical, procedural and administrative provisions are 

reviewed and verified. Inspections are best carried out in a manner that does not 

unduly impede or affect facility operations, if the inspection identifies any 

deficiencies in the physical protection system, the competent authority should 

ensure that appropriate compensatory measures are employed by the operator until 

the deficiency has been corrected and an sufficiently effective system has been 

achieved.  

When inspections discover non-compliance or other issues, subsequent 

inspection procedures should include verification of the follow-up of corrective 

actions required. It is suggested that the consequences of such findings are graded 

and acted upon commensurate with the category of nuclear material present and the 

potential consequences of sabotage. Inspectors will need to be assured that 
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corrective actions achieve appropriate effectiveness, through monitoring progress 

and verifying follow-up actions that ensure they have been completed to an 

acceptable standard. In some cases, return to normal operating conditions may not 

need to be explicitly approved, but notification of thecompetent authority is 

necessary. The competent authority should approve corrective actions and these 

should be included in an updated security plan. 

The number of inspections planned for a facility may be facility-specific and 

determined by the competent authority based on the category of material being 

protected, the levels of potential radiological consequences of sabotage, the threat 

assessment or DBT, and any other relevant factors. The operator’s history of 

compliance may also be taken in to account in determining inspection 6 frequency. 

Reactive inspections may be necessary from time to time, for example following a 

security event at the nuclear facility or a change in the threat. 

• Timely reporting of nuclear security events.  

“The State’s physical protection regime should include requirements for 

timely reporting of nuclear security events and information which enables the 

states competent authority to be informed of any changes at nuclear facilities or 

related to transport of nuclear material that may affect physical protection 

measures.” (Ref. [1], 3.22).   

The State should determine the types of event that the operator is required to 

report to the competent authority and acceptable time periods within which they 

must be reported. The competent authority should receive timely information about 

any significant events concerning unauthorized actions affecting the physical 

protection of nuclear material or nuclear facilities, for example:   

- Actual or attempted intrusion into the facility or into a designated area;  

- Malicious acts;  

- Attempted or actual unauthorized removal, loss or unauthorized movement 

of nuclear material, whether involving external adversaries or insiders;  

- Discovery of prohibited items;  

- Events involving individuals requiring reporting in accordance with the 

State’s trustworthiness policy;  

- Loss or unauthorized disclosure of sensitive information;  

- Deviation from the approved security plan, e.g. loss of power supply to 

physical protection equipment, weather damage to fences;  

- Compromise or attempted compromise of computer systems used for 

physical protection, nuclear safety or NMAC systems, Ref. [6] for further guidance 

- attention to computer security has intensified in the last decade as clear and 

recurring proof of the vulnerabilities of computer systems has come to light. 

Malicious exploitation of these vulnerabilities has been witnessed with 

growing frequency and impact. In an increasingly complex threat scenario, the 

possible occurrences of cyberterrorism as a means of attacking a State’s critical 

infrastructure has prompted a number of national authorities to prepare defences and 

issue new regulations.  
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Such regulations establish computer security requirements, which affect 

nuclear facilities at multiple levels and at the various stages of operation. In parallel, 

information security has itself evolved rapidly, creating a rich set of international 

best practices and standard documents among which the ISO/IEC 27000 series is 

rapidly achieving prominence. 

The IAEA, while recognizing the core validity of the ISO 27 000 series and 

other standards across industries and business, wishes to focus attention on the 

specific conditions affecting computer security at nuclear facilities. Thus, the need 

for a publication recognizing and compiling relevant guidance and adequate 

solutions was identified.  

This publication brings together the knowledge and experience of specialists 

who have applied, tested and reviewed computer security guidance and standards 

within nuclear facilities and other critical infrastructure. 

 It compiles and describes those special provisions, best practices and lessons 

learned which apply within the nuclear discipline and puts them in the context of a 

security programme consistent with other IAEA guidance and applicable industrial 

standards. 

Computer security plays an increasingly vital role and this publication 

address the establishment and improvement of programmes to protect those 

computer systems, networks andother digital systems that are critical for the safe 

and secure operation of the facility and for preventing theft, sabotage and other 

malicious acts. 

All other systems required for the operation of the facility, or any support or 

business system whose unauthorized modification or change could compromise the 

security posture or operability will be covered by extending the provisions in this 

publication to those systems. 

In this context, malicious acts involving computer systems and relevant to 

nuclear security may be grouped as: 

- Information gathering attacks aimed at planning and executing further 

malicious acts; 

- Attacks disabling or compromising the attributes of one or several 

computers crucial to facility security or safety; 

- Compromise of one or several computers combined with other 

concurrent modes of attack, such as physical intrusion to target locations. 

Computer security objectives are commonly defined as protecting the 

confidentiality, integrity and availability attributes of electronic data or computer 

systems and processes. By identifying and protecting these attributes in data or 

systems that can have an adverse impact on the safety and security functions in 

nuclear facilities, the security objectives can be met. 

There may be a requirement for the competent authority to inform other 

government entities and participate in a coordinated response to the security event. 

There may also be a requirement for the operator or competent authority to 
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investigate the incident to prevent a re-occurrence and to learn from the experience. 

Enforcement action may also be required. 

• Responsibility of the licence holders.   

“Responsibility of the Licence Holders – The responsibilities for 

implementing the various elements of physical protection within a State should be 

clearly identified. The State should ensure that the prime responsibility for the 

implementation of physical protection of nuclear material or of nuclear facilities 

rests with the holders of the relevant licences or of other authorizing documents 

(e.g., operators or shippers).” (Fundamental Principle E, Ref. [1], 3.23 - 3.30).  

 

1.2.4 International cooperation and assistance 

It is important that each State consider whether, under what circumstances 

and to what extent it may cooperate with other States, including the appropriate 

sharing of information and knowledge derived from its national nuclear security 

regime, having regard to the need to protect sensitive nuclear security information 

and to any international obligations or agreements to share information.  

Ref. [1] provides two recommendations and one suggestion regarding 

international cooperation and assistance, specific to the physical protection of 

nuclear facilities:  

“In the case of unauthorized removal or sabotage or credible threat thereof, 

the State should provide appropriate information as soon as possible to other 

States which appear to it to be concerned, and to inform, where appropriate, the 

International Atomic Energy Agency and other relevant international 

organizations.” (Ref. [1], 3.33).   

Provision of such information to neighbouring States and the IAEA is 

especially important. Information may be provided on a voluntary basis to the IAEA 

Incident and Trafficking Database. In the case of unauthorized removal of nuclear 

material, the affected State may benefit from assistance from neighbouring States to 

locate and recover the missing nuclear material if it may have entered or passed 

through those States. Detection of the material will depend on the system for 

detection of nuclear and other radioactive material out of regulatory control in the 

State where the material is.  

Further guidance on this issue may be found in [7] - the purpose of  “Nuclear 

Security Recommendations on Nuclear and Other Radioactive Material out of   

Regulatory Control, Nuclear Security Series No. 15”  is to provide guidance to 

States in strengthening their nuclear security regimes, and thereby contributing to an 

effective global nuclear security framework, by providing: 

- Recommendations to States and their competent authorities on the 

establishment or improvement of the capabilities of their nuclear security regimes, 

for carrying out effective strategies to deter, detect and respond to a criminal act, or 

an unauthorized act, with nuclear security implications, involving nuclear or other 

radioactive material that is out of regulatory control; 
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- Recommendations to States in support of international cooperation 

aimed at ensuring that any nuclear or other radioactive material that is out of 

regulatory control, whether originating from within the State or from outside that 

State, is placed under regulatory control and the alleged offenders are, as 

appropriate, prosecuted or extradited. 

These recommendations are provided for consideration by States and 

competent authorities, but are not mandatory upon States and do not infringe the 

sovereign rights of States. 

This publication provides recommendations to a State for the nuclear security 

of nuclear or other radioactive material that has been reported as being out of 

regulatory control, as well as for material that is lost, missing or stolen but has not 

been reported as such, or has been otherwise discovered. 

This publication includes recommendations to a State for the detection and 

assessment of alarms and alerts and for a graded response to criminal or 

unauthorized acts with nuclear security implications involving nuclear or other 

radioactive material out of regulatory control.  

The recommended actions cover the confirmation of a credible threat, 

assessment and interdiction of an attempted act and response to a nuclear security 

event. 

The publication does not provide recommendations for the security of nuclear 

material or other radioactive material that is under regulatory control.  

This publication does not provide recommendations on preventing and 

protecting against the sabotage of nuclear material and other radioactive material in 

authorized use, storage, or transport, or in the case of the sabotage of their 

associated facilities and associated activities.  

“States should inform the International Atomic Energy Agency and other 

States as applicable, of appropriate points of contact for matters related to the 

physical protection of nuclear material and nuclear facilities.” (Ref. [1], 3.32).  

State points of contact for physical protection, established in advance of a 

nuclear security event, are especially important in the case of unauthorized removal 

or sabotage to be able to quickly and accurately communicate essential information 

to neighbouring States and other concerned parties, either directly or through the 

IAEA. These contacts may also be useful in communicating other important 

physical protection information, such as information about new threats. 

“States are encouraged to cooperate and consult, and to exchange 

information on physical protection techniques and practices, either directly or 

through the International Atomic Energy Agency and other relevant international 

organizations.” (Ref. [1], 3.31).  

States with operating nuclear facilities have gained experience with physical 

protection and have accumulated both good practices and lessons learned. Sharing 

these types of information among States can benefit the global community by 

raising the overall level of physical protection of nuclear material. While some 

facility-specific sensitive information may not be shared, much useful information 
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can be shared in workshops, training programmes and nuclear security conferences. 

The IAEA is a useful vehicle for sharing such information, without a need for 

attribution. 

 

1.2.5 Identification and assessment of threats 

“Threat – The State’s physical protection should be based on the State’s 

current evaluation of  the threat.” (Fundamental Principle G, Ref. [1], 3.34 - 3.40)  

“The appropriate State authorities, using various credible information 

sources, should define the threat and associated capabilities in the form of a threat 

assessment and, if appropriate, a design basis threat. A design basis threat is 

developed from an evaluation by the State of the threat of unauthorized removal and 

of sabotage.” (Ref. [1], 3.34).  

States will have different levels of ability to identify and evaluate threats. 

Some States have extensive and sophisticated security and intelligence capabilities 

that can assist the State in understanding the nature and extent of threats, including 

those that might be directed toward nuclear material and nuclear  facilities. In other 

cases, general information about the national threat (e.g. areas of civil unrest, 

criminal activities or terrorist presence) and international threats will need to be 

understood and evaluated to identify the potential threat within the State. In all 

cases, there should be a competent authority responsible for the development of the 

threat assessment, which will need cooperation among all the State agencies that 

have responsibilities for understanding and responding to the threat (e.g., 

intelligence services, police, military, customs and border control, local law 

enforcement agencies) As this work will need the use of sensitive information, 

appropriate information security measures should be applied to the threat 

assessment and any resulting DBT. 

A threat assessment is an evaluation of the existing threats which describes 

the motivations, intentions and capabilities of potential adversaries to commit 

malicious acts. The threat assessment considers threats of terrorism and other 

crimes involving or directed against nuclear material and nuclear facilities, 

particularly unauthorized removal of nuclear material and sabotage of nuclear 

material and nuclear facilities, and includes both external and insider threat 

considerations. Threat assessment makes use of domestic, transnational and global 

sources of information on the threats.  

Further guidance on threat assessment and on defining a DBT based on the 

threat assessment is given in Ref. [8] - a DBT is a comprehensive description of the 

motivation, intentions and capabilities of potential adversaries against which 

protection systems are designed and evaluated. Such definitions permit security 

planning on the basis of risk management.  

A DBT is derived from credible intelligence information and other data 

concerning threats, but is not intended to be a statement about actual, prevailing 

threats. 

 Historically, States have used DBTs in their regulatory system to achieve 

appropriate allocations of resources to the protection of nuclear material and nuclear 

28



facilities against malicious acts by potential adversaries that could result in high 

consequences, particularly radiological consequences or consequences of 

proliferation; however, a DBT can also be used to protect any asset with associated 

high potential consequences (e.g. other radioactive material of high activity). 

Development, Use, and Maintenance of the Design Basis Threat, IAEA 

Nuclear Security Series No. 10 provides guidance on how to develop, use and 

maintain a DBT and : 

- Describes a DBT, including what it is and why and under what 

circumstances it is used; 

- Identifies and recommends the roles and responsibilities of 

organizations that should be involved in the development, use and maintenance of a 

DBT;  

- Describes how to conduct a national threat assessment as a precursor to 

a DBT; 

- Explains how a DBT can be developed, including:  

• the information required to develop a DBT;  

• the decision making processes for the development of a DBT; 

- Explains how a DBT is incorporated into a State’s nuclear security 

regime; 

- Explains the conditions for a review of the DBT, and how the review 

and update are conducted. 

 This publication does not include recommendations for physical protection 

measures, nor does it include guidance on the design and evaluation of physical 

protection systems. 

A fundamental principle of physical protection is that it should be based on 

the State’s current evaluation of a threat. This evaluation is formalized through a 

threat assessment process. A DBT is derived from this threat assessment to facilitate 

the development of physical protection on the basis of a State’s evaluation of the 

threat.  

To define the DBT, the set of threats described in the State’s threat 

assessment are modified to take account of other factors, such as technical, 

economic and political issues, and the particular requirements of planning for the 

design of the physical protection system. 

 The guidance includes considerations concerning the decision whether to use 

a DBT or an alternative threat statement (the “alternative threat statement” noted in 

Ref. [8] represents a less rigorous approach in defining the threat for the design of 

PPSs).  

A DBT may be used by the competent authority in different ways. For a 

performance-based approach, a DBT may be used by the operator for the design of 

the PPS and by the competent authority for evaluation of the PPS. For the 

prescriptive approach a threat assessment may be sufficient for the competent 

authority to define the physical protection measures which the operator will be 
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required to implement, except where Category I nuclear material is held and/or the 

sabotage of the nuclear facility has potentially HRC. In these latter cases, the State’s 

physical protection requirements should be based on a DBT specifically for 

unauthorized removal of Category I nuclear material and sabotage of nuclear 

material and nuclear facilities. 

“When considering the threat, due attention should be paid to insiders. They 

could take advantage of their access rights, complemented by their authority and 

knowledge, to bypass dedicated physical protection elements or other provisions, 

such as safety procedures. The physical protection system should be assisted by 

nuclear material accountancy and control measures to deter and detect the 

protracted theft of nuclear material by an insider.” (Ref. [1], 3.36).  

The IAEA has published guidance  to assist States with such analysis.  

Consideration of attacks on computer-based systems, including 

instrumentation and control (I&C) systems, is also necessary and should encompass 

nuclear safety, NMAC and the PPS. Such systems include databases, access 

controls and alarm management systems. When reviewing threats to such systems, 

attacks such as manipulation and falsification of data also need to be considered by 

the State as potential capabilities of the adversary, from both insider threat and 

external adversary perspectives. 

The threat assessment or DBT should consider possible stand-off attacks 

(Ref. [1], 3.40). A stand-off attack is an attack carried out from a distance away 

from the nuclear facility, which does not involve the adversary having hands-on 

access to the target or needing to overcome the PPS. Examples of stand-off 

scenarios include the use of portable missile launchers or malicious aircraft impacts. 

The State should determine which types of stand-off attack need to be considered by 

the operator.  

The State should continuously review the threat and evaluate the implications 

of any changes in the threat assessment or DBT. A good practice is for the State to 

decide annually whether the review of  the threat necessitates an update of the threat 

assessment. Regional, national or international security events may lead to the State 

updating the threat assessment before the scheduled periodic review. The State 

should review its physical protection requirements in light of any change to the 

threat assessment or DBT. The operator will then need to review its PPS (including 

a review of potential sabotage targets) and any changes to the design of the PPS 

should be submitted to the competent authority for approval before implementation. 

 

1.2.6 Risk-based physical protection systems 

“The State should ensure that the State’s physical protection regime is 

capable of establishing and maintaining the risk of unauthorized removal and 

sabotage at acceptable levels through risk management. This requires assessing the 

threat and the potential consequences of malicious acts, and then developing a 

legislative, regulatory and programmatic framework which ensures that 

appropriate effective physical protection measures are put in place.” (Ref. [1], 

3.41).   

30



In nuclear security, risk includes consideration of a threat, the likelihood that 

malicious acts could be successfully carried out by this threat and the potential 

consequences resulting from such acts.  

The State should use a risk management approach to ensure that its physical 

protection requirements are keeping the risk associated with unauthorized removal 

or sabotage at an acceptable level. Risk management consists of evaluating the 

threat and potential consequences of malicious acts and ensuring that appropriate 

PPSs are put into place to prevent or sufficiently reduce the likelihood of a 

successful malicious act.  

Risk management takes into account an assessment of risk, which can be 

quantitative or qualitative. A risk-based assessment involves determining the risk 

associated with a particular event as a function of quantitative expressions of the 

probability of the event occurring and the expected consequences of the event if it 

were to occur. Quantifying the probability of a malicious act being attempted, or of 

an attempt being successful, is very difficult, if not impossible. In the absence of 

quantitative methods to determine nuclear security risk, qualitative risk 

management approaches may be used to inform decisions on physical protection. 

For planning purposes, it may be assumed that an attempt is certain to occur. In this 

case the risk is called conditional risk, where the condition is that a malicious attack 

is attempted. Qualitative risk management involves consideration of the likelihood 

of an attempt, the probability of success of such an attempt, taking account of the 

vulnerability of the target(s) to the threat, and the potential consequences of a 

successful attempt, in order to identify high risk combinations of factors (e.g. high 

threat likelihood, high level adversary capabilities and severe consequences) where 

efforts should be focused to reduce the risk most effectively. Similarly, low risk 

combinations illustrate where security measures might not need to be so stringent.  

The State, the competent authority and the operator should use the risk 

management approach to ensure that the physical protection measures applied to 

nuclear materials and nuclear facilities keep the risk of unauthorized removal of 

nuclear material and sabotage at an acceptable level. The State determines the 

required criteria for acceptable performance of the PPS against unauthorized 

removal, usually in relation to the DBT, because the State must accept the residual 

risk of any failure of the PPS. The State should also determine what constitute URC 

and HRC to use as a basis for required performance of the PPS against sabotage, 

both below and above the URC threshold. Risk management practices provide a 

means to inform the appropriate application of physical protection measures 

through the use of a graded approach (Ref. [1], 3.61–3.62).  

A risk assessment may identify risks that need to be further evaluated to 

determine whether additional measures are required to reduce these risks. Risk can 

be managed through, for example, deterrence (e.g. appearance of robust physical 

protection measures), strengthening physical protection measures (e.g. additional 

defence in depth, adding blast walls) and reducing potential consequences (e.g. 

changing the amount, type, dilution, chemical or physical form of the nuclear 

material), while considering the safety implications of such changes. 
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• Graded approach.   

“Graded Approach – Physical protection requirements should be based on a 

graded approach, taking into account the current evaluation of the threat, the 

relative attractiveness, the nature of the material and potential consequences 

associated with the unauthorized removal of nuclear material and with the sabotage 

against nuclear material or nuclear facilities.” (Fundamental Principle H, Ref. [1], 

3.43 - 3.44). 

The development of the State’s physical protection requirements and 

regulations should be structured around a graded approach, which is used to provide 

higher levels of protection against events that could result in higher consequences.  

For protection against unauthorized removal of nuclear material for use in a 

nuclear explosive device, the category of the nuclear material, as defined in Table 1 

(from Ref. [1], reproduced below), reflects the relative difficulty of producing a 

nuclear explosive device with such material. Therefore, in accordance with the 

graded approach, Category I material should be protected with the most stringent 

levels of physical protection, whereas nuclear materials below Category III need to 

be protected only in accordance with prudent management practice. (Ref. [1], 4.12 

and footnote c of Table 1-1). 

For protection against sabotage, the State needs to consider the potential 

radiological consequences of such acts and apply a graded approach. The State 

should consider how to protect nuclear facilities taking into account their potential 

to cause URC and ensure that protection measures are required for the targets within 

the facilities capable of producing such consequences. The State should also 

consider the use of this concept to define the graded levels of other physical 

protection measures, such as confidentiality of sensitive information and 

trustworthiness of individuals.  

• Nuclear material categorization for unauthorized removal.   

“The primary factor in determining the physical protection measures for 

unauthorized removal of nuclear material is the nuclear material itself. Table 1 

categorizes the different types of nuclear material in terms of element, isotope, 

quantity and irradiation. This categorization isthe basis for a graded approach for 

protection against unauthorized removal of nuclear material that could be used in a 

nuclear explosive device, which itself depends on the type of nuclear material (e.g. 

plutonium and uranium), isotopic composition (i.e. content of fissile isotopes), 

physical and chemical form, degree of dilution, radiation, radiation level and 

quantity.” (Ref. [1], 4.5).   

Table 1-1 from Ref. [1], reproduced below, specifies the type of nuclear 

material (e.g. plutonium and uranium), its irradiation level, isotopic composition 

(i.e. content of fissile isotopes), and the quantity  that establishes the thresholds for 

three categories. 
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Table 1-1 – Categorization of nuclear material 

Material  Form Category I Category II Category IIIc 

1.Plutonium a  

 

Unirradiated b  2 kg or more  Less than 2 kg 

but more than 

500g  

500 g or less 

but more than 

15g  

2.Uranium-235  

 

Unirradiatedb  

- uranium 

enriched to 

20% 235U or 

more  

- uranium 

enriched to 

10% 235U but 

less than 20 % 

235U  

- uranium 

enriched above 

natural, but 

less than 10 % 

235U  

5 kg or more  Less than 5 kg 

but more than 

1 kg  

10 kg or more  

1 kg or less but 

more than 15g  

Less than 10kg 

but more than 

1 kg  

10 kg or more  

3. Uranium-

233  

 

Unirradiatedb  2 kg or more  Less than 2 kg 

but more than 

500g  

500 g or less 

but more than 

15g  

4. Irradiated 

fuel  

(The 

categorization 

of irradiated 

fuel in the table 

is based on 

international 

transport 

considerations. 

The State may 

assign a 

different 

category for 

domestic use, 

storage, and 

transport 

taking all 

relevant factors 

into account.)  

  Depleted or 

natural 

uranium, 

thorium or 

low-enriched 

fuel(less than 

10% fissile 

content)d,e  

 

 

Note: This table is not to be used or interpreted independently of the text of 

Ref. [1]. 
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a. All plutonium except that with isotopic concentration exceeding 80 % in 

plutonium-238.  

b. Material not irradiated in a reactor or material irradiated in a reactor but 

with a radiation level equal to or less than  1 Gy/h (100 rad/h) at 1 m unshielded. 

c. Quantities not falling in Category III and natural uranium, depleted 

uranium and thorium should be protected at  least in accordance with prudent 

management practice.  

d. Although this level of protection is recommended, it would be open to 

States, upon evaluation of the specific circumstances, to assign a different category 

of physical protection.  

e. Other fuel which by virtue of its original fissile material content is 

classified as Category I or II before irradiation may be reduced one category level 

while the radiation level from the fuel exceeds 1 Gy/h (100 rad/h) at 1 m 

unshielded. 

The categorization in Table 1-1 makes use of the nuclear material attributes 

cited in Ref. [1], (4.5): nuclear material type, isotopic composition, quantity and 

irradiation. Table 1 does not describe how to use other attributes mentioned in Ref. 

[1], (4.5) , such as physical and chemical form and degree of dilution, as a basis for 

graded protection against unauthorized removal. However, Ref. [1] mentions that a 

State can take into account all of these attributes. An explanation of the 

categorization of irradiated fuel is provided below, together with further nuclear 

security considerations which arise from material form 6 or dilution and 

aggregation. 

• Categorization of irradiated fuel. 

Row 4 of Table 1-1 addresses irradiated fuel, which is defined in footnote b 

as material irradiated in a reactor with a radiation level greater than 1 Gy/h (100 

rad/h) at 1 metre unshielded. This row places irradiated fuel that was composed 

before irradiation of depleted or natural uranium, thorium or uranium enriched to 

less than 10% uranium - 235 in Category II, despite none of these fuels being placed 

higher than Category III before irradiation. The reason for this change in 

categorization is that, during irradiation in a reactor, plutonium (mostly plutonium - 

239) is produced by the capture of neutrons in the uranium - 238 in uranium-based 

fuels and uranium - 233 is similarly produced in the thorium fuel. The percentage of 

plutonium or thorium produced as a result of irradiation is relatively small (typically 

around 1% of the total weight of fuel in the case of plutonium). However, as this 

irradiated fuel is typically stored in large quantities, it contains a Category I quantity 

of nuclear material (i.e., more than 2 kg of plutonium or uranium - 233). In common 

with the guidance in footnote e, these irradiated fuels may be reduced by one 

category level (to Category II) because of their reduced attractiveness due to their 

radiation level.   

Row 4 also states that, upon evaluation of the specific circumstances, States 

may assign a different level of physical protection to the above-mentioned irradiated 

fuels while in domestic use, storage and transport. An example of such 

circumstances is a location (such as a post-irradiation examination facility) where 
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only a small number of irradiated fuel rods are held. Because of the smaller overall 

quantity of material, the irradiated fuel rods may contain less than 2 kg plutonium or 

uranium - 233, in which case it would be appropriate to assign a Category III level 

of protection to the irradiated fuel. (Records maintained for NMAC will confirm 

whether this is the case, as they should contain an estimate of the quantity of 

plutonium or uranium - 233 within irradiated fuel, as well as the quantity of other 

nuclear material in this fuel.)  

Footnote e states that other fuel in Category I or II before irradiation may be 

reduced by one category after it becomes irradiated fuel. This footnote is applicable 

in the following circumstances for the reasons stated:  

- The main plutonium-based fuels, mixed oxide fuel and fast breeder reactor 

fuel, typically contain around 7% and 30% plutonium respectively. Although 

irradiation in a reactor will reduce the plutonium content to some extent, this will 

not substantially reduce the overall content by weight of plutonium in the irradiated 

fuel, which itself is normally stored in large quantities. Thus, a Category I quantity 

of plutonium will normally remain in the irradiated fuel. This fuel may be reduced 

one category to Category II, in accordance with footnote e, because of its reduced 

attractiveness due to its radiation level. The irradiation in a reactor of High enriched 

Uranium (HEU) fuels (i.e. those containing uranium enriched to 20% uranium - 235 

or more) will reduce the uranium-235 content by a few percentage points. However, 

this will not normally reduce the enrichment level to below 20% following 

irradiation. Thus, the irradiated fuel will continue to comprise mostly uranium 

enriched to 20% or more. As a result, irradiated HEU fuel held at one location 

which in total contained 5 kg or more uranium-235 before irradiation may be 

reduced one category to Category II, and HEU fuel which contained more than 1 kg 

but less than 5 kg uranium - 235 before irradiation may be reduced one category to 

Category III, in accordance with footnote e, because of their reduced attractiveness 

due to their radiation level.  

- Similarly, irradiation in a reactor of fuels originally containing uranium 

enriched to 10% uranium - 235 but less than 20% uranium - 235 (e.g. research 

reactor fuel, which is commonly enriched to around 19.5% uranium - 235 before 

irradiation) will not normally reduce the uranium - 235 enrichment level to below 

10%. The irradiation of fuel enriched to these levels does not result in the 

production of a significant quantity of plutonium because of the reduced level of 

uranium - 238 in the fuel, and the relatively small quantities of it used in research 

reactors. Hence, the primary drivers for the categorization of this fuel, once 

irradiated, remain its quantity and enrichment level. Therefore, if the total quantity 

of this fuel held at one location contained 10 kg or more uranium - 235 before 

irradiation, it may be reduced one category to Category III once it becomes 

irradiated fuel, in accordance with the footnote, because of its reduced attractiveness 

due to its radiation level.   

It should be noted that the general option for States to assign a different 

category of physical protection to that indicated in Table 1-1 (footnote d) does not 

appear to apply to irradiated fuel that originally contained a Category I or II 

quantity of plutonium or uranium enriched to 10% or more. It  should also be noted 
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that radiation levels of all types of irradiated fuel will reduce over time, which may 

necessitate a re-evaluation of the material categorization.  

As noted above, States have the option under footnote e of Table 1-1 to 

reduce by one category the physical protection measures against unauthorized 

removal of nuclear material if that nuclear material has a total external radiation 

dose rate in excess of 1 Gy/h at a distance of 1 m from any accessible surface 

without intervening shielding. This criterion is a dose rate at which an individual 

attempting to handle the material would begin to suffer serious deterministic health 

effects from radiation exposure within a time period of less than an hour. Using 

simple theft scenarios, it was concluded that a radiation dose rate at this level would 

act as at least an effective deterrent to the theft of radioactive material. However, 

contemporary adversaries have proven their willingness to risk death to achieve  

their missions. Thus, while footnote e of Table 1-1 does provide this option of 

reducing the nuclear material category for irradiated fuel by one category, States 

should carefully consider whether or not this is an acceptable modification in 

determining their physical protection requirements. 

• Considerations in setting graded protection requirements based 

on material form or dilution.  

Many States have historically used a three-factor methodology to categorize 

unirradiated nuclear material for the purpose of applying appropriate physical 

protection against unauthorized removal. With this methodology, for any nuclear 

material, the element (plutonium or uranium), the isotopic composition and the 

quantity are the three factors considered in determining the level of physical 

protection required to protect against unauthorized removal. This methodology is 

simple to implement, but there are situations in which it may result in overly 

conservative protection requirements for the  material being protected. It is 

therefore suggested that the State consider other attributes of the  material which 

might provide additional impediments to an adversary in potential theft scenarios, 

such  as dilution or extensive material separation issues.   

The recommendations in Ref. [1] already recognize the need for 

consideration of other factors:   

- For nuclear material in general, the categorization from Ref. [1] “is the basis 

for a graded approach for protection against unauthorized removal of nuclear 

material that could be used in a nuclear explosive device, which itself depends upon 

the type of nuclear material (e.g. plutonium and uranium), isotopic composition (i.e. 

content of fissile isotopes), physical and chemical form, degree of dilution, radiation 

level, and quantity” (Ref. [1], 4.5).  

- For waste: “Nuclear material which is in a form that is no longer usable for 

any nuclear activity, minimizes environmental dispersal and is practically 

irrecoverable, may be protected against unauthorized removal in accordance with 

prudent management practice.” (Ref. [1], 4.7).  

- For irradiated fuel, footnote e of Table 1 would allow reduction of category 

based on radiation level.   
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Material that is in a dilute form will force an adversary to acquire much larger 

volumes and masses of material to obtain a significant quantity of nuclear material. 

The adversary may also be faced with more difficulties in recovering the nuclear 

material, needing to perform more processing steps to convert the nuclear material 

to a form usable to construct a nuclear explosive device. Given these additional 

challenges for the adversary, a State may want to consider the dilution in the 

categorization of nuclear material. Hence, possible additional parameters could be 

the concentration of nuclear material and the homogeneity of the concentration 

within the material. This could encourage the processing and storage of nuclear 

material forms that are less attractive to an adversary.  

If the material itself is considered to have intrinsic factors reducing its 

attractiveness or other characteristics which may be considered in determining 

appropriate response force reactions, a documented evaluation should be performed 

before such factors are applied to physical protection measures. Otherwise, the 

three-factor methodology of categorization should be applied. 

• Additional considerations based on adding nuclear material 

together.  

“In determining the levels of physical protection in a facility, which may 

consist of several buildings, the operator may identify, in agreement with the 

State’s competent authority, part of the nuclear facility which contains nuclear 

material of a different category and which is therefore protected at a different level 

than the rest of the nuclear facility. Conversely, consideration may need to be given 

to adding together the total amount of nuclear material contained in a number of 

buildings to determine the appropriate protection arrangements for this group of 

buildings.” (Ref. [1], 4.8).  

Consideration may need to be given to adding together, or aggregating, the 

total amount of nuclear material contained within a nuclear facility, group of 

buildings or group of rooms when assigning physical protection levels for that 

facility, group of buildings or group of rooms against unauthorized removal of 

nuclear material. The method for adding nuclear materials together, also known as 

nuclear material aggregation, is an important element in deciding on (and 

potentially increasing) the required levels of physical protection.  

A key consideration is what an adversary could plausibly collect and remove 

in a single attack scenario - Ref. [1], (4.8) addresses the possibility that quantities of 

nuclear materials may be removed by the adversary from several locations or 

buildings during a single adversary attack.  

In some facilities, nuclear material of the same type (for example, uranium 

enriched to more than 20% uranium - 235) may be located in several different 

buildings, for different purposes or at different stages of a process. For example, 

there may be 4 kg of such material in one building and another 4 kg of similar 

material in another building within the same protected area. Considered 

individually, each quantity of material is Category II. However, if the whole 8 kg 

could be taken during a single adversary attack, the material should be designated as 

Category I and the PPS should be correspondingly robust.  
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Nuclear materials of different types (e.g. plutonium and uranium with 

different levels of enrichment in 233U and/or 235U ) may be co-located in the same 

nuclear facility. The total amount of nuclear material in the facility should be 

considered in determining the categorization of the nuclear material in any specific 

location, and hence in identifying the appropriate physical protection measures to 

apply to the nuclear material. There are several mathematical approaches for 

calculating the category for aggregated quantities of different nuclear materials, and 

the State should decide which approach it will use. One mathematical approach for 

aggregation of different types of nuclear material uses a set of formulas derived 

from Table 1-1. However, enhanced protection against unauthorized removal from 

different locations within a nuclear facility may not be required ifthe competent 

authority approves a determination by the operator that unauthorized removal of 

separate quantities of materials from the different locations by a single adversary is 

unlikely because:   

- The separate locations are protected by separate PPSs and guards and/or 

response forces are able to effectively counter attacks by adversaries to both 

locations; and  

- The separate locations are managed by and under control of different groups 

of employees, thereby limiting the threat from an insider to only one of the 

locations.  

The operator may also consider how much nuclear material an adversary 

could acquire in a specified time period to inform the decision as to what level of 

physical protection is considered appropriate for an aggregated amount. The 

operator should then propose appropriate physical protection measures to reduce an 

adversary’s ability to aggregate nuclear material, or apply appropriate physical 

protection measures if the aggregation of nuclear material results in a higher 

category. Any proposals for a  reduced level of protection should be verified and 

approved by the competent authority before being  implemented. 

• Graded levels of physical protection based on consequences of 

sabotage.   

“For protection against sabotage, the State should establish its threshold(s) 

of unacceptable radiological consequences in order to determine appropriate levels 

of physical protection taking into account existing nuclear safety and radiation 

protection.” (Ref. [1], 3.44).  

Unlike Table 1 for the unauthorized removal of nuclear material, there is no 

simple classification scheme for sabotage targets: the nuclear material category for 

unauthorized removal bears no relation to the potential consequences of sabotage of 

the material or of the facility in which the material is. For example, fresh HEU fuel 

(Category I) is of great concern in relation to its possible theft, but is of very little 

concern from a sabotage perspective because the radiation levels from the material 

are low. However, HEU fuel that has been used (irradiated) in a reactor may be less 

of a concern in relation to theft because the high radiation levels from fission 

products would make theft difficult and dangerous, but may be a more attractive 

target for sabotage.  
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The State should establish the regulatory basis for physical protection against 

sabotage, which requires the State to define URC. This basis should then be used by 

the operator to develop physical protection measures against sabotage and States 

should also define the threshold for HRC above which it is recommended that vital 

areas are identified and protected at a higher level, as specified in Ref. [1], (5.20 - 

5.42).  

• Unacceptable and high radiological consequences (URC and 

HRC). 

The potential consequences of sabotage are considered in relation to a level of 

radiological consequences defined to be unacceptable (URC). The definition of 

URC may be quantitative or qualitative. The URC are generally defined by the 

State, and may include criteria for the release ofradionuclides (e.g., release 

exceeding some identified level), dose criteria (e.g., release sufficient to lead to the 

radiation dose to an individual located at some point, generally off-site, exceeding a 

defined limit) and design limits (e.g., sabotage that may result in significant core 

damage in a reactor). The same URC should apply to the potential radiological 

consequences of sabotage for all radioactive material at nuclear facilities. The 

State’s definition of  URC will, in turn, permit identification of targets, the sabotage 

of which could lead to such consequences and which should therefore be protected. 

Defining consequences considered to be URC (and HRC) will include safety 

considerations, and should be determined in close consultation with safety 

authorities. For example, the definitions of URC and HRC might be linked to 

intervention levels used for emergency planning.  

The lower threshold of  URC may be set at level corresponding to a relatively 

small release of radionuclides confined to a localized area within the nuclear 

facility. Targets with the potential to cause only these low consequences may 

require a correspondingly low level of protection. At the other extreme, targets for 

which sabotage could potentially result in a substantial radiological release 

significantly affecting the population and environment well beyond the boundaries 

of the nuclear facility need the highest level of protection. Such a severe event is 

referred to in Ref. [1] as having “high radiological consequences” (HRC).  

Therefore the State should also define the threshold for HRC. If the potential 

consequences of sabotage are assessed to be greater than the HRC threshold, vital 

areas need to be identified and protected as recommended in Ref. [1] (5.20 - 5.42), 

using the design process described in those Recommendations. If the radiological 

consequences fall between the URC and HRC levels, the State may define graded 

protection requirements based on the potential consequences, and protection should 

be provided using the design process described in Ref. [1] (5.9 - 5.19). If the 

potential consequences are below the URC threshold, the operator should still 

protect safety related equipment and devices by controlling access to them and 

securing them, as recommended in Ref. [1] (5.7). The relationship between URC 

and HRC and the levels of protection are represented in Figure 1-1.  
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Fig. 1-1 Relationship between URC and HRC and graded levels of protection. 

 

• Sabotage consequence ranges. 

The assessment of the attractiveness of sabotage targets to potential 

adversaries is based on the State’s thresholds for URC and HRC, and is independent 

of the category of nuclear material defined on the basis of the threat of unauthorized 

removal. Radiological consequences resulting from sabotage will depend strongly 

on the inventory of radioactive material and the ease with which the material can be 

dispersed (e.g. the dispersal mechanism triggered by the sabotage and the form of 

the material). Potential radiological consequences resulting from sabotage may be 

graded to reflect several ranges of severity, each range requiring correspondingly 

graded levels of protection.   

The likelihood that a sabotage event will result in URC at a nuclear facility 

depends on characteristics of the facility (e.g. the type of installation, its use, design, 

construction, operation and layout) and on the sabotage act itself. The factors that 

should be taken into account for determining whether or not URC are possible at a 

facility include the characteristics described below (as applicable):  

- The amount, type and status of radioactive material at the nuclear facility 

(e.g. solid or liquid, in process or storage);   

- The intrinsic hazard associated with the physical processes (e.g. criticality) 

and chemical processes that normally take place at the nuclear facility;  

- The thermal power capacity and nuclear fuel irradiation history (for a 

nuclear reactor);  

- The configuration of the nuclear facility for different kinds of activities;   

- The spatial distribution of radioactive material in the nuclear facility (e.g. 

for research reactors, most of the radioactive inventory is in the reactor core and 
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fuel storage pool, while in processing and storage plants it may be distributed across 

the site);   

- The presence (or otherwise) of active safety systems and/or operator actions 

to cope with postulated accidents, and the characteristics of engineered safety 

features for preventing accidents and mitigating their consequences (e.g. 

containment and confinement systems);   

- The characteristics of processes or engineering features that may become 

unstable in case of an attack;   

- The characteristics of the nuclear facility relevant to the consequences of the 

dispersal of radioactive material to the atmosphere and the hydrosphere (e.g. size, 

design, construction, demographics and land and water features of the region); and  

- The potential for off-site versus on-site radiological contamination (which 

will depend in part on the location of the radioactive material relative to the site 

boundaries).   

Although graded physical protection measures for different levels of 

radiological consequences below HRC are not be defined in detail here, a parallel 

may be drawn between the ranges for sabotage and the three protection levels 

(corresponding to nuclear material Categories I, II and III) for unauthorized removal 

defined in Ref. [1]. Sabotage-specific protection requirements could be set for three 

levels of URC, and many of these requirements may be similar to those set for 

unauthorized removal, but they will need to be modified for the different threat.   

One method of developing a graded approach for sabotage is based on the 

State defining levels of radiation exposure at the boundary of the nuclear facility, 

taking into account the implications for the health and safety of the public and the 

need to implement an emergency plan to protect them, and levels of physical 

protection to be applied for material that could lead to consequences at these levels. 

The operator is then required to carry out an assessment of all possible sabotage 

targets to determine whether dispersal of relevant inventories of radioactive material 

by the DBT would cause radiological consequences above these defined levels. The 

outcome of this assessment is used to identify the vital  area at the facility, taking 

into account the DBT’s capabilities.   

Table 1-2 shows another example of how graded physical protection levels 

for potential radiological consequence ranges might be set. This less sophisticated 

approach provides a starting point for developing a PPS for sabotage based on 

consequence levels corresponding to the suggested hazard categories for facilities 

and practices described in IAEA safety standards on preparedness for a nuclear or 

radiological emergency Ref. [10]. The table is based on the assumption that there is 

a positive relationship between the thermal power level of a reactor and the 

inventory of radioactive material that might be released during a sabotage attack. 

This approach is more applicable to the prescriptive method of regulation. 
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Table 1-2 Example of graded approach to sabotage protection requirements 

Consequence Level A Consequence Level B Consequence Level C1 

Sabotage that 

could give rise to severe 

deterministic health 

effects off site, such as: 

 • Facilities with 

inventories of dispersible 

radioactive material 

sufficient to result in 

severe deterministic 

effects off-site 

 • Reactors with 

power levels exceeding 

100 MW(th) (e.g. nuclear 

power plant, nuclear ship, 

research facility) 

 • Spent fuel pools 

that may contain some 

recently discharged fuel 

and a total of more than 

about 0.1 EBq of Cs-137 

(equivalent to inventory 

in a 3000 MW(th) reactor 

core) 

Sabotage that 

could result in doses to 

persons off-site that 

warrant urgent 

protective actions off-

site, such as: 

 • Facilities with 

inventories of 

dispersible radioactive 

material sufficient to 

result in doses 

warranting urgent 

protective actions off-

site 

 • Reactors with 

power levels of 100 

MW(th) or less, but 

more than 2MW (th) 

 • Spent fuel pools 

requiring active cooling 

 • Facilities with 

potential for 

uncontrolled criticality 

within 0.5 km of the site 

boundary 

 

Sabotage that 

could result in doses or 

contamination that 

warrants urgent 

protective action on-site, 

such as: 

 • Facilities with 

inventories of 

radioactive material 

sufficient to result in 

doses warranting urgent 

protective action on-site 

 • Facilities with 

potential, if shielding 

lost, of direct external 

(shine) dose rates of 

more than 100 mGy/h at 

1 m 

 • Facilities with 

potential for an 

uncontrolled criticality 

more than 0.5 km from 

the off-site boundary 

 • Reactors with 

power levels of less than 

or equal to 2 MW(th) 

 

Table 1-2 outlines three sabotage thresholds based on potential consequences 

and provides an example approach for ranking facilities for potential radiological 

consequences. Using this table, a State may determine that consequences of 

sabotage of nuclear power reactors at Consequence Level A are HRC and would 

require identification of vital areas, Ref. [11] - the objective of “Identification of 

Vital Areas at Nuclear Facilities, IAEA Nuclear Security Series No. 16” publication 

is to describe a process that can be used to: 

(i) identify all candidate sets of vital areas at a nuclear facility; and (ii) select 

a specific set of vital areas that will be protected. The process for selection of a 

specific set of vital areas to be protected is based on consideration of the potential 

radiological consequences of sabotage, and the operational, safety, and physical 

protection features of a nuclear facility. This publication focuses solely on the 

process for Vital area identification (VAI) at nuclear facilities. 
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The VAI process can be used for existing facilities to identify vital areas and 

to evaluate the effect that design changes have on vital area selection. This process 

may also be applied to new facilities in the design stage to analyse how design and 

layout features may be optimized for vital area selection. Also, the concepts and 

principles (i.e. identifying material or components that require protection in a vital 

area on the basis of unacceptable radiological consequence thresholds) of this 

publication may be applied at facilities other than nuclear ones. 

The objective of the VAI process is to identify a set of areas of a facility 

containing the equipment, systems, structures, components, devices, or of operator 

actions that, if adequately protected, will prevent HRCs. 

The VAI process should be repeated when design changes are being 

considered or prior to their implementation, and when the threat has been modified. 

The best time to apply this process is in the design phase of a new facility, when 

physical protection can be optimized, and retrofitting avoided. 

The steps of the VAI process are as follows: 

- Gather information that is input to the VAI process: 

• Identify VAI process team; 

• Policy considerations. Address the key policy considerations essential 

to the VAI process; 

• Site and facility characteristics. Identify the inventories of nuclear and 

other radioactive material. Evaluate the facility and site characteristics needed to 

determine whether sabotage could lead to HRCs; 

• Conservative analysis for each nuclear and other radioactive material 

inventory. Determine whether the complete release of any inventory could exceed 

the HRC criteria. Include direct dispersal of any such inventory as an event in the 

sabotage logic model and continue with the process described below; 

- Identify any initiating events of malicious origin (IEMOs) that can lead 

indirectly to HRCs; 

- Identify any IEMOs that exceed the capability of mitigation systems. 

Include each such IEMO as an event leading to HRCs in the sabotage logic model; 

- Identify systems, structures and components to mitigate each IEMO. 

Foreach IEMO that does not exceed mitigating system capability, identify the safety 

functions necessary to mitigate the IEMO, the systems, structures and components 

that perform the safety functions, and the success criteria for the systems; 

- Develop a sabotage logic model that identifies the combinations of 

events (direct dispersal, IEMOs that exceed mitigating system capability, and 

IEMOs coupled with mitigating system disablement) that would lead to HRCs; 

- Eliminate from the sabotage logic model any events that the assumed 

threat does not have the capability to perform; 

- Identify the locations (areas) in which direct dispersal, IEMOs, and the 

other events in the sabotage logic model can be accomplished. Replace the events in 

the sabotage logic model with their corresponding areas. 

Consequence Levels B and C would represent URC that are important, but of 

less concern than HRC. PPS for this level of sabotage threat may include a 
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protected area. Further information about how to determine sabotage effects for 

nuclear power plants is given in Ref. [12], the methods described in Ref. [12] can be 

applied to other types of nuclear facilities.  

“Engineering Safety Aspects of the Protection of Nuclear Power Plants, 

IAEA Nuclear Security Series No. 4” Ref. [12], coordinates IAEA activities 

concerned with the physical protection of nuclear material and nuclear installations, 

nuclear material accountancy, detection of and response to trafficking in nuclear 

and other radioactive material, the security of radioactive sources, security in the 

transport of nuclear and other radioactive material, emergency response and 

emergency preparedness measures in Member States and at the IAEA, and the 

promotion of adherence by States to relevant international instruments. The IAEA 

also helps to identify threats and vulnerabilities related to the security of nuclear and 

other radioactive material. 

However, it is the responsibility of States to provide for the physical 

protection of nuclear and other radioactive material and the associated facilities, to 

ensure the security of such material in transport, and to combat illicit trafficking and 

the inadvertent movement of radioactive material. 

Since the attacks of 11 September 2001, the perception of the potential 

terrorist threat to nuclear installations has changed significantly. Within the nuclear 

industry, the immediate international response was to enhance security by 

augmenting the forces guarding installations, increasing physical protection by 

installing additional security devices, enhancing protection procedures, tightening 

access control, increasing standoff distances for surface vehicles, reviewing and 

updating emergency preparedness, and generally increasing awareness of the need 

for close cooperation, at all levels, between government and private sector entities 

concerning warning and response. 

It was less clear what additional analyses could and should be performed to 

determine whether the structures, systems and components important to safety at 

nuclear power plants provide optimum physical protection against potential terrorist 

attacks and to identify any cost beneficial changes in the form of backfits. 

 Many licensees of nuclear power plants around the world, in some cases 

mandated by their regulatory agencies, carried out calculations of the robustness of 

plant structures when subjected to aircraft impacts, taking into account dynamic and 

resulting fire effects. These calculations were generally limited to the performance 

of passive structures and systems. 

In any terrorist attack or act of sabotage, the overarching concern is to 

achieve and maintain a safe shutdown condition, including continued availability of 

heat sinks and containment of radioactive material until the incident has been 

brought under control.  

This publication provides guidelines for the assessment of the engineering 

safety aspects of the protection of nuclear power plants against sabotage, including 

standoff attacks. 

Ref. [8] as it was discussed, suggests that a DBT be developed and 

implemented whenever a State needs greater assurance that protection is adequate to 
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prevent URC. Following the consequence level example above, a DBT  should be 

used when developing protection for Consequence Level A targets where potential 

HRC may occur, as recommended in Ref. [1] (3.37). The DBT could also be used 

for Consequence Level B targets and for Consequence Level C targets at the 

discretion of the State. 

• Defence in depth
2
.  

“Defence in Depth – The State’s requirements for physical protection should 

reflect a concept of several layers and methods of protection (structural, other 

technical, personnel and organizational) that have to be overcome or circumvented 

by an adversary in order to achieve his objectives.” (Fundamental Principle I, Ref. 

[1], 3.45 – 3.47).  

“State requirements for physical protection should be based on the concept 

of defence in depth. The concept of physical protection is one which requires a 

designed mixture of hardware (security devices), procedures (including the 

organization of guards and the performance of their duties) and facility design 

(including layout).” (Ref. [1], 3.45).  

The State should require that the defence in depth approach be followed in 

the design of the PPS for each of the functions of detection, delay and response. 

Within each function, the system design should have independent capabilities so 

that failure of one capability does not mean loss of that function. For example, 

detection may rely on observation by personnel and/or the use of electronic 

measures. Delay may be provided by multiple, independent and diverse physical 

barriers that must be overcome to gain access to the target, such as fences, 

barricades and hardened buildings. Response may be provided by on-site guards 

and local police response as well as on and off-site response forces. Combining the 

principles of graded protection and defence in depth, in cases of higher category 

theft targets and higher consequence sabotage targets, the physical protection 

measures for detection, delay and response may use more layers and may use more 

effective components. 

 

1.2.7 Sustaining the physical protection regime 

Sustaining the nuclear security regime is one of the Essential Elements set out 

in the Nuclear Security Fundamentals [4]. In simple terms sustainability refers to 

those features that contribute to an enduring, effective nuclear security regime. Ref. 

[1] recognizes four elements that particularly contribute to sustaining physical 

protection:  

- Nuclear security culture: the definition of nuclear security culture explicitly 

includes the phrase “sustain nuclear security”;   

- Quality assurance: this provides confidence that the physical protection 

requirements are satisfied on a continuing basis;   

                                                 
2
 The term “defence in depth” is used in this publication as defined for nuclear security contexts in Ref. [1], to mean 

the combination of multiple layers of systems and measures that have to be overcome or circumvented before 

physical protection is compromised. This definition describes a concept that is similar in principle to that of “defence 

in depth” in safety, but it should be noted that the specific definition is not the same as that used in safety standards.   
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- Confidentiality: this prevents disclosure of sensitive information that could 

compromise physical protection; and  

- Sustainability programme: a programme that specifically addresses the 

maintenance, resources and infrastructure, including financial, human, and 

technical, needed for effective physical protection.  

• Nuclear security culture.  

“Security Culture – All organizations involved in implementing physical 

protection should give due priority to the security culture, to its development and 

maintenance necessary to ensure its effective implementation in the entire 

organization” (Fundamental Principle F, Ref. [1], 3.48 -  3.51).  

Implementing guidance on nuclear security culture is provided in Ref. [13]. 

Nuclear security culture is defined as:  

“The assembly of characteristics, attitudes and behaviour of individuals, 

organizations and institutions which serves as means to support, enhance and 

sustain nuclear security.” Ref. [1, 13] – “Nuclear Security Culture, IAEA Nuclear 

Security Series No. 7” explains the basic concepts and elements of nuclear security 

culture and how they relate to arrangements and policies for other aspects of nuclear 

security.  

It provides an overview of the attributes of nuclear security culture, 

emphasizing that nuclear security is ultimately dependent on individuals: policy 

makers, regulators, managers, individual employees and  to a certain extent — 

members of the public.  

Furthermore, individuals in isolation influence nuclear security; the way they 

interact with one another, with management and with technical systems also has an 

influence. 

The concept of a nuclear security culture  and its promotion and enhancement 

- is refined with a view to establishing international guidance and raising the level 

of awareness of all concerned, including the public and private sectors. 

This publication is intended to serve as an introduction to the subject for the 

institutions concerned. The guidelines contained in it are intended for regulatory 

bodies and other organizations, institutions and individuals involved in activities 

utilizing nuclear or other radioactive material and who would be called upon to 

respond to an incident involving radioactive material or its associated facilities, 

including its transport. 

A nuclear security regime includes a range of elements and activities 

including: legislation and regulation; intelligence gathering; assessment of the threat 

to radioactive material and associated locations and facilities; administrative 

systems; various technical hardware systems; response capabilities and mitigation 

activities. No single government or industry organization or subsection of such an 

organization can address these elements in isolation.  

Aneffective nuclear security culture is dependent on proper planning, 

training, awareness, operation and maintenance, as well as on people who plan, 

operate and maintain nuclear security systems. Even a well designed system can be 
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degraded if the procedures necessary to operate and maintain it are poor, or if the 

operators fail to follow procedures.  

Ultimately, therefore, the entire nuclear security regime stands or falls 

because of the people involved and their leaders, and it is the human factor, 

including management leadership, that must be addressed in any effort to enhance 

the existing nuclear security culture. 

The State has the responsibility to foster an effective nuclear security culture 

through role models, training, positive reinforcement and systematized processes in 

its regulatory and policy documents.  

The development of a strong nuclear security culture involves individuals in a 

diverse range of disciplines and organizations who need to work together in order to 

be effective. This depends upon all organizations applying the State’s nuclear 

security policy, for which its legal and regulatory framework establishes the basis. 

Organizations need to develop appropriate management structures, allocate 

sufficient resources and put in place appropriate management systems. The 

managers of theseorganizations have a key role to play in influencing culture 

through their leadership and management practices which include motivating staff 

and seeking continuous improvement. The outcome of an effective nuclear security 

culture should be that all individuals adopt a strict and prudent approach to physical 

protection, are vigilant with a questioning attitude and react quickly and correctly 

when the need to do so arises.  

• Quality assurance. 

“Quality Assurance – A quality assurance policy and quality assurance 

programmes should be established and implemented with a view to providing 

confidence that specified requirements for all activities important to physical 

protection are satisfied.” (Fundamental Principle J)  

“The quality assurance policy and programmes for physical protection 

should ensure that a physical protection system is designed, implemented, operated 

and maintained in a condition capable of effectively responding to the threat 

assessment or design basis threat and that it meets the State’s regulations, including 

its prescriptive and/or performance based requirements.” (Ref. [1], 3.52).  

A quality assurance programme provides guidance on acquiring data on a 

process or system, systematically comparing the acquired data with a standard, and 

monitoring the process or system, all with the goal of reducing errors. Quality 

assurance is one element of an integrated management system.  

In order to ensure continuous effectiveness of the established PPS, it is 

suggested that the State, competent authority and operators:  

- Maintain the quality assurance aspects of a management policy and 

programme that are applicable to the physical protection of nuclear material and 

nuclear facilities against unauthorized removal and sabotage.   

- Make their responsibilities on quality assurance known and understood in a 

statement of policy to demonstrate the commitment of its management, as well as 

providing guidelines to the staff and setting out the organization’s objectives on 

quality.  
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- Design the management programme in such a way as to provide direct 

reporting on quality assurance to the highest management level in the organization.  

- Develop management programmes for their respective organizations that 

require the identification and evaluation of deficiencies and the creation and 

tracking at all levels of corrective action plans.  

It is suggested that management programmes ensure that PPS designed to 

performance-based standards have adequate supporting documentation 

demonstrating their effectiveness. This information is particularly important when 

establishing compensatory measures and implementing corrective actions. Such 

programmes should also ensure that timely reporting of nuclear security events will 

be made to the competent authority.   

It is also suggested that management programmes encompass all security 

related activities (technical, procedural and administrative) and be reviewed and 

updated periodically. Management programmes play a significant role in 

configuration management of the PPS to ensure continuity of these systems and 

understanding of decisions to make changes.  

• Confidentiality.  

“Confidentiality – The State should establish requirements for protecting the 

confidentiality of information, the unauthorized disclosure of which could 

compromise the physical protection of nuclear material and nuclear facilities.” 

(Fundamental Principle L, Ref. [1], 3.53 - 3.55).  

“The State should take steps to ensure appropriate protection of specific or 

detailed information the unauthorized disclosure of which could compromise the 

physical protection of nuclear material and nuclear facilities. It should specify what 

information needs to be protected and how it should be protected, using a graded 

approach.” (Ref. [1], 3.53).  

Implementing guidance for the State on information security is provided in 

Ref. [14]. According to this guidance:   

“Sensitive information is information whose unauthorized disclosure (or 

modification, alteration, destruction or denial of use) could compromise the 

security of a State, of facilities associated with nuclear material or other 

radioactive material, of nuclear programmes, or may otherwise assist in the 

carrying out of a malicious act against a nuclear site, facility, organization or 

transport. Such information may refer, for example, to the physical protection 

regime at a nuclear facility, the location and transport of nuclear material or other 

radioactive material, or details of an organization’s personnel.”  

The State sets the information security requirements for the operator to meet, 

based on guidance and policies from national security authorities. The State defines 

what constitutes sensitive information and, using a graded approach, defines 

associated protection requirements for the holders of such sensitive information. An 

example of a protection categorization scheme for nuclear security information is 

provided in Ref. [14] – “Security of Nuclear Information, Implementing Guide in 

preparation (NST022)” provides guidance for implementing the principle of 

confidentiality. 
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Much national and international guidance exists regarding the establishment 

and management of  confidentiality frameworks for information of various types, in 

the form of both high level guidance and detailed standards. This publication does 

not intend to replace such guidance. 

Instead, its goal is to assist States in bridging the gap between existing 

government and industry standards, the particular concepts and principles of nuclear 

security and the special provisions and conditions that exist when dealing with 

nuclear material and other radioactive material. 

The objective of this publication is to provide guidance on: 

- Establishing an effective framework for protecting the confidentiality 

of sensitive information, including the necessary legislation and regulations; 

- Identification of information assets that may be considered as sensitive 

information; 

- Considerations for sharing and disclosure of sensitive information; 

- Guidelines and methodologies for protecting confidentiality. 

The intended audience for this publication is anyone with a role or 

responsibility for the protection of sensitive information. This includes: 

- Competent authorities, including regulatory bodies; 

- Management in facilities, companies and organizations involved in the 

use, storage or transport of nuclear material or other radioactive material; 

- Facility operators and their staff, particularly the security staff; 

- Contractors or other third parties working for the authorities, 

organizations or facility operators; 

- Any other entities that may have been given legitimate access to 

sensitive information. 

This publication discusses protection of sensitive information for civil uses of 

nuclear material and other radioactive material and associated facilities and 

activities. It focuses on sensitive information related to material and facilities that 

are under regulatory control. 

Nuclear security as it relates to radioactive material out of regulatory control 

may also involve sensitive information that needs protection, and the principles 

included here could potentially be applied. States may decide whether or not to 

extend the publication’s use to this or other purposes. 

Protecting the confidentiality, availability and integrity of information 

depends on applying security  measures to sensitive information to ensure that it is 

not obtained or modified by unauthorized individuals or organizations. Information 

security includes the system, programme and set of rules in place to ensure the 

protection of information in any form. It includes as a minimum the following:  

- Security of information on physical and electronic media;   

- Security of computer systems (computer security);  

- Security of communication systems and networks;   
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- Security of information about facility employees and third parties (e.g., 

contractors or vendors);   

- Security of intangible information, e.g., knowledge of the above.   

Organizations with sensitive information should ensure that the State’s 

information security policy is enforced and that all employees are fully aware of the 

need for security and follow their organization’s  rules.   

Each organization needs to establish its internal policy, plans and procedures 

for protecting the confidentiality, integrity and availability of its sensitive 

information in compliance with the national information security policy.   

“Management of a physical protection system should limit access to 

sensitive information to those whose trustworthiness has been established 

appropriate to the sensitivity of the information and who need to know it for the 

performance of their duties. Information addressing possible vulnerabilities in 

physical protection systems should be highly protected.” (Ref. [1], 3.54).   

Information to be protected may include that relating to the design and 

operation of the PPS, including possible vulnerabilities in the protection system, 

location of  NMAC systems, and the specifics of response force tactics and actions 

in contingency plans.   

The State should clearly define the provisions that an operator should follow 

for ensuring the confidentiality of information and systems relating to the PPS. 

These provisions should identify information that needs to be protected and the 

required level of protection commensurate with the sensitivity of the information 

and the consequences of its loss. The operator’s measures to meet these provisions 

should be documented in the operator’s security plan and periodically evaluated by 

the operator.  

“Sanctions against persons violating confidentiality should be part of the 

State’s legislative or regulatory system.” (Ref. [1], 3.55).  

Information about the sanctions against persons violating confidentiality 

should be communicated to individuals who are given authorized access to sensitive 

information and should be severe enough to act as a deterrent against such actions. 

States should make such offences punishable by appropriate penalties that take into 

account their potentially grave nature.   

• Sustainability programme.  

Guidance on sustaining a nuclear security regime, including the elements of a 

State’s sustainability programme, is provided in Ref. [15] - sustainability is defined 

as the set of principles and implementing actions incorporated into the nuclear 

security regime that support its continuing effectiveness.   

If the nuclear security regime is to remain effective it must be sustained over 

time at both the national and operational levels. The national level addresses the 

overarching policy and strategy that supports an integrated approach to nuclear 

security: the legislative and regulatory framework for nuclear security; the  

assignment of roles and responsibilities for nuclear security; and the responsibility 

for defining the threat at the national level.  
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The national level thus includes those elements of the nuclear security regime 

addressed by the State and its competent authoritie level competent authorities may 

also participate in the implementation of operational nuclear security measures as 

described below.  

Competent authorities should have a mechanism for obtaining feedback 

where there is a gap or inconsistency in implementation of the legislative and 

regulatory framework at the operational level.   

The operational level includes those nuclear security systems and measures 

implemented at a facility or in connection with any other activity where nuclear or 

other radioactive material is possessed, produced, used, handled, stored or disposed, 

where nuclear or other radioactive material is in transport, and with respect to 

nuclear or other radioactive material out of regulatory control.  

The operational level includes nuclear security systems and measures 

implemented by national competent authorities as well as those implemented by 

operators.   

The national and operational sustainability principles and implementing 

actions described in this publication are intended to sustain the nuclear security 

regime. Some principles and actions address the State’s national nuclear security 

regime as a whole, and thus serve to sustain all of the elements.  

National sustainability principles - guidance on the national level includes 

principles and actions directed to the State and its competent authorities for 

sustaining its nuclear security regime applicable to nuclear material, other 

radioactive material, associated facilities, and associated activities under the State’s 

jurisdiction: with respect to facilities or other activities where nuclear or other 

radioactive material is produced, processed, used, handled, stored or disposed of; in 

connection with nuclear or other radioactive material in transport; and to detect or 

respond to nuclear or other radioactive material out of regulatory control. 

“Sustaining a Nuclear Security Regime, Implementing Guide in preparation 

(NST020)” Ref. [15] addresses the sustainability of all aspects of a national nuclear 

security regime, includin those relating to nuclear material and nuclear facilities, 

other radioactive material and associated facilities, and nuclear and other 

radioactive material out of regulatory control.  

The publication is relevant for States that have established a nuclear security 

regime as well as for States that are in the process of establishing a nuclear security 

regime. It includes guidance on how to address challenges in sustaining a nuclear 

security regime over time. It also addresses the initial development and 

implementation of the nuclear security regime, particularly where sustainability can 

be built into the nuclear security regime as part of its design. 

The State should ensure that the legal and regulatory framework provides for 

sustaining the physical protection infrastructure and systems and measures as part of 

the nuclear security regime. Two good practices are for the State to provide the 

infrastructure for the training of both State and operator physical protection 

personnel, and whenever practical to provide facilities for the testing and evaluation 

of physical protection equipment. Such testing can inform the State and operators 
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on practices to sustain physical protection measures and equipment at the necessary 

levels of performance. 

  

1.2.8 Planning and preparedness for and response to nuclear security 

events 

“Contingency Plans – Contingency (emergency) plans to respond to 

unauthorized removal of nuclear material or sabotage of nuclear facilities or 

nuclear material, or attempts thereof, should be prepared and appropriately 

exercised by all licence holders and authorities concerned.” (Fundamental 

Principle K, Ref. [1], 3.58 - 3.62, 4.52 - 4.53, 4.55 - 4.56, 5.46 - 5.48, 5.50– 5.52).  

This Fundamental Principle implies that contingency plans are the same as 

emergency plans. In  practice there are differences among States in the definition 

and use of these terms. In Ref. [1], the contingency plan relates to the response of 

physical protection personnel to malicious acts. In IAEA safety standards Ref. [16], 

the emergency plan relates to the response to a nuclear or radiological emergency, 

whether that emergency is caused by an accident or a malicious act. Contingency 

plans and drills Ref. [16], means that the nuclear security system must be in a 

continuous state of readiness to handle security events at any time. An important 

element of the system is the set of contingency plans used to respond to attempted 

or successful malicious acts or to address a breach of protection. Appropriate and 

realistic drills and exercises must be conducted periodically.  

Security culture indicators: 

- Contingency plans are in place to address the defined threats andresponses; 

- The plans are tested periodically through drills and other means to ensure that 

they are effective and current, and that the individuals involved are familiar with the 

plans and their roles; 

- All security systems are tested periodically to ensure that they are functional 

and available when needed. Special attention should be paid to systems that are not 

activated during normal operation; 

- The human factor in security systems is evaluated periodically to ensure that 

personnel are alert and available when needed. Special attention should be paid to 

the human factor during periods of reduced activity such as back shift and 

weekends. 

However, the implementation of contingency plans and the emergency plan 

will require coordinated response by physical protection, NMAC and safety 

personnel. Finally, it should be noted that from the physical protection perspective, 

contingency plans are part of the overall security plan.   

During the response to a nuclear security event, it is essential that all 

organizations involved in response are prepared to respond appropriately at local 

and national levels. Measures that a State should take for planning and preparing for 

and responding to a nuclear security event are described in Ref. [4], “Objective and 
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Essential Elements of a State’s Nuclear Security Regime, Nuclear Security 

Fundamentals, IAEA Nuclear Security Series No. 20”, as it was discussed. 

The State and operator have shared and complementary responsibilities to 

locate and recover missing nuclear material and to mitigate and minimize the effects 

of sabotage. For actions to locate and recover nuclear material following theft , the 

operator may have little or no authority outside the nuclear facility and thus the 

State is likely to have the sole or primary responsibility for off-site location and 

recovery. Similarly for mitigation actions following a sabotage event, the State is 

likely to have the sole or primary responsibility for off-site mitigation and 

minimization of effects.   

The goals of contingency planning are to ensure a timely and effective 

response at all levels in the event of a malicious act involving or directed at a 

nuclear facility (a nuclear security event) and to maintain physical protection during 

other events, such as an accident involving a release of radionuclides, a medical 

emergency or a natural disaster. The correct actions need to be taken and decisions 

made at the right time to adequately respond to the event and resolve the situation. 

In the event of a nuclear or radiological emergency, arrangements should be made 

to ensure the continued effectiveness of the PPS during implementation of the 

emergency plan.  

The State and the competent authority should ensure that contingency plans 

contained in the operator’s security plan are consistent with those developed at the 

State level. This may be assisted by the development of protocols (or other type of 

written record such as a memorandum of understanding) between the government 

entities involved in response and the operator, which clearly identify, for example, 

the roles and responsibilities of each entity. The necessary level of coordination is 

achieved only by conducting joint training and exercises using the contingency 

plans and the scenarios they are designed to address.  

The State, the appropriate competent authorities and the operator should have 

a comprehensive set of contingency plans that address different types of nuclear 

security event.  

The State should ensure exercises are conducted to help verify the 

effectiveness of the contingency plans within the framework of the overall nuclear 

security regime. These exercises should include scenarios for both unauthorized 

removal and sabotage which are within the scope of the threat assessment or DBT.   

Additional information regarding response to locate/recover activities is 

contained in Ref. [7], which it has been discussed yet. 
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APPENDIX I. THE SECURITY PLAN 

An example of the possible outline structure for a security plan is set out below. 

Following this  outline, there is a brief discussion of the suggested contents of each 

section. The State and its  competent authorities should review this proposed 

structure and modify it based on their requirements  and specific needs. 

I.1. Administrative information   

I.1.1. Introduction and schedule for implementation   

I.1.2. Facility description   

I.1.2.1. General facility description, mission and operations   

I.1.2.2. Facility layout 

I.1.3. Security policy  

I.1.3.1. Management policy  

I.1.3.2. Nuclear security culture  

I.1.3.3. Quality assurance   

I.1.3.4. Trustworthiness policy   

I.1.3.5. Sustainability programme 

I.1.4. Security organization  

I.1.4.1. Security organization structure   

I.1.4.2. Security management and allocation of responsibilities   

I.1.4.3. Qualification requirements for security personnel   

I.1.4.4. Security personnel training   

I.1.4.5. Guards/response force armament and equipment 

I.1.5. Information management   

I.1.5.1. Computer security management 

I.2. Defining the PPS  

I.2.1. Objectives and requirements of the PPS  

I.2.2. Target identification  

I.2.3. Threat definition  

I.2.4. Law enforcement liaison 

I.3. Physical protection system   

I.3.1. Facility protection strategies   

I.3.2. Description of the PPS   

I.3.2.1. Insider threat mitigation programme   

I.3.3. Transport of nuclear material   

I.3.4. PPS testing, evaluation and maintenance   

I.3.4.1. Types of testing and evaluation   

I.3.4.2. Frequency of testing and evaluation 

I.3.4.3. Maintenance  

I.3.4.4. Expansion and upgrade   
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I.3.5. Compensatory measures 

I.4. Response planning   

I.4.1. Organization and responsibilities   

I.4.2. Security forces  

I.4.2.1. Guards   

I.4.2.2. On-site response force  

I.4.2.3. Off-site response force   

I.4.2.4. CAS staffing   

I.4.3. Contingency plans   

I.4.4. Incident communications, command and control   

I.4.5. Response to higher threat conditions 

I.5. Policies and operational procedures   

I.5.1. Required elements of the security plan   

I.5.2. Review, evaluation, audit and update of the security plan   

I.5.3. Reporting of threats or incidents   

 

I.1. ADMINISTRATIVE INFORMATION 

This section may include information on the complete legal name and address of the 

entity responsible under law for the protection of the nuclear facility. Appropriate 

telephone, fax and e-mail addresses of  those who are applying for approval of the 

security plan may be contained in a covering letter.   

I.1.1. Introduction and schedule for implementation   
This section may include a short description of the facility’s mission and operations, 

maps of the facility and other information to indicate on these maps the locations of 

the major activities.   

The maps may depict terrain, any nearby towns, transport routes, nearby hazardous 

material facilities and any other areas that may affect response activities. The maps 

may also indicate main and alternative routes for law enforcement or other off-site 

responders.   

I.1.2. Facility description (operations and layout)  

This section may provide details of nuclear operations undertaken at the facility.   

I.1.2.1. General facility description, mission and operations  

A general description of the types of nuclear activity that take place at the facility 

and the nuclear and  other radioactive material used or generated by these activities.   

I.1.2.2. Facility layout   

A map, diagram or image of the facility, with key buildings and activities identified, 

may be provided in this section. Block diagrams of the various operations may be 

useful in describing the facility’s activities.   

I.1.3. Security policy   

This section contains the facility’s written security policy.   

I.1.3.1. Management policy   
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This section describes the management system that provides oversight of the 

facility’s physical protection, the purpose of which is to develop, revise, implement 

and oversee physical protection procedures. It could also address how the safety–

physical protection interface is managed.  

I.1.3.2. Nuclear security culture  

This section describes how the operator promotes nuclear security culture as an 

important part of  delivering its security policy to management, employees and 

contractors.   

I.1.3.3. Quality assurance  

This section describes the quality assurance aspects of the management policy and 

programme applicable to physical protection. 

I.1.3.4. Trustworthiness policy  

This section describes the trustworthiness levels and requirements applied to 

employees and contractors at the nuclear facility for access to specified areas within 

the facility (e.g. protected, inner area and vital areas), to nuclear material and to 

sensitive information, as well as the measures taken to assure continued 

trustworthiness.  

I.1.3.5. Sustainability programme   

This section describes the sustainability programme for the PPS.   

I.1.4. Security organization   

All individuals with security responsibilities may be identified with a brief 

description of their duties and responsibilities. This section may include the 

requirements for selecting, training, equipping, testing and qualifying individuals 

who will be responsible for protecting nuclear materials and nuclear facilities. As 

appropriate to the operator’s assigned responsibilities and capabilities, this section 

needs to state which parts of the security organization are provided by staff and 

which by external contractors. For contractors, this section may briefly describe the 

written agreements between the operator and contractors that describe how they will 

meet the requirements to protect the facility. The level of detail included in the 

security plan may vary depending on the facility but needs to provide enough 

information for a reader to understand the capabilities of the security forces for the 

facility.  The information provided seeks to confirm that the security organization is 

designed, staffed, trained, qualified and equipped to implement physical protection.   

I.1.4.1. Security organization structure  

This section describes the structure of the security organization, including 

management, guards and any on-site response force, technical security personnel 

and other persons responsible for physical protection related functions. This section 

may also contain a description of each supervisory and management position, 

including responsibilities and how lines of authority extend up to facility and 

corporate management.   

I.1.4.2. Security management and allocation of responsibilities  

This section describes the specific physical protection responsibilities assigned to 

the facility’s security organization. 
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I.1.4.3. Qualification requirements for security personnel   

A description may be provided of the requirements for initial and continued 

suitability of individuals who are assigned security duties and responsibilities. This 

section may also describe the process to ensure that these personnel continue to be 

qualified to provide the required services. This section also includes a description of 

the firearms qualification and requalification requirements for guards and on- site 

response force members.   

I.1.4.4. Security personnel training   

This section describes the training programme for guard and on-site response 

forces. It also describes how they demonstrate their ability to carry out their 

assigned duties or responsibilities. For tactical response forces a description of the 

training programme in response tactics may be included. 

I.1.4.5. Guards/response force armament and equipment  

This section describes the armaments assigned to members of the guards and on-site 

response force, by position title. Other equipment available to the guards and 

response forces in order to provide effective response capabilities may be described.  

I.1.5. Information management  

This section defines the measures that are taken to maintain the confidentiality, 

integrity and 6 availability of sensitive information. Information management 

procedures also need to describe how  the distribution of sensitive information is 

limited to appropriate individuals, whose trustworthiness 8 has been appropriately 

determined, on a need-to-know basis. Controls applied to sensitive information may 

include records of its receipt, location, despatch and destruction.  

I.1.5.1. Computer security management  

This section describes the access control procedures, protocols and physical security 

arrangements in place to ensure the confidentiality of sensitive information held on 

computers and computer-based systems, as well as the integrity and availability of 

instrumentation and control systems.   

I.2. DEFINING THE PPS   

I.2.1. Objectives and requirements of the PPS  

This section describes the objectives for protection of the different types of target, 

grouped according to their level of sensitivity.  

I.2.2. Target identification  

This section lists the potential theft or sabotage targets and their location. It also 

lists the computer  systems important to physical protection, safety and NMAC, the 

compromise of which could hel facilitate a malicious act.  

I.2.3. Threat definition   

This section describes, in broad terms, the types of threat the PPS is designed to 

protect against and references the threat assessment/DBT defined by the State.   

I.2.4. Law enforcement liaison  

Details may be provided of how routine liaison is maintained with law enforcement 

agencies in order  to help ensure early warning of potential security events. 
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I.3. PHYSICAL PROTECTION SYSTEM   

This section is a description of the PPS at the facility.   

I.3.1. Detailed description of the PPS   

A facility map indicating the layer boundaries and protection measures such as 

personnel/vehicle control points may be provided. The description of the protection 

measures needs to be provided for each of the protective layers as described below.  

Security areas/layers. This section identifies the physical protection areas (or 

layers) that exist at the facility.   

Access control. A description of the control and search of personnel, vehicles and 

material at each  access control point needs to be provided. This can also describe 

how access authorization and access control systems will accommodate the rapid 

entry and exit of authorized individuals and vehicles during emergencies or in 

situations that could lead to emergencies. Attention may be given to the control of 

all keys, locks, combinations, passwords and related devices used to control access 

to limited access areas, protected areas, inner areas, vital areas and physical 

protection equipment.  

Physical barriers. This section describes the barriers in different security areas 

within the facility (e.g., buildings, topography, fences, walls and doors). It may also 

contain a description of the vehicle barriers, their placement and operation.  

Detection and surveillance. This section describes the detection system and how 

alarms are communicated to the CAS and assessed. It may also describe procedures 

to address situations in which there are indications of tampering. It describes the 

methods to continuously survey, observe and monitor facility areas to detect 

intruders and to ensure the integrity of physical barriers or other components and 

functions of the PPS.  

Lighting. This section describes how the operator maintains the minimum 

illumination levels for selected applications, such as assessment following an alarm.  

Communications. The communications capabilities for the guards and on-site 

response forces need to be described, as well as the communications between the 

CAS and guard and response forces. This section describes how a continuous 

communications capability is maintained to ensure effective command and control 

with on-site and off-site response forces during both normal and emergency 

situations. If there are areas of the facility where communication is limited, these 

need to be identified.  

CAS. This section describes the location of the CAS and any backup monitoring 

stations. It also describes the CAS alarm communication and display systems, 

communications equipment, access control arrangements and how the CAS is 

protected against attack. 

I.3.2. Insider threat mitigation programme  

This section should describe measures to protect against the insider threat. 

I.3.3. Transport of nuclear material  
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This section describes the procedures for the on-site transport of different categories 

of nuclear material, as well as the arrangements made on-site for the receipt and 

despatch of nuclear material to and from the facility.   

I.3.4. PPS testing, evaluation and maintenance   

This section identifies the procedures for evaluating and testing the PPS.   

I.3.4.1. Types of testing and evaluation   

This section describes the testing and evaluation programmes that exist and how 

they are used to assess the effectiveness of the facility PPS.   

I.3.4.2. Frequency of testing and evaluation  

Details need to be provided of the frequency with which the testing and evaluation 

programmes are  implemented.   

I.3.4.3. Maintenance   

This section describes the maintenance and calibration programmes for all physical 

protection equipment.   

I.3.4.4. Expansion and upgrade   

This section is available to describe any schedule foreseen for implementing 

physical protection measures related to new construction or significant physical 

modification of existing structures or installation of equipment.   

AI.3.5. Compensatory measures   

This section identifies all compensatory physical protection measures applied when 

physical protection barriers become degraded or equipment becomes inoperable, 

including during routine testing or maintenance. In particular, the provision of 

standby power to all types of physical protection equipment needs to be described. 

I.4. RESPONSE PLANNING  

I.4.1. Organization and responsibilities  

This section provides details of the organization and responsibilities of the facility 

and off-site response forces to maintain an effective response strategy for the 

various targets at the facility.  

I.4.2. Security forces  

This section provides an overview of the response forces available to deliver a 

coordinated response 6 strategy.  

I.4.2.1. Guards  

This section describes the number, location and duties of the guard force, including 

details of their weapons, equipment and transport.   

I.4.2.2. On-site response force  

This section describes the on-site response force capacity and capability to respond 

to nuclear security events in a timely manner, where such a force is employed.  

I.4.2.3. Off-site response force   

This section describes off-site response force capacity and capability to respond to 

nuclear security events, including estimated response times. The process of 
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documenting and maintaining agreements for providing off-site response may be 

included.   

I.4.2.4. CAS staffing  

This section describes the minimum number, duties, responsibilities and rotation 

schedule of staff  employed in the CAS.   

I.4.3. Contingency plans  

This section lists the contingency plans for nuclear security events and for other 

events that may need a physical protection response. It identifies specific people 

and/or positions that have the responsibility and authority to carry out contingency 

plans should a nuclear security event occur. It details how and when contingency 

plans are reviewed and exercised.  

The list below suggests examples of these different types of contingency plan, and 

scenarios that may be considered and addressed therein:  

- Locate and recover missing nuclear material (including emergency inventory 

taking);  

- Minimize and mitigate radiological consequences of sabotage;   

- Discovery of an insider threat;   

- Unauthorized intrusion into a nuclear facility;   

- External threats, e.g. bomb warning;   

- Stand-off attack;   

- Airborne attack;  

- Waterborne attack;   

- Cyber-attack; and   

- Compromise of sensitive information.   

As each plan will contain sensitive information, it needs to be appropriately marked 

to indicate the level of protection required. An example of a contingency plan is 

attached as an Annex to this Appendix.   

I.4.3.1. Incident communications command and control   

The security plan describes how effective command and control will be exercised in 

response to a nuclear security event by the agencies involved, where the on-site and 

off-site incident command and control centre will be located and the 

communications facilities available at these locations.   

I.4.3.2. Response to higher threat conditions  

A list should be provided of the pre-planned enhancements to physical protection 

procedures that will 18 be put in place in the event of any increase in the overall 

level of threat within the State.   

I.5. POLICIES AND OPERATIONAL PROCEDURES   

This section lists the documented policies and operational procedures that govern 

physical protection at the facility, including procedures for interfacing with systems 

that complement the PPS, such as the safety and the NMAC systems.   

I.5.1. Review, evaluation, audit and update of the security plan  

Details need to be provided of the procedures and review processes (including their 

frequency) employed to ensure that the security plan remains current, together with 
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an assurance that all necessary amendments to it will be submitted to the competent 

authority for approval prior their implementation.  

The procedure for facility employees and contractors to report specified occurrences 

to the facility’s security organization, and for their onward reporting to the 

competent authority, as appropriate, is described. 
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ANNEX: Example of Contingency Plan 

OBJECTIVE   

This section describes the objective of the particular contingency plan. The 

objective may be to prepare for a further response or to reduce the consequence of 

the adversary’s actions.   

INCIDENT RESPONSE PROCEDURES   

Rules of engagement   

This section includes the rules of engagement that define when, where and what sort 

of force is  authorized under the law.   

Response procedures   

This section describes how the response is organized and coordinated. It identifies 

those indicators  that will be used to signal the initiation of a response under this 

contingency plan. The section may  include:   

- All predetermined actions, areas of responsibility and timelines for the 

deployment of the  response force for theft and sabotage scenarios;   

- Procedures that limit the exposure of the response personnel to possible 

attack;  

- Timelines to be used for notifying the off-site response force; and   

- The minimum number of responders  

Recapture and recovery   

This section states how the response is organized when the adversary has left the 

facility in a theft scenario. It includes the protocols used to coordinate the different 

response teams, the chain of command and any change in responsibilities.  

Minimize and mitigate  

This section states how the physical protection response is organized to help 

emergency responders 6 minimize and mitigate the consequences of a sabotage 

attack.   

Command, control and communication  

This section describes the arrangements as documented in protocols agreed with 

external response organizations. It details which agency has the operational lead and 

the circumstances in which this  lead may be handed over to another agency. Details 

are provided of all communication links to be used and the location of the incident 

control centres that may be used at different stages of the event, taking into account 

prevailing circumstances and their strategic/tactical responsibilities.   

EXERCISING THE CONTINGENCY PLAN   

This section describes the type and frequency of exercises undertaken to test and 

practise implementation of the contingency plan. This includes joint exercises with 

those to test and practice implementation of the emergency plan, to test coordination 

between these plans. It also describes how lessons learnt from these exercises are 

captured and used to further refine the contingency plan. 
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CHAPTER II  

DEVELOPING, IMPLEMENTING AND MAINTAINING AN 

INTEGRATED PHYSICAL PROTECTION SYSTEM FOR NUCLEAR 

FACILITIES 

 

This section provides guidance on implementing the Ref. [1]  addressed to the 

operator for the physical protection of nuclear material and nuclear facilities against 

unauthorized removal and sabotage. 

That document recommends implementing the physical protection 

requirements for protection against both the unauthorized removal of nuclear 

material and sabotage in an integrated manner; implying that the PPS should be a 

single system effective against both threats. Furthermore, the document 

recommends designing the PPS in a manner that will ensure effectiveness against 

whichever threat, unauthorized removal or sabotage, requires the most stringent 

physical protection requirements.  

This section suggests a design approach, based on systems engineering 

principles, for a single PPS effective against both the threat of unauthorized removal 

and sabotage. The phased design approach presented in this section applies 

principles of systems engineering to physical protection - identifying physical 

protection requirements, designing against these requirements and evaluating the 

effectiveness of the PPS.  

Operators should comply fully with the State’s legal and regulatory 

framework. Compliance and implementation may require the operator to have 

protocols (or other type of written record such as memoranda of understanding) 

with local law enforcement, national police, and military and other organizations, 

such as local and national emergency responders, border patrols, customs, 

intelligence and other domestic security organizations. 

Good practice suggests that prior to construction, the operator (or applicant) 

identifies how physical protection will be implemented during all construction 

phases. If an adjacent nuclear facility exists, any additional physical protection 

measures to protect the existing, operating facility can be identified and 

implemented by both operators in close coordination before construction 

commences. Safety and quality assurance audits can be used to also protect against 

sabotage by detecting any acts intended to facilitate future sabotage such as the 

deliberate introduction of defects or hidden devices. At the end of the construction 

phase, a final assessment is suggested to confirm the effectiveness of the physical 

protection arrangements before active plant commissioning commences. 

 

2.1 General responsibilities of the operator 

“Responsibility of the Licence Holders – The responsibilities for 

implementing the various elements of physical protection within a State should be 

clearly identified. The State should ensure that the prime responsibility for the 
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implementation of physical protection of nuclear material or of nuclear facilities 

rests with the holders of the relevant licences or of other authorizing documents 

(e.g., operators or shippers).” (Fundamental Principle E). 

“The operator, shipper and carrier should cooperate and coordinate with all 

other State entities having physical protection responsibilities, such as off-site 

response forces.” (Ref. [1], 3.25). 

The operator has the primary responsibility for the development and 

implementation of the PPS for nuclear material at its facilities. The operator should 

prepare a facility-specific security plan, Appendix 1 provides an example of a 

suggested format for the security plan. 

“Whenever the physical protection system is determined to be incapable of 

providing the required level of protection, the operator, shipper and/or carrier 

should immediately implement compensatory measures to provide adequate 

protection. The operator and/or shipper should then - within an agreed period -  

plan and implement corrective actions to be reviewed and approved by the 

competent authority.” (Ref. [1], 3.30). 

Compensatory measures are short term actions taken to compensate for 

degraded or inoperable security related equipment, systems and components until 

these can be repaired or replaced. One approach to providing compensatory 

measures is to add extra guards and/or response forces to cover the deficiency as 

soon as it is identified. It is suggested that compensatory measures are documented 

and approved, and are closely coordinated between the State, competent authority, 

operator and response forces before they are implemented. 

“For a new nuclear facility, the site selection and design should take physical 

protection into account as early as possible and also address the interface between 

physical protection, safety and nuclear material accountancy and control to avoid 

any conflicts and to ensure that all three elements support each other.” (Ref. [1], 

3.28). 

Careful consideration needs to be given to the implications for nuclear 

security of the siting of nuclear facilities. Local infrastructure, site layout and other 

local conditions might all influence nuclear security. Site layout, particularly for 

multiple units, may need to take account of the need for sufficient space for the 

physical protection infrastructure to provide adequate defence in depth. 

Nuclear facilities should also be designed to facilitate nuclear security. 

Design approaches for achieving these ends are termed ‘security by design’. 

Implementing such approaches may lead to reduced physical protection costs over 

the life cycle of the nuclear facility while simplifying the task of maintaining an 

effective PPS over that life cycle. 

The intent of security by design is to design a new nuclear facility so that the 

required level of security is provided in a cost-effective way that is compatible with 

operations, safety and NMAC. Security by design is best implemented through a 

structured approach by which a State’s nuclear security objectives are considered 

and fully integrated for the entire life-cycle of the facility, starting with facility 
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planning and scoping and through the design, construction, operational and 

decommissioning phases.  

A good practice is to start integrating the design of the PPS against both 

unauthorized removal of nuclear material and sabotage of a nuclear facility into the 

overall facility design as early as possible in the design process. Early consideration 

includes making decisions concerning siting and layout of the facility taking 

account of how they may influence the design and effectiveness of physical 

protection systems. It is important to minimize conflicts with other design 

requirements while taking advantage of opportunities for complementary and 

synergetic design, for example by engineering out potential vulnerabilities. 

The highest levels of the operator’s management need to be aware of and 

endorse the integration of physical protection measures into facility operations to 

encourage a strong nuclear security culture as described in Ref. [13] - the 

characteristics of an effective nuclear security culture are derived from a widely 

used model of organizational culture.  

This three layer model is broadly applicable to nuclear facilities and 

organizations, including nuclear power plants, fuel cycle facilities, research 

reactors, nuclear material transport facilities, radioactive source users, other entities 

that handle/store radioactive material, and customs and border monitoring 

organizations. 

The characteristics of nuclear security culture are the beliefs, attitudes, 

behaviour and management systems, the proper assembly of which leads to more 

effective nuclear security. The foundation of nuclear security culture is a 

recognition -  by those that have a role to play in regulating, managing or operating 

nuclear facilities or activities or even those that could be affected by these activities 

- that a credible threat exists and that nuclear security is important. Therefore, this 

foundation is represented as the basis for the model of an effective nuclear security 

culture. 

Some of the layers are directly observable, and some are not, while others are 

deduced from observations. Consequently, for most of the characteristics, there are 

performance indicators which suggest a way of evaluating the characteristics 

described. 

Beliefs and attitudes that are formed in people’s minds over time become 

causal factors in behaviour and affect how people respond to security issues and 

events. Some of these beliefs are initiated by leaders and are developed through 

experience. When shared and embraced within an organization, they become 

common to all personnel.  

The beliefs and attitudes held by individuals are influenced by the actions that 

others take or do not take and also by what others (particularly top managers) say or 

do not say. In this way, beliefs and attitudes spread and replicate themselves within 

organizations. For nuclear security, effectiveness depends upon the extent to which 

these beliefs and attitudes are commonly held and manifest themselves in 

appropriate behaviour and practices. 
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An effective nuclear security culture requires a set of principles that managers 

can instill in the organization to guide decisions and behaviour. The principles 

should be explained to staff. Individuals should be inculcated with these principles 

and should be shown evidence that they are being applied consistently across the 

organization. 

PRINCIPLES FOR GUIDING DECISIONS AND BEHAVIOUR 

(a) Motivation; 

(b) Leadership; 

(c) Commitment and responsibility; 

(d) Professionalism and competence; 

(e) Learning and improvement. 

Staff performance is influenced by the quality of management and the 

provision of expectations, requirements and standards for the conduct of work, 

training, documented procedures, information systems, etc. Therefore, a well 

developed management system is an essential feature of effective nuclear security. 

Examples of elements of management systems are shown in Fig. 2 and additional 

details are provided below. 

MANAGEMENT SYSTEMS ARE WELL DEVELOPED AND 

PRIORITIZE SECURITY 

(a) Visible security policy; 

(b) Clear roles and responsibilities; 

(c) Performance measurement; 

(d) Work environment; 

(e) Training and qualification; 

(f) Work management; 

(g) Information security; 

(h) Operations and maintenance; 

(i) Determination of staff trustworthiness; 

(j) Quality assurance; 

(k) Change management; 

(l) Feedback process; 

(m) Contingency plans and drills; 

(n) Self-assessment; 

(o) Interface with the regulator; 

(p) Coordination with off-site organizations. 

For an integrated approach to implementation of physical protection, the 

operator of a nuclear facility identifies all potential targets for unauthorized removal 

and sabotage and implements all the required protection measures in a graded 

manner based on the State’s regulatory approach. Depending on the type of nuclear 

facility, either the sabotage or the unauthorized removal targets may require a 

higher level of protection, but in all cases the appropriate levels of protection should 
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be implemented for all targets. This is what is intended by the recommendation to 

apply the “more stringent applicable requirements” in Ref. [1]) (4.4 and 5.3). 

Nuclear security considerations in the construction of nuclear facilities are not 

specifically addressed in the Ref. [1].  

 

2.2 Security organization 

The duties and responsibilities for security should be established within the 

framework of the integrated management system, and may be divided into three 

complementary units: 

- Security management. This unit has the overall responsibility for physical 

protection and includes: managers who interface with the competent authority and 

the facility manager; planners who are responsible for developing and maintaining 

the security plan; designers who are responsible for designing or updating the PPS 

to satisfy the competent authority’s requirements; and analysts who are responsible 

for evaluating the performance of the PPS against the design requirements. The 

allocation of responsibilities for safety – security interfaces is also part of security 

management.  

- Security operations. This unit is responsible for: security relating to 

personnel (trustworthiness and access authorization); information security; 

computer security; and the guards and response forces (in accordance with 

responsibilities assigned by the State), whose duties include access control and 

escorting, Central Alarm Station (CAS) operation, patrols and response to nuclear 

security events. 

- Technical security. This unit includes technical staff, — who conduct 

installations and upgrades, performance testing (assisted as appropriate by security 

operations staff), preventive maintenance, unscheduled repairs and replacement - 

and provides support and input to the security management and operations units as 

appropriate.  

 

2.3 Process for developing and implementing PPS 

This section outlines the approach for designing, developing and 

implementing a PPS for construction of a new nuclear facility (and construction of 

new installations on existing nuclear facilities), upgrading existing PPSs, and 

reviewing the effectiveness of existing PPSs. 

• Approach for developing the PPS. 

The development of the PPS is best achieved using a systematic approach that 

consists of three phases. These three phases are:  

1. Identify the objectives and requirements for the PPS; 

2. Design the PPS to meet the objectives and requirements as identified in 

Phase 1; and  

3. Analyse and evaluate the effectiveness of the PPS designed in Phase 2 in 

meeting the objectives and requirements identified during Phase 1. 
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Fig. 2-1 Process for developing the PPS design. 

 

The sequencing of these three phases and a broad summary of the activities 

under each phase are illustrated in Figure 2-1 (noting that the activities do not 

necessarily need to be carried out in the order shown).  

Applying these three phases, which are discussed in more detail below and in 

Section 2.4, will produce a PPS design to protect against the threats of unauthorized 

removal and sabotage of nuclear material and meet any other facility-specific 

objectives that may apply. 

• PPS life cycle. 

After the PPS has been designed and evaluated using this development 

process, the next steps in the PPS life cycle are: to implement the design; to operate, 

maintain, and sustain the resulting PPS; and to plan appropriate redesign(s) of the 

PPS based on changes in the threat, changes in the facility configuration or 

operations or potential targets, or based on performance monitoring. These life 

cycle steps are illustrated in Fig. 2-2 (as for Fig. 2-1, the activities are not intended 

to be in sequential order). 
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Fig. 2-2 Physical protection system life cycle process. 

 

• Sustaining the PPS. 

“Operators, …should establish sustainability programmes for their physical 

protection system. Sustainability programmes should encompass: 

• “Operating procedures (instructions). 

• “Human resource management and training. 

• “Equipment updating, maintenance, repair and calibration. 

• “Performance testing and operational monitoring.  

• “Configuration management (the process of identifying and 

documenting the characteristics of a facility's physical protection system — 

including computer systems and software — and of ensuring that changes to 

these characteristics are properly developed, assessed, approved, issued, 

implemented, verified, recorded and incorporated into the facility 

documentation). 

• “Resource allocation and operational cost analysis.” (Ref. [1], 3.57)  

Taking into account the State’s approach to sustaining the nuclear security 

regime, operators should ensure that the necessary resources - trained and 

knowledgeable personnel, reliable equipment, associated infrastructure, quality 

assurance and funding — are provided to sustain their PPS as part of a sustainability 

programme. Additional information about an operator’s sustainability programme is 

provided in Ref. [15] - effective management and planning at the operational level 

sustains the nuclear security regime through allocation of resources for the effective 

design, operation and maintenance of nuclear security systems and measures.  

Design Implement Sustain Redesign/Revi

ew 
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Senior managers set priorities and identify the long-term financial resources 

required for ongoing operational expenses related to personnel; training, exercises, 

and performance testing; equipment procurement, maintenance and replacement; 

and configuration management. Managers also define roles, responsibilities and 

accountabilities. Plans provide a means of documenting these management 

decisions.  

Plans enable operating organizations both to demonstrate to the relevant 

competent authorities their conformance with applicable requirements and to 

provide guidance to their own personnel for the operation, maintenance and 

continuous improvement of nuclear security systems and measures.  

At facilities with nuclear or other radioactive material, authorized persons 

may prepare a security plan and contingency plan. In connection with transport of 

nuclear or other radioactive material, shippers, receivers and/or carriers prepare a 

transport security plan. 

 Operating organizations responsible for detecting nuclear material out of 

regulatory control prepare instrument deployment plans including appropriate 

operational protocols. Operating organizations responsible for responding to nuclear 

security events prepare local response plans.   

The operating organization’s senior managers should set priorities, identify 

long-term financial resources, and define roles, responsibilities and accountabilities 

for nuclear security. 

The operating organization should:  

- Document the decisions made in appropriate plans.  

- Prepare and use a security plan, transport security plan, contingency 

plans, instrument deployment plan, response plans, or other plans appropriate to its 

operations. These plans should:   

• consider appropriate threat information and apply the risk informed 

approach;   

• include appropriate agreements and identify relevant external 

organizations that may need to be contacted or informed of a nuclear security event; 

and  

• be regularly reviewed and revised, based on operational feedback and 

changes in requirements.  

- Make appropriate arrangements for measurement, assessment and 

continuous improvement.  

Operating organizations should establish a process for ensuring that threat 

information provided by competent authorities, as well as local threat information, 

is systematically and promptly addressed by nuclear security systems and measures. 

Operating organizations should also establish mechanisms to address a temporary 

increase in the threat that may arise due to economic, political, environmental, or 

other factors.   
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Operating organizations should document the process for identifying and 

addressing current threat information in its security plans or equivalent.   

The operating organization should:  

- Establish and document a systematic process for maintaining and 

acting on current threat information, including: 

• exchanging updated external and insider threat information with 

competent authorities; and  

• establishing and maintaining relationships with competent authorities, 

including law enforcement, to facilitate information exchange.  

- Review and mitigate potential insider threats through such means as a 

trustworthiness programme, information security programme, and security training.  

- Adapt its nuclear security systems and measures if necessary to counter 

the current threat.   

- Implement compensatory measures in response to a specific, emerging 

or increased threat.   

- Have a mechanism for reporting updated threat or system effectiveness 

information to the  responsible competent authorities.  

Staff recruitment may include outreach to educational institutions, 

professional societies, and trade associations, as well as the operating organization’s 

own human resource department. The operating organization should build 

relationships with such partners so that they become regular sources of qualified 

and competent staff on an ongoing basis.   

The operating organization should establish regular programmes for 

providing necessary training, such as internal training or use of external training 

providers. These programmes should include specific mechanisms for career 

development.  

Sustainable operations benefit from staff who are not only qualified and 

trained to effectively meet their responsibilities, but who are also motivated to 

continue in long-term careers with the operating organization through professional 

recognition. 

• Implementation of the State’s requirements. 

Before beginning the three-phase process shown in Fig. 2-1, the operator or 

applicant needs to understand the relevant aspects of the State’s nuclear security 

regime. Of particular relevance are several aspects that affect how the operator or 

applicant designs the PPS and applies for State approval for the design. Such 

aspects include:  

- The legislative and regulatory framework of the State, including the 

regulatory approach selected by the State for specifying requirements to address the 

threat; 

- The requirements specified by the State and based on a graded approach; 

- The licensing process for approving applications for new licences and 

renewals or amendments to existing licences.  
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Depending on the regulatory approach adopted by a State, whether the 

performance-based method, the prescriptive method, or the combined approach, the 

operator’s or applicant’s approaches for meeting the requirements will be different.  

For the performance-based method, the physical protection requirements are 

based on the overall objectives of the physical protection system that are defined by 

the State. In this approach the operator or applicant proposes a particular 

combination of physical protection measures that are considered effective against 

the adversary capabilities in the threat assessment or DBT. The competent authority 

confirms (or otherwise) the adequacy of these measures. For the prescriptive 

method, the State identifies specific physical protection measures to meet its 

defined physical protection objectives. This approach provides a set of required 

‘baseline’ provisions for each category of material or level of radiological 

consequence. The operator or applicant creates a PPS design incorporating all of 

these measures, which is submitted to the competent authority for approval. The 

combined method includes elements from both the prescriptive and performance-

based methods. 

Fig. 2-3 shows tasks that the operator or applicant should perform, depending 

on the regulatory approach. For a combined approach, it will be necessary to follow 

both flows as appropriate. Note that Fig. 2-2 describes how the design is developed 

and evaluated, while Fig. 2-3 depicts other activities that the operator or applicant 

performs and approvals that the State makes. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2-3 PPS design process. 
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2.4 Identifying the requirements for PPS 

Phase 1 in the development and evaluation of a PPS design by the operator or 

applicant is to determine how the State’s requirements for physical protection apply 

to the specific site, nuclear facility and PPS. The operator or applicant needs to 

perform several steps to identify these requirements: 

- Characterization of the facility operations and conditions. This involves: 

describing the processes and operations within the facility; developing a thorough 

description of the facility, including the location of the facility boundary, building 

locations, floor plans, structure elevations and access points; and, if an existing 

facility or design, identifying features or systems that may be used as PPS elements. 

Information about the facility can be drawn from all relevant sources, including 

existing documentation, such as facility drawings and process descriptions, and 

from facility observations and interviews. PPS designers will need detailed 

knowledge of this facility information, as well as any facility-specific constraints 

(such as safety constraints) that may be encountered during design. 

- Interpretation of the threat information provided by the State to the operator 

or applicant to serve as the basis of the design. This step is specific to the 

performance- based or combined approach. In the prescriptive approach the State 

generally does not provide threat information to the operator. 

- Identification of the targets, and their location in the facility, that need to be 

protected from the adversary as defined by the State, based on its categorization of 

nuclear material and/or the sabotage consequence levels. 

Important capabilities of an effective adversary that need to be countered by 

the PPS, and hence need to be considered by the operator or applicant, include:  

a. Knowledge of the PPS,  

b. Skills that would be useful in an attack, and 

c. Tools and weapons that could be used in an attack.  

• Target identification. 

Target identification determines what material and/or equipment needs to be 

protected from the adversary. There are four steps for the process of target 

identification: understand applicable physical protection goals and objectives; 

identify the types of nuclear and other radioactive materials and systems important 

to safety (including computer based systems and information) that should be 

protected from unauthorized removal and/or sabotage; identify the appropriate 

material categories and/or consequence levels that apply for each unauthorized 

removal and sabotage target; and develop a target list for the facility, including 

target description, category and location to be protected . The target list should be 

protected as sensitive information. 

Some types of nuclear material could be used directly to build a credible 

nuclear explosive device while others would need processing before the material 

could be used for such a purpose. Recommended protection measures for each 

nuclear material category are specified in Ref. [1] (4.40 - 4.49). 
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For sabotage events, the State should first determine the threshold levels of 

potential radiological consequences that are defined as URC and HRC. 

“For each nuclear facility, an analysis, validated by the competent authority 

should be performed to determine whether the radioactive inventory has the 

potential to result in unacceptable radiological consequences as determined by the 

State, assuming that the sabotage acts will be successfully completed while ignoring 

the impact of the physical protection or mitigation measures.” (Ref. [1], 5.4). 

This analysis addresses two types of acts of sabotage that may lead to URCs: 

direct and indirect sabotage, as discussed in Ref. [12] - the protection of nuclear 

installations against malicious acts can take a number of different forms. 

“Engineering Safety Aspects of the Protection of Nuclear Power Plants, IAEA 

Nuclear Security Series No. 4” addresses only issues related to the sabotage of 

nuclear facilities, that is, the prevention or mitigation of sequences initiated by 

malicious acts that may have potential radiological consequences. 

The guidelines in this publication take into account the existing robustness of 

structures, systems and components (SSCs). It is important to note that nuclear 

installations in general, and nuclear power plants in particular, can be considered to 

be well protected against terrorist attacks. They have good physical protection 

systems (PPSs) and procedures, and they are designed to minimize the likelihood of 

an accident and, in the event of an accident, not to release radioactive material in an 

uncontrolled manner.  

Furthermore, nuclear power plants are specifically designed to handle internal 

and external extreme loads such as vibration, heat, overpressure and impact. The 

resistance of nuclear installations to extreme events depends on their particular site 

and design characteristics, for example, loads - and therefore the required resistance 

(capacity) - due to extreme winds, wind borne missiles, earthquakes, internal 

pressure from a loss of coolant accident (LOCA) and fires. 

In the context of this publication, self-assessment (hereinafter referred to 

simply as ‘assessment’) is the assessment of the protection of a nuclear power plant 

against sabotage, including standoff attacks (i.e. specified threat scenarios), 

undertaken by the licensee together with the relevant local or State authorities. 

In the light of the current threat environment, the overall objective of this 

publication is to provide methods for evaluating — and, if necessary, for proposing 

corrective actions aimed at reducing (mainly through upgrades) — the risk related 

to any malicious act that, directed against a nuclear power plant, could endanger the 

health and safety of plant personnel, the public and the environment through 

exposure to radiation or the release of radioactive substances. 

These guidelines describe a methodology for assessing the capacity of a 

selected subset of a nuclear power plant’s safety related SSCs to withstand sabotage 

induced events. The proposed methodology, which includes screening, applies 

existing safety margin assessment techniques in an integrated manner. 

Specifically, the aims of the publication are to: 

(a) Provide a link between the information in The Physical Protection of 

Nuclear Material and Nuclear Facilities (INFCIRC/225/Rev. 4), general guidance 
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on the physical protection of nuclear material and nuclear facilities against 

sabotage, and engineering safety aspects of protection against sabotage; 

(b) Provide a link with general guidance on the identification of vital areas 

within nuclear facilities and on the development and maintenance of the design 

basis threat (DBT); 

(c) Provide general guidelines for the assessment of nuclear facilities in 

relation to sabotage induced sequences; 

(d) Use common terminology drawn from established (i.e. consensus) 

definitions or define new terms, when necessary, to clarify joint safety/ security 

concepts; 

(e) Propose a safety margin assessment approach that allows for the use of 

different acceptance criteria from the design process (e.g. best estimate versus 

design allowable); 

(f) Provide for an assessment process so that decisions can be made by the 

operator (or regulator) of an installation concerning the need to enhance or upgrade 

the safety related SSCs, the physical protection measures or on- or off-site 

emergency procedures; 

(g) Serve as a foundation document for future manuals, technical guides, 

investigative tools and services. 

This publication covers all nuclear facilities, including nuclear power plants, 

research reactors, fuel fabrication plants, reprocessing plants and spent fuel storage 

facilities. However, the emphasis is on nuclear power plants because they involve 

the most complex analysis. 

Events considered to be within this scope include those that: 

(a) Involve forced intrusion into the protected area of the site (i.e. the area 

under the administrative control of plant management), such as by a ‘malicious 

vehicle’ (e.g. a truck loaded with explosives and carrying armed intruders); 

(b) Are initiated by persons outside the site area. Such an event may involve 

missiles, the release of a toxic gas within the site area or an aircraft steered to hit the 

installation; 

(c) Are initiated by insiders; 

(d) Include multiple modes of attack, for example, combinations of the above 

events. 

For reactor facilities, the malicious act may target either systems whose 

failure would cause core damage, leading to radiological consequences, or areas 

where nuclear fuel (fresh or spent) or radioactive material is kept or stored. For non-

reactor facilities, targets of the second kind are the most relevant. 

Direct sabotage introduces energy from an external source, such as 

conventional explosives, to disperse the nuclear or radioactive material, whereas 

indirect sabotage uses energy from processes within the nuclear or radioactive 

material (e.g. heat from fission or radioactive decay) or the process being applied to 

the material to cause dispersal. An example of a direct attack is the dispersal of 

plutonium through an explosive charge, while an indirect attack might be aimed at 
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causing fuel within the core of a nuclear power plant to melt by damaging cooling 

systems. A conservative analysis should be performed to determine the potential 

radiological consequences of the complete release of each nuclear or other 

radioactive material inventory at the facility. For indirect sabotage the adversary 

may be able to cause a release by disrupting normal conditions and/or disabling 

process control or safety measures.  

Nuclear facilities generally undergo extensive safety analyses to ensure that 

their operations are safe. The information contained in the deterministic and 

probabilistic safety analysis can be very useful, for instance, in identifying 

structures, systems and components that need to be protected from sabotage. It is 

also important to consider other possible causes of failure due to malicious acts. The 

consequence level for sabotage targets is then used to determine physical protection 

requirements for those targets as follows:  

- If potential radiological consequences exceed the HRC threshold, then vital 

areas should be identified and protected; 

- If potential radiological consequences fall between the URC and HRC 

thresholds, then the State will specify graded protection requirements based on the 

level of potential consequences; 

- If radiological consequences fall below the URC threshold then there may 

be no specific requirements for physical protection but the operator should still 

secure and control access to safety related equipment and devices.  

• Threat definition. 

As part of the identification of the PPS objectives and requirements, the threat 

to the facility should be defined by the State through either a threat assessment or by 

developing a DBT. Relevant information should be provided to the operator who 

should use this information as a basis for designing and evaluating the PPS. 

 

2.5 Design and evaluation of the PPS 

After the PPS objectives and requirements are identified (phase 1), the 

operator or applicant knows theobjectives of the PPS — that is, what to protect 

(targets) against what (threat), and how well (requirements). The next step (phase 2) 

is to design the new system or re-design the existing system to provide the physical 

protection measures for detection, delay and response sufficient to meet the 

objectives of the system. After the PPS is designed or characterized, it should be 

analysed and evaluated (phase 3) to ensure that it meets the physical protection 

requirements. Evaluation should consider the effectiveness of the system of 

elements working together to assure protection, rather than regarding each element 

separately. 

• Design phase. 

During this phase, the designer determines how best to combine physical 

protection measures such as fences, vaults, sensors, procedures, communication 

devices and response force personnel into a PPS that can satisfy the protection 
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requirements, taking into account safety and operational considerations so that both 

physical protection and safety objectives are met. The overall objective is to ensure  

 

Fig. 2-4 Comparison of adversary and response timelines. 

 

that, regardless of the physical protection strategy chosen by the operator, the PPS 

fulfils the protection requirements through appropriately balancing the functions of 

detection, delay and response.  

Figure 2-4 illustrates the design principles and shows the timeline used to 

determine whether, for a defined PPS, the response force is reliably notified early 

enough to respond before the adversary completes all the tasks needed to cause a 

malicious act. The top line depicts the time sequence of the adversary attack from 

when the attack begins to its completion. The ‘PPS response time’ is portrayed on a  

timeline lower in the diagram: this measures the time from the first successful 

sensing of adversary activity at T0 until the adversary can be interrupted at TI. In 

this diagram, sensing occurs early enough to allow the adversary to be interrupted 

by the response force before the time TC when the adversary would have 

successfully completed the attack. (The adversary task time remaining after first 

sensing depends critically upon the amount of delay provided by the PPS between 

the point where the adversary is sensed and the target. 

Defence in depth, such that the adversary needs to deceive, avoid or defeat 

several protection measures in sequence to succeed. This is generally implemented 

by layered protection, where a series of protection layers exist around targets may 

include a combination of physical measures such as controls on access to areas (see 

section 2.7) and administrative measures such as protection of sensitive information 

and trustworthiness. This may involve taking advantage of the strengths of each 
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physical protection component and using equipment in combinations that  

complement the strengths or compensate for the limitations of each.  

Balanced protection, meaning that the adversary will encounter equally 

effective elements of the  

PPS, whenever, wherever or however the malicious act is attempted. 

- High reliability, meaning that the PPS will have a high probability of 

operating effectively during an adversary attack, which is typically accomplished by 

incorporating redundancy and diversity in the design.  

The time needed for the adversary to achieve their goal is the ‘adversary task 

time’ (see Fig. 2-4), the primary role of barriers is to increase the adversary task 

time by introducing impediments along any path the adversary may choose. An 

adversary should have to penetrate several separate barriers before gaining access to 

a particular target. The times to penetrate each of these barriers may not necessarily 

be equal, and the effectiveness of each may be quite different, but each can be 

selected to necessitate a separate and distinct act as the adversary moves along the 

path.  

The effect produced on the adversary by a system that is designed to provide 

defence in depth will be to: 

- Increase the adversary’s uncertainty about the system; 

- Require additional tools and more extensive preparations prior to attacking 

the system; and 

- Create additional steps where the adversary may fail or decide to abandon 

the attack.  

For detection and assessment systems, reliability can be attained by the use of 

a combination of multiple complementary sensors and human surveillance to 

complicate the adversary’s planning. To be complementary, sensors at a particular 

layer or barrier are chosen so that attempts to defeat one sensor are detectable by the 

others, different sensors do not respond to the same sources of nuisance alarms , and 

the adversary cannot predict when the collective set of sensors will have degraded 

performance. Adding human detection through random or continuous surveillance 

adds uncertainty, making planning and executing a successful attack more difficult. 

The PPS design needs to be compatible with the facility operations systems 

important to safety and to allow the staff to carry out their duties in a safe and 

secure manner. If there are physical protection measures that are too difficult for the 

staff to follow, they may find ways to complete their tasks more easily by 

circumventing the protection measures. Building a thorough understanding of the 

operations of the nuclear facility and applying that knowledge during the design of 

the PPS will help to balance the physical protection needs with safety and 

operations.  

The above design approach was developed for and is applied to protection 

against external adversaries. There are additional and/or different factors to consider 

for designing a PPS against insider adversaries. 

• Additional design considerations for insider threats. 
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An insider is defined as one or more individuals with authorized access to 

nuclear facilities who could attempt unauthorized removal or sabotage, or who 

could aid an external adversary to do so. An insider threat is an insider with an 

intention to carry out such an act. An insider may be in any position at a facility and 

may have authorized access to any of the controlled areas or materials. Insiders may 

include, but are not limited to: management, regular employees, service providers, 

visitors and inspectors. 

The capabilities of an insider are typically defined by three types of attribute: 

- Authorized access: which areas of the facility they may or may not enter 

during different facility states, e.g. normal work shift, non-operational periods, 

maintenance outage, or during a security or safety event; 

- Authority over other people or over certain tasks and equipment; 

- Knowledge of targets, facility layout, the PPS, and/or how to acquire and 

operate special tools and equipment found at the facility. 

Insider threats present unique problems compared to the outsider threat 

because they can take advantage of these attributes to bypass some technical and 

administrative physical protection measures to commit theft or sabotage. Insider 

threats can also complete their objectives through a series of separate actions over 

an extended time period to minimize their chance of detection and maximize their 

likelihood of success. Furthermore, insider threats may have more opportunities to 

select the most vulnerable target and the best time to perform the malicious act. 

To protect the targets against malicious acts consistent with the State’s threat 

assessment or DBT, the PPS design should include features to deny access of 

unauthorized persons or equipment to the targets and to minimize the opportunity of 

insiders who have such access to commit malicious acts. For example, the 

installation of barriers, in combination with an effective response, will serve to deny 

external adversaries access to targets, whereas locking a piece of target equipment 

creates a delay even for insiders who have authorized access to the area within 

which it is located and is especially effective when the area is under continuous 

surveillance. 

Ref. [9] “Preventive and Protective Measures Against Insider Threats, IAEA 

Nuclear Security Series No. 8” presents a systematic approach for protecting against 

insider threats, covering preventive measures to minimize the insider’s opportunity 

to initiate a malicious act and protection measures to detect, delay, respond to and 

mitigate the effects of an insider-initiated act. 

The term ‘adversary’ is used to describe any individual performing or 

attempting to perform a malicious act. An adversary may be an insider or an 

outsider. The term ‘insider’ is used to describe an adversary with authorized access 

to a nuclear facility, a transport operation or sensitive information. The term 

‘outsider’ is used to describe an adversary other than an insider. 

A physical protection system is designed and evaluated against threats posed 

both by outsiders and insiders. Insider threats present a unique problem. 

Insiders could take advantage of their access (i.e. right or opportunity to gain 

admittance), complemented by their authority (i.e. power or right to enforce 
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obedience) and knowledge of the facility (i.e. awareness or familiarity gained by 

training or experience), to bypass dedicated physical protection elements orother 

provisions such as safety, nuclear material control and accountancy (MC&A), and 

operating measures and procedures. 

Further, as individuals having authorized access and with positions of trust, 

insiders could be capable of defeating methods not available to outsiders. Insiders 

have more opportunity (i.e. more favourable conditions) to select the most 

vulnerable target and the best time to perform or attempt to perform the malicious 

act.  

They can extend the malicious act over a long period of time to maximize the 

likelihood of success. This could include, for example, tampering with safety 

equipment to prepare for an attempt or act of sabotage or falsifying accounting 

records to repeatedly steal small amounts of nuclear material. 

This guide provides guidance on how to implement the recommendations set 

out in INFCIRC/225/Rev.4 (Corrected) - and is written specifically with regard to 

insiders. It should beused in conjunction with IAEA – TECDOC - 967 (Rev.1)  and 

IAEATECDOC - 1276. 

The term ‘threat’ is used to describe a likely cause of harm to people, damage 

to property or harm to the environment by an individual or individualswith the 

motivation, intention and capability to commit a malicious act. 

Insiders pose a severe threat to a facility because such adversaries can exploit 

their advantages of having authorized access, authority and knowledge to betray 

trust and bypass security measures. 

An insider may be in any position at a facility, from the highest level 

employee to the lowest. Detailed analysis of insider threats is, by nature, facility 

specific because of the wide range of facility types to be protected (e.g. research 

reactors, nuclear power plants and other nuclear fuel cycle facilities). Owing to the 

facility specific nature of the insider threat, guidance is not included in a general 

document such as INFCIRC/225. 

The scope of this guide - in line with INFCIRC/225 – covers unauthorized 

removal of nuclear material and sabotage of nuclear material and facilities. This 

guide applies to any type of nuclear facility, notably nuclear power plants, research 

reactors and other nuclear fuel cycle facilities (e.g. enrichment plants, reprocessing 

plants, fuel fabrication plants and storage facilities), whether in operation, shut 

down or being decommissioned. 

This guide should be considered during the design, construction, 

commissioning and operation phases of new facilities. The guide also covers 

unauthorized removal of nuclear material and sabotage during the transport of 

nuclear material. Guidance and measures presented in this guide can also be applied 

to the physical protection of other materials, including radioactive sources or 

radioactive waste. 

Protection measures to counter an insider attack begin with detection of the 

attack by one or more available sources, including physical protection measures, 
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process controls, safety alarms, alarms generated by the facility’s NMAC system 

and observation of personnel by co-workers or supervisors. 

• Evaluation phase. 

“The operator should develop and implement means and procedures for 

evaluations, including performance testing, and maintenance of the physical 

protection system.” (Ref. [1], 3.29). 

During phase 3, the PPS design from phase 2, whether a new or existing 

system, is evaluated to determine whether it meets the requirements identified in 

phase 1. Reasons for evaluating the PPS include: 

- Verifying that the PPS as designed, or as characterized (for an existing 

system), satisfies the physical protection requirements. 

- Identifying any system deficiencies in the design or implementation that 

need to be addressed in order to meet the system requirements. 

- Analysing possible upgrades that may be necessary to address identified 

deficiencies and improve system performance. 

- Repeating the evaluation of PPS effectiveness on an annual or other regular 

basis to take into account any changes in targets, system performance or 

requirements.  

The PPS provides detection, delay and response functions through structural, 

technical and personnel elements. The interaction of these elements with the 

hardware and procedures makes the evaluation of PPS effectiveness a challenging 

task. 

In the evaluation phase, data are collected concerning the performance of PPS 

measures and used to evaluate the overall effectiveness of the PPS. 

• Physical protection evaluation and performance testing by the 

operator. 

Ref. [1] emphasizes the evaluation and performance testing of PPS, e.g.: 

- Operators should “develop and implement means and procedures for 

evaluations including performance testing” (Ref. [1], 3.29). 

- For Category I and II nuclear material, “evaluations, including performance 

testing, of the physical protection measures and of the PPS, including timely 

response of the guards and response forces should be conducted regularly” (Ref. 

[1], 4.35). 

- For Category I nuclear material: “At least annually, performance testing of 

the PPS should include appropriate exercises, for example force-on-force exercises” 

(Ref. [1], 4.49). 

- For sabotage of targets with potential to result in HRC, “evaluations, 

including performance testing, of the physical protection measures and of the PPS, 

including timely response of the guards and response forces, should be conducted 

regularly. Performance testing of the PPS should include appropriate exercises, for 

example force-on-force exercises.” (Ref. [1], 5.41). 
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This suggests that the operator plans, conducts and documents the evaluation 

and performance testing of its PPS in a manner designed and implemented to satisfy 

the regulatory requirements. Appropriate parts of this activity should be considered 

throughout the nuclear facility lifecycle, i.e. during design, construction, licensing, 

operations, changes or upgrades, decommissioning and management of radioactive 

waste and spent fuel. 

The operator should consider using independent third-party experts to review 

its system evaluation and performance testing for Category I nuclear material and 

sabotage with potential to cause HRC. 

• Methods for system evaluation. 

A number of performance-based methods are available to evaluate the 

effectiveness of the PPS, whether against insiders who have authorized access to the 

nuclear facility, or outsiders, who do not have authorized access. Performance-

based evaluation methods include:  

- Path analysis. This involves building timelines, such as that shown in Fig. 2-

4, for different adversary paths, to determine whether there is high assurance that 

the attack will be detected while there is enough time remaining in the adversary 

task time for the response force to interrupt the adversary. Typically, the task times 

and response times are measured or estimated quantitatively and the measure of the 

effectiveness of detection features are probabilistic estimates of ‘timeliness’ based 

on performance tests. 

- Simulation. These include computer based simulations of the PPS and table-

top exercises that allow consideration of security and contingency plans as well as 

decision-making by the adversary and facility response forces. These tools are 

generally used to judge the overall performance (detection, interruption and 

neutralization) of the PPS, taking all measures into account. Simulations may also 

be used to focus on the effectiveness of the response force in neutralizing the 

adversary, i.e., preventing the adversary from completing theft or sabotage after 

detection and interruption of the adversary. The adversary is ‘neutralized’ if the 

response force arrests, captures or kills the adversary, or causes them to flee. 

- Exercises. These range from limited exercises, addressing the response to an 

alarm, to force-on-force exercises that address the effectiveness of the entire PPS 

against a simulated adversary attack. Simulations may overlook practical aspects 

and may miss important aspects of attack scenarios. Simulations therefore cannot 

fully replace exercises involving facility personnel and response forces on the 

ground.  

Simulations and exercises are typically performed as part of scenario 

analysis, in which very detailed postulated attacks (‘scenarios’) are identified and 

then simulated or used as a basis for exercises to determine how effectively the PPS 

functions in the scenario. Scenario analysis typically builds on path analysis by 

considering specific methods for defeating sensors, barriers and communication 

systems, and possible diversion or elimination of part of the response force. 

Scenario analysis may be used to identify scenarios in which insiders collude with 

outsider adversaries, to the extent that such scenarios fall within the DBT. 
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System effectiveness may be measured either quantitatively or qualitatively. 

The State should decide which approaches should be used for different types of 

targets, threats and scenarios. It is suggested that the overall PPS effectiveness be 

conservatively defined as the lowest quantitative or qualitative effectiveness of the 

PPS that still meets regulatory objectives, when all adversary paths and credible 

scenarios have been considered.  

Evaluations against outsider threats consider adversary attributes such as the 

numbers of attackers, their equipment, weapons and explosives, and their skills that 

might help them to defeat physical protection measures. Typically, specialized tools 

are included in the path analysis. Scenario analysis is typically performed by using 

subject matter experts to develop the scenarios and then using exercises and/or 

simulations to qualitatively or quantitatively determine system effectiveness. 

Scenario analysis may use information about the path timelines created during path 

analysis. 

There are two general classes of scenario: unauthorized removal and 

sabotage. For unauthorized removal, the adversary needs to gain access to the 

location of the target material and then to remove the nuclear material to a location 

off-site. In the case of Category I nuclear material, an effective response strategy 

would be to deny access to the nuclear material or, if access is achieved, to contain 

the adversaries before they leave the site with the nuclear material. For sabotage, the 

adversary needs to gain access to the target material and/or vital areas and then 

directly sabotage the material or indirectly cause a release of radionuclides by 

sabotaging equipment. In this case, a response strategy would be to deny access to 

the material or equipment at least for the time required to complete the sabotage act. 

• Additional evaluation considerations for insider threats. 

Evaluations should also analyse the vulnerability of the PPS against insider 

threats. Guidance for performing such evaluations is provided in Ref. [9] - 

situations inside the facility or regarding transport, including those related to the 

workforce, employment issues such as performance appraisals, industrial relation 

policies and an absence of security culture, security awareness and trustworthiness 

programmes, may be favourable or conducive to insider attempts to perform 

malicious acts. 

Temporary situations, such as maintenance operations, may lead to a 

significant increase in the number of access authorizations delivered to, for 

example, contracting companies. 

Situations outside the facility or in the vicinity of transport routes, including 

the general attitude of the community, whether the surrounding area is urban or 

rural, and the presence of organized hostile groups, may also be favourable to 

insider threats.  

Any discontented faction among the population and social and political 

animosities should be considered. Special attention should be paid to possible 

connections between these groups and individuals with experience in facility 

operations or with access to the nuclear facility. 
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The operator should be aware of these situations when considering insider 

threats. 

At a minimum, consideration should be given to the following: 

(a) Insiders may hold any position in an organization (e.g. experimenter, 

physical protection system designer, security guard, material handler, clerk, 

custodian, safeguards officer, operational and maintenance worker or senior 

manager). Others not directly employed by the operator but who also have access 

(such as vendors, emergency personnel, including firefighters and first responders, 

contractors, subcontractors and inspectors from regulatory organizations) should 

also be considered. 

(b) Insiders may have: 

(i) Access to some or all areas of a facility, systems, equipment or tools; 

(ii) Authority over operations or personnel; 

(iii) Knowledge of facility layout, transport arrangements and/or processes, 

physical protection, safety systems and other sensitive information; 

(iv) Technical skills and experience; 

(v) Authority to acquire and ability to use tools, equipment, weapons or 

explosives. 

Therefore, insiders may have the opportunity to commit a malicious act 

during normal operating conditions of a facility, maintenance, transport of nuclear 

material or emergencies, and may select the most favourable time to do so. 

For analysis purposes, insider threats may be categorized by whether they are 

passive (for example, merely gathering sensitive information) or active, and if they 

are active whether they are willing to use force against a target or person. Taking 

into account the threat assessment or DBT, the evaluation may include an insider 

colluding with another insider or with outsiders. 

Path timelines for insider threats are used to determine whether there is 

adequate timely detection in an insider scenario for the response to stop the insider 

before a malicious act is completed. The path timeline for an active insider might 

involve a continuous series of tasks, similar to the timeline for the outsider threat 

(see Fig. 2-4), or a non-continuous series of tasks, where some tasks are separated 

by a time interval and/or at different locations. An example of a scenario with a 

continuous timeline might be abrupt theft where the insider attempts to complete 

theft of nuclear material in an uninterrupted scenario. An example of a non-

continuous insider attack would be protracted theft, where the insider attempts to 

steals a series of small amounts of nuclear material by separate thefts over several 

days or weeks. 

 

2.6 Key functions of a physical protection system 

The PPS meets physical protection requirements and accomplishes physical 

protection objectives by deterrence and a combination of detection, delay and 

response -  Ref. [17] (5.4 - 5.7) provides additional, more detailed guidance on these 

key functions of a PPS. 
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• Deterrence. 

Deterrence is achieved when potential adversaries regard a facility as an 

unattractive target and decide not to attack it or abandon their attack plans. To 

promote deterrence the operator may implement observable protection measures 

such as a visible guard presence patrolling around the facility, bright lighting at 

night, bars on windows and vehicle barriers. Deterrence may be helpful in 

discouraging attacks but the effectiveness of deterrence is difficult, if not 

impossible, to measure. 

• Detection. 

Detection is a process in a PPS that begins with sensing a potentially 

malicious or otherwise unauthorized act and is completed when the cause of the 

alarm has been assessed.  

Fig. 2-5 shows the sequence of events associated with detection and 

illustrates that detection is not a single, instantaneous event. To detect an action by a 

potential adversary, all the steps in the sequence need to occur. Information needed 

for making accurate assessments of alarms include details such as who triggered the 

alarm, by doing what, where, and how many people may be involved. The first 

three events in Fig. 2-5 - sensor activated, alarm signal initiated and alarm reported 

- comprise ‘sensing’, while the final event, alarm assessed, is necessary to complete 

the detection process. 

 

 

 

 

 

Fig. 2-5 Detection function in PPS. 

 

The detection sequence starts when a sensor of some kind is activated by any 

cause. Activation of a sensor may be the triggering of a hardware sensor in the PPS 

or may be a report by an individual, such as a guard. 

The effectiveness of the PPS in providing detection depends upon the 

capabilities of the sensor, alarm reporting and assessment systems as well as the 

performance of the CAS operators and any guards or response force members that 

have a role in detection. Technological systems increase the efficiency of all stages 

of the detection process. Where technology is used, the detection system should 

employ sensors and video systems to provide data on sensing and assessment. 

Detection effectiveness is a function of both the probability of detection and 

the time for detection to be completed. The probability of detection consists of the 

probabilities that the action is sensed, that the alarm is then generated and reported, 

and that the alarm is then correctly assessed. The detection time (Fig. 2-4) is the 

sum of the times for each of the four events in Fig. 2-5 to occur. The closer the 

assessment time is to the time when the sensor was activated, the more likely it will 

be that the cause of the alarm can be assessed and the guards can be deployed to 
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interrupt the adversary, if needed. A long delay between sensing and assessment 

favours the adversary by allowing further progression towards the target before the 

response force has been notified of the attack. 

• Delay. 

Delay is the function of the PPS that seeks to slow down an adversary’s 

progress towards a target, thereby providing more time for an effective response. 

Delay can be accomplished by distances and areas that have to bed crossed, and by 

barriers that need to be defeated, including fences, gates, portals, doors, locks, cages 

and activated delay systems. Barriers may deter or defeat the adversary, if they are 

unable to penetrate the barrier. Barriers should be considered as obstacles to delay 

well equipped and determined adversaries.  

Each type of barrier takes time for the adversary to penetrate or defeat. These 

delay times are factors to be considered when designing the PPS. Guards or 

response forces may provide further delay if they are appropriately positioned, 

armed and well-protected. 

The measure of effectiveness of a delay element is the time needed by the 

adversary, after detection, to pass the element providing the delay. Any delay that 

the adversary encounters prior to detection is of no value to the effectiveness of the 

PPS because it does not provide additional time to respond to the adversary. 

(However, external barriers may serve other purposes such as deterrence and 

mitigating the effects of stand-off attacks). Delay is especially critical in cases 

where response forces are not routinely located nearby: sufficient delay needs to be 

provided for the response force to be able to deploy in time to prevent completion of 

the malicious act. 

• Response. 

Response is the function of the PPS that seeks to interrupt and neutralize an 

adversary in the commission of a malicious act. Guards are the personnel who are 

entrusted with responsibility for controlling access, escorting individuals, 

monitoring and assessing alarms in the CAS, patrolling and/or providing the initial 

response. These guards may not be prepared or permitted to provide an armed 

response. The response force consists of persons on-site or off-site who are armed 

and appropriately equipped and trained to interrupt and neutralize an adversary 

attempting unauthorized removal or an act of sabotage. 

 

2.7 Physical protection measures 

The PPS implemented at a nuclear facility should be in accordance with and 

described in detail in a security plan. This plan includes all aspects of the physical 

protection measures found in the PPS design. More detailed advice on the 

implementation of physical protection measures can be found in Ref. [17]. 

Physical protection measures may be classified by the function(s) they 

perform, including detection of adversary actions, access control, detection of 

prohibited items, alarm communication and display, delay and response. Table 2-1 

relates the recommendations in Ref. [1] (sections 4 and 5) for each class of physical 

86



protection measure to the nuclear material category for unauthorized removal and to 

the level of potential consequences for sabotage. The table also lists evaluation and 

performance testing requirements for each protection layer. 

The recommendations for physical protection measures in Ref. [1] are 

organized using the graded approach. The measures recommended for Category II 

nuclear material also include the measures for Category III, and the measures for 

Category I material also include the measures for Category II and Category III. 

 

Table 2-1 Facility physical protection measures: references to REF. [1] 

Threat 

concern  

Unauthorized removal for nuclear 

materials in use and storage 

Sabotage for high 

consequence facilities 

Material 

category  

Category 

III 

Category 

II 

Category I  

Protection 

layer  

Limited 

access 

area 

Protected 

area 

Inner area Protected 

area 

Vital area 

PP Measure  

Detection  4.14, 4.15, 

4.16,  

4.14, 4.15, 

4.16, 4.23, 

4.31  

4.14, 4.15, 

4.16, 4.23, 

4.31, 4.38, 

4.46, 4.47, 

4.48  

5.14, 5.21, 

5.36, 5.37  

5.14, 5.26, 

5.29, 5.33, 

5.36, 5.37  

Alarm 

Assessmen

t  

 4.23, 4.30  4.23, 4.30, 

4.47  

5.21, 5.36  5.36  

Access 

Control  

4.14, 4.17  4.12, 4.17, 

4.24, 4.25, 

4.26, 4.27, 

4.28, 4.30  

4.12, 4.17, 

4.24, 4.25, 

4.26, 4.27, 

4.28, 4.30, 

4.38, 4.40, 

4.42, 4.44, 

4.45  

5.14, 5.22, 

5.23, 5.24, 

5.25, 5.36  

5.14, 5.26, 

5.28, 5.31, 

5.32, 5.34, 

5.35, 5.36  

Contraband 

Detection  

 4.25  4.25, 4.43  5.14, 5.23  5.14  

Central 

Alarm 

Station  

 4.30, 4.31, 

4.32  

4.30, 4.31, 

4.32, 4.47  

5.36, 5.37, 

5.38  

5.36, 5.37, 

5.38  

Access 

Delay  

 4.23  4.23, 4.38, 

4.39, 4.41, 

4.46  

5.14, 5.21  5.14, 5.26, 

5.27, 5.30  

Response  4.15, 4.19, 

4.20  

4.15, 4.19, 

4.20, 4.30, 

4.32, 4.33, 

4.34  

4.15, 4.19, 

4.20, 4.30, 

4.32, 4.33, 

4.34, 4.49  

5.14, 5.36, 

5.38, 5.39, 

5.40, 5.42  

5.14, 5.36, 

5.38, 5.39, 

5.40, 5.42  

87



Evaluation  

Performanc

e Testing  

4.20  4.20, 4.35  4.20, 4.35, 

4.49  

5.15, 5.16, 

5.41  

5.15, 5.16, 

5.34, 5.41  

 

 AreaAll other 

areas of nuclear 

facility, some of 

which may contain 

Category III 

Material, the outer 

blue line of which 

represents the 

perimeter of the 

nuclear facility. 

 Contains Category 

I Material  
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Material, targets 

between the URC 

and HRC and Inner 

and/or Vital Area, 

the outer blue line 

of which 

represents the 

perimeter of the 

protected area  

 Contain targets, the 

sabotage of which 

may lead to HRC 

 

Fig. 2-6 Nuclear facility layout. 
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• Protection areas and layers. 

Figure 2-6 provides a conceptual drawing, based on the recommendations in 

Ref. [1] (4.14, 4.22 - 4.27, 4.37 - 4.40, 4.42 - 4.46, 5.20–5.35), of the different types 

of protection area to provide defence in depth that may be found at a nuclear 

facility, depending on its nuclear material and sabotage targets. These protection 

areas are physically separated through each having its own protection layer. 

Beginning with the innermost area, the requirements for each area’s protection layer 

are discussed in terms of its location, access, detection, delay and response 

recommendations. 

• Limited access area. 

A limited access area is a designated area, containing a nuclear facility, to 

which access is limited and controlled for physical protection purposes. Any 

Category III material held in this area should be protected with the measures listed 

in Table 2-1. (A further area of land outside the boundary of the nuclear facility 

may also be a controlled area, in accordance with national decisions). 

• Protected area. 

Category II material should be secured within a protected area. As part of 

graded protection, a State may consider securing sabotage targets with potential 

consequences between URC and HRC within a protected area. All protected areas 

should be located within a limited access area and follow the appropriate 

recommendations for physical protection measures listed in Table 2-1. A physical 

barrier is specifically recommended at the perimeter of the protected area. 

• Inner areas and vital areas. 

Inner areas are areas containing Category I nuclear material and vital areas 

are areas containing equipment and/or radioactive material, the sabotage of which 

could lead to HRC. An inner area may also be a vital area, in which case the 

measures for both unauthorized removal and sabotage should be implemented. 

Inside the inner area, Category I nuclear material should be stored in a hardened 

room or hardened enclosure. All inner and vital areas should be located within a 

protected area and follow the appropriate recommendations for physical protection 

measures listed in Table 2-1. 

• Central alarm station. 

Central alarm stations (CASs) are recommended for nuclear facilities holding 

Category I and Category II nuclear materials and/or having sabotage targets with 

potential consequences above HRC levels.  

The following recommendation is associated with protection of Category I 

and II materials: 

“A permanently staffed central alarm station should be provided for 

monitoring and assessment of alarms, initiation of response, and communications 
with the guards, response forces, and facility management. Information acquired at 

the central alarm station should be stored in a secure manner. The central alarm 

station should normally be located in a protected area and protected so that its 
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functions can continue in the presence of a threat, e.g., hardened. Access to the 

central alarm station should be strictly minimized and controlled.” (Ref. [1], 4.30). 

For sabotage targets with potential consequences above the HRC level there 

is a recommendation that essentially combines the recommendations from Ref. [1] 

(4.30 - 4.47): 

“A permanently staffed central alarm station should be provided for 

monitoring and assessment of alarms, initiation of response, and communications 

with the guards, response forces, and facility management. Information acquired at 

the central alarm station should be stored in a secure manner. The central alarm 

station should normally be located in a protected area and protected so that its 

functions can continue in the presence of a threat, e.g., hardened. Access to the 

central alarm station should be strictly minimized and controlled. Provisions, 

including redundancy measures, should be in place to ensure that the functions of 

the central alarm station in monitoring and assessment of alarms, initiation of 

response and communication can continue during an emergency (e.g., a backup 

alarm station).” (Ref. [1], 5.36). 

An alarm communication and display system is a primary component of the 

CAS. This system facilitates monitoring and assessment of alarms at the CAS. As a 

minimum, the functions of the system are to: 

- Transmit alarm and video signals from the sensors and cameras to the CAS; 

- Display this information to a security operator for decisions and action; and 

- Assist the CAS operator to assess alarms. 

Good practice for all categories of nuclear material is to design alarm 

communications paths that are redundant (i.e. two or more communications 

systems) and diverse (e.g. the redundant systems use different physical paths). 

Redundancy helps the communications system to be more reliable - - as, if one 

communications path ceases to function, the other(s) can take over that function  

and to be more secure, as the adversary must defeat or compromise at least two 

communications paths instead of one. 

The following recommendations are associated with protection of Category I 

and II materials: 

“Alarm equipment, alarm communications paths and the central alarm 
station should be provided with an uninterruptible power supply and be tamper-

protected against unauthorized monitoring, manipulation and falsification.”  (Ref. 

[1], 4.31). 

“Dedicated, redundant, secure and diverse transmission systems for two 

way voice communication between the central alarm station and the response forces 

should be provided for activities involving detection, assessment and response. 

Dedicated two way secure voice communication should be provided between guards 

and the central alarm station.” (Ref. [1], 4.32). 

For sabotage targets with potential consequences above HRC levels there are 

two similar recommendations in Ref. [1] (5.37 and 5.38).  
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Physical protection measures can be designed and operated to maintain alarm 

communications and display system integrity (denying access to the equipment and 

denying and detecting access to the information) during nuclear security events. 

Tamper indicating sensors in junction boxes and in equipment cabinets may provide 

an additional layer of physical protection. 

The CAS operator is responsible for assessing alarms and initiating the 

appropriate response to events. Because of this critical function, the CAS should 

normally be located within a protected area. Because the CAS is the interface 

between the detection and response functions, the CAS operators should ideally be 

members of the guards and/or response force, as they have sound knowledge and 

understanding of the contingency plans. It is suggested that the functions of the 

CAS are regularly exercised during normal operations and tested for more 

infrequent operations. 

• Continuity of monitoring and assessment of alarms. 

Further recommendations relating to Category I nuclear material and 

sabotage targets with potential consequences above HRC are: 

“Provisions, including redundancy measures, should be in place to ensure 

that the functions of the central alarm station in monitoring and assessment of 

alarms, initiation of response and communication can continue during an 

emergency (e.g. a backup alarm station).” (Ref. [1], 4.47, 5.36). 

The critical functions of the CAS should be maintained when the primary 

console is under threat or compromised, or the CAS is evacuated for safety reasons. 

A backup alarm station may provide continuity of operations for the critical CAS 

functions in such circumstances. Such a backup station therefore needs to be located 

separately from the CAS in a location that ensures continuation of this function. 

PPSs with a CAS and a backup alarm station have the following advantages: 

- Greater hardware reliability, through redundancy of equipment; 

- System operation by one station with oversight surveillance from a backup 

station; 

- The backup station can take over physical protection functions in the event 

of a hardware or personnel failure at the primary station or in case of an attack on 

the primary station; 

-  Improved human reliability through observation of actions from a second 

alarm station. 

• Physical barriers. 

Physical barriers should be placed such that an adversary is delayed, thereby 

allowing the response forces sufficient time to interrupt the adversary task. The 

balanced design concept ensures balanced delay for different paths and scenarios to 

allow the response force sufficient time to defeat the adversary. Under this concept, 

physical barriers are carefully planned to fit the particular location and positioned in 

the path of the adversary. The degree of delay depends on the nature of the 

obstacles employed. Multiple layers of different physical barrier types along all 

possible adversary paths are suggested as ways to complicate the adversary’s 
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progress by requiring a variety of tools and skills consistent with the threat 

assessment/DBT. To aid both assessment and interruption of the adversary at 

predictable locations, consideration should be given to installing physical barriers 

and detection systems adjacent to each other so that the barrier is encountered at 

approximately the same time as a sensor. This arrangement delays the adversary at 

the point of detection and increases the probability of detection of an attack. It is 

suggested that physical barriers that are not covered by an intrusion detection 

system are patrolled randomly or have another form of surveillance in order to 

detect attack on or tampering with the barriers.  

Vehicles can be driven through many types of fence, or gate and vehicle 

barriers. It is specifically recommended to install vehicle barriers at an appropriate 

distance from vital and inner areas. To minimize the probability of breaching any 

secured area, vehicle barriers can be designed and installed in appropriate locations 

on land and water. The orientation of vehicle gates and their approaches can be 

designed to reduce the probability of the gates being breached by vehicles ramming 

them. Approach roads constructed with multiple turns on each side of the gate will 

reduce the speed of vehicles near to the gate, thereby increasing the effectiveness of 

the vehicle barriers. 

• Access control systems. 

Access control systems consist of the hardware and procedures used to verify 

entry authorization and to control the movement of people and material into and out 

of each area. Access control systems manage who is allowed to enter, when they are 

allowed to enter and where the access will occur, and determine the parameters for 

authorized entry. Because access control information is sensitive, access control 

systems need to be suitably protected. 

Access control systems can support the smooth and continuous entry and exit 

of authorized personnel, material and equipment via normal routes while detecting 

and delaying the movement of unauthorized personnel and contraband. The 

objectives of an access control system are to allow only authorized personnel and 

vehicles to enter and exit, to detect and prevent unauthorized movement of material, 

information or equipment into or out of the area, to provide information to the guard 

force to facilitate assessment and response and to assist in authorization decisions 

and determine that personnel are accounted for during nuclear security events and 

emergencies.  

Access control systems need to be installed to control entry to the different 

areas at the nuclear facility, keeping in mind the number of personnel that need to 

enter and exit at each portal and on what schedule. Because the PPS is layered, 

moving from the limited access area to the protected area into any inner areas 

and/or vital areas, the PPS provides different types of detection of increasing rigour. 

As the number of authorized users will be smaller at each successive entry portal, 

this may influence the selection of access control hardware and procedures. 

• Guards and response forces. 

The operator’s responsibilities for providing response, including guards and 

response forces, vary widely among States, usually due to differences in national 
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legislation relating to legal use of force and arrest authority. In some States the 

operator has no responsibility for response forces and depends on the State to 

provide these capabilities, consistent with the legal and regulatory framework. In 

some other States the operator provides both the guards and the response forces, 

using its own staff and/or contracted service providers. In such cases, operators 

retain full responsibility for the ensuring that guards and on-site response forces 

employed by them, whether directly or under contract, fulfil their respective duties, 

as instructed by the operator’s management and detailed in the security plan. 

Even where operators have their own guards and response forces, there may 

also be a law enforcement response by off-site response forces, particularly in the 

case of a serious security event. In such cases, there need to be documented 

arrangements between the operator and external response force organizations which 

detail the objectives, policy and concept of operations for response by all parties, 

including responsibilities for a systematic coordinated and effective response. These 

documented arrangements will help ensure the contingency plans of the operator are 

in full coordination with those of the external response forces. The operator should 

encourage and facilitate the agreed response arrangements being exercised 

periodically. 

Whoever provides the response, the response forces need to be able to 

interrupt and neutralize an adversary having the resources and capabilities described 

in the threat assessment or DBT. 

Interruption begins with communication to the response force and is 

completed when a sufficient number of appropriately trained and equipped 

members of a response force arrive at the appropriate location in time to stop the 

adversary’s progress towards completing a malicious act. Neutralization is the act, 

following interruption, of gaining control of the adversary before their goal is 

accomplished or otherwise causing the adversary to abandon the attempt. For 

effective neutralization, the response force needs to be superior to the adversary in 

terms of numbers, equipment and training.  

Effective communications to the response force provides information about 

the adversary actions and characteristics (including observed numbers and any 

information available about tools, equipment, weapons and vehicles) and 

instructions for deployment. The effectiveness measures for communications with 

the response forces are the probability of accurate communication and the time 

needed to communicate to the response force. 

The PPS may include a communications plan to ensure proper coordination 

of response actions. It is suggested that the communication system used by the 

response force provide the capability for of any responder to covertly send a duress 

signal. Furthermore, some form of communication needs to be able to continue to 

operate if other forms are disabled.  

A rigorous training programme is essential for an effective response. All 

guards and response forces therefore need to participate in frequent training 

appropriate for their position and responsibilities.  
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Recommendations for both guards and response forces to address a nuclear 

security event are listed below: 

“The coordination between the guards and response forces during a nuclear 

security event should be regularly exercised. In addition, other facility personnel 

should be trained and prepared to act in full coordination with the guards, response 

forces and other response teams for implementation of the plans.” (Ref. [1], 3.60). 

Specific recommendations for response to unauthorized removal of Category 

I, II, and III nuclear material are as follows:  

“Provision should be made for detecting unauthorized intrusion and for 

appropriate action by sufficient guards and/or response forces to address a nuclear 

security event.” (Ref. [1], 4.15).  

“The State should ensure that response forces are familiarized with the site 

and nuclear material locations and have adequate knowledge of radiation 

protection to ensure that they are fully prepared to conduct necessary response 

actions, considering their potential impact on safety.” (Ref. [1], 4.20). 

To counter unauthorized removal of Category I and II nuclear material: 

“A 24 hour guarding service and response forces should be provided to 

counter effectively any attempted unauthorized removal… The guards and response 

forces should be trained and adequately equipped for their functions in accordance 

with national laws and regulations. 

“The guards should conduct random patrols of the protected area. The main 

functions of the patrols should be to: 

• Deter an adversary; 

• Detect intrusion;  

• Inspect visually the physical protection components; 

• Supplement the existing physical protection measures; 

• Provide an initial response.” (Ref. [1], 4.33 - 4.34). 

The recommendation quoted above from para 4.34 of Ref. [1] is repeated in 

para. 5.40 in relation to guards’ functions within protected areas to protect against 

sabotage.  

It is good practice for patrols to cover the entire perimeter several times a 

shift, but at random times, so as not to be predictable by an adversary observing the 

facility. During this time, they may also check the integrity of fences, check that 

lighting is functioning and that all gates and doors are appropriately secured. Other 

good practices are to use guards to test operation of sensors at the perimeter of the 

protected area and elsewhere to verify functioning of the detection system, and to 

provide compensatory measures until a failed sensor for example is fixed. 

Training for guard and response forces may include exercising of contingency 

plans, performance testing, table top exercises, modelling and simulation, response 

force exercises and/or force-on-force exercises. 

• Protection measures for stand-off sabotage attacks. 
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For those stand-off attacks that are included in the threat assessment or DBT, 

the State decides which types are the responsibility of the operator (see Chapter I, 

1.2.5 “Identification and assessment of threats”). The first step for the operator in 

providing protection against stand-off attack scenarios is to identify the potential 

vulnerability to stand-off attack of target areas and the material, equipment and 

systems within those areas. This process includes development of sabotage 

scenarios based on the characteristics defined in the threat assessment or DBT and 

an assessment of the impact of those scenarios on targets. Close cooperation 

between safety and physical protection personnel is needed in this endeavour. The 

operator is responsible for the design of protection measures against stand-off 

attacks which, following approval by the competent authority, should be 

implemented. 

Protection measures that may protect against or mitigate the consequences of 

a stand-off attack include increasing the stand-off distance to exceed the range of 

weapons the adversary might use, obscuring  lines of sight to the target from 

potential stand-off attack areas, increasing detection and deterrence through off-site 

patrols and surveillance, using barriers to intercept missiles or absorb blast or 

fragments, modifying layouts of facilities to protect sensitive targets, and hardening 

facilities to resist the attack. 

• Protection measures for airborne and waterborne attacks. 

The threat assessment or DBT may include adversaries who use airborne 

and/or waterborne vehicles for transport in a theft or sabotage scenario (not to be 

confused with an aerial stand-off sabotage attack). In these cases, the adversaries 

may arrive and/or depart the site by air or water and the operator will typically have 

some responsibilities for protecting against these modes of attack.  

Radar, acoustic and seismic sensors can all provide some aerial detection 

capability, but need to be carefully located to provide good coverage with few 

nuisance alarms. Some types of aircraft may be prevented from landing at the site 

due to its small or congested area, or by strategic positioning of poles or other 

physical barriers. 

Based on the DBT and State’s requirements, the operator may implement and 

operate equipment and devices to detect such attacks. 

• Transport of nuclear material. 

The operator of a nuclear facility, as the shipper or receiver, has certain 

responsibilities for the physical protection of nuclear material being transported into 

or out of the facility, e.g. providing advance notification of planned shipments, prior 

agreement with the carrier concerning transfer of physical protection 

responsibilities, search of conveyances, protecting the confidentiality of transport 

information, checking the integrity of packages upon arrival and notifying the 

shipper of such arrival. Furthermore, the operator should ensure that the on-site 

movement of Category I and II nuclear material between two protected areas at the 

nuclear facility is protected in accordance with the State’s requirements for the 

transport of such nuclear material outside the facility. Further comprehensive 

guidance is available in Ref. [2] – “Responsibility of the State” – The responsibility 
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for the establishment, implementation and maintenance of a physical protection 

regime within a State rests entirely with that State. 

It is incumbent upon a State to take appropriate steps to provide a framework 

that will ensure a sound nuclear material physical protection regime exists within its 

State, including those elements of the regime relating to physical protection of 

nuclear materials in transport. 

Each State has a responsibility to regulate the physical protection of nuclear 

material in transport in order to protect the material from unauthorized removal and 

to protect public health and safety from radiological consequences that could result 

from sabotage of the material while in transport. 

Responsibility rests entirely with the State for ensuring that its physical 

protection regime provides a viable framework for seamless integrated protection of 

material under its jurisdiction until responsibility is properly transferred to a transit 

or receiving State. 

The State should ensure that a comprehensive physical protection regime for 

transport of nuclear material is established, implemented and maintained. This 

physical protection regime includes:  

(a) the legislative and regulatory framework governing the physical 

protection of the nuclear material intransport; 

 (b) the institutions and organizations within the State responsible for 

ensuring the implementation of the legislative and regulatory framework, and;  

(c) the transport-specific physical protection systems. Within this context, 

physical protection in transport should be an integral part of the State's overall 

physical protection regime for nuclear material.  

A State should accomplish its responsibilities by having an adequate and 

supportive 1 legislative base and governmental organization. This should include 

the State designating a competent authority or competent authorities that are 

responsible for enforcing the State’s requirements. 

The physical protection elements of the State's nuclear security regime 

relating to nuclear material transport should also be reviewed and updated regularly 

by the competent authority or competent authorities to reflect changes in the threat 

and advances made in physical protection approaches and technologies.  

The State should ensure that the competent authority has effective 

independence. This means that organizational units that are responsible for licensing 

and supervisory activities are protected by regulatory or organizational means 

against any undue influence by other units or bodies on the execution of their tasks. 

If the transport elements of the State’s regime of physical protection are divided 

between two or more authorities, arrangements should be made for overall co-

ordination. 

Clear lines of responsibility should be established by every State assigned and 

recorded between the relevant entities so that continuous protection of the material 

is ensured. 
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CHAPTER III 

REQUIREMENTS FOR MEASURES AGAINST UNAUTHORIZED 

REMOVAL OF NUCLEAR MATERIAL IN USE AND STORAGE 

 

An objective of the State’s physical protection regime is to prevent 

unauthorized removal. An associated objective of the State’s physical protection 

regime, also addressed in this section, is to ensure the implementation of rapid and 

comprehensive measures to locate and recover missing or stolen nuclear material. 

Measures to locate and recover nuclear material after the reporting of itas lost, 

missing or stolen to a competent authority are addressed in IAEA Nuclear Security 

Series No. 15, “Nuclear Security Recommendations on Nuclear and Other 

Radioactive Material out of Regulatory Control” [19]. 

In tihis guide is written that the overall objective of a State’s nuclear security 

regime is to protect persons, property, society, and the environment from the 

harmful consequences of a nuclear security event. With the aim of achieving this 

objective, States should establish, implement, maintain and sustain an effective and 

appropriate nuclear security regime to prevent, detect and respond to such events. 

The nuclear security regime covers nuclear material and other radioactive material, 

whether it is under or out of regulatory control, and associated facilities and 

associated activities throughout their lifetimes.  

The overall objective could be achieved by the implementation of all the 

nuclear security recommendations publications, including the Nuclear Security 

Recommendations on Physical Protection of Nuclear Material and Nuclear 

Facilities (INFCIRC/225/Revision 5) and on Radioactive Material and Associated 

Facilities in a consistent manner. The objectives of a nuclear security regime for 

nuclear and other radioactive material out of regulatory control are achieved by: 

- A comprehensive and complete set of legislative provisions for 

providing relevant administrative and enforcement powers to the various competent 

authorities within the State, so that they can undertake their activities in an effective 

manner; 

- Provision of sufficient and sustained resources to the various competent 

authorities to enable them to carry out their assigned functions, including: 

(1) Measures to prevent a criminal act, or an unauthorized act, with nuclear 

security implications involving nuclear and other radioactive material out of 

regulatory control. 

(2) Detection, through an instrument alarm and/or an information alert, of the 

presence or indications of a criminal act, or an unauthorized act, with nuclear 

security implications involving nuclear or other radioactive material that is out of 

regulatory control and, in particular to: 

• Develop a national detection strategy; 

• Establish detection systems; 
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• Perform the initial assessment of the instrument alarms and information 

alerts promptly to determine if a nuclear security event has occurred. 

(3) Response to the nuclear security event, in particular to: 

• Notify the competent authorities; 

• Assess the validity and potential consequences of the nuclear security 

event; 

• Locate, identify, categorize and characterize nuclear or other 

radioactive material; 

• Secure such material and apply other response measures appropriate to 

the nuclear security event, such as neutralization of the device; 

• Recover, detain and/or seize and place such material under regulatory 

control; 

• Collect, preserve, store, transport and analyse evidence, including the 

application of nuclear forensics measures, related to a criminal act, or an 

unauthorized act, with nuclear security implications that involves such material; 

• Apprehend and subsequently prosecute or extradite alleged offenders. 

The essential elements of the State’s nuclear security regime are applicable to 

the nuclear security recommendations on nuclear and other radioactive material out 

of regulatory control and should be referred to in the establishmentand 

implementation of the State’s nuclear security regime, as appropriate.  

As part of an overall framework, the State should establish and maintain 

effective executive, judicial, legislative and regulatory frameworks to govern the 

detection of and response to a criminal act, or an unauthorized act, with nuclear 

security implications involving any nuclear or other radioactive material that is out 

of regulatory control. Responsibilities should be clearly defined for implementing 

various elements of nuclear security and assigned to the relevant competent 

authorities. 

In establishing legislative and regulatory frameworks to govern nuclear 

security, the State should define the conduct which it considers to be a criminal act, 

or an unauthorized act, with nuclear security implications. 

The State should establish criminal offences under domestic law which 

should include the wilful, unauthorized acquisition, possession, use, transfer or 

transport of nuclear or other radioactive material consistent with international 

treaties, conventions and legally binding United Nations Security Council 

resolutions. 

The State should also establish as criminal offences a threat or attempt to 

commit an offence.  

The State should consider establishing as criminal offences, unlawful scams 

or hoaxes with nuclear security implications. 

The State should establish its jurisdiction over any criminal act associated 

with a nuclear security event when the offence is committed in the territory of that 

State or on board a ship or aircraft registered in that State or when the alleged 
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offender is a national of that State or when the alleged offender is present in its 

territory and it does not extradite the alleged offender. 

Effective and sustainable detection and response measures rely on 

multidisciplinary infrastructures implemented by several independent competent 

authorities in the State.  

The State should ensure proper cooperation, coordination, information 

exchange and integration of activities and clearly defined responsibilities across 

multiple competent authorities, and establish a coordinating mechanism or identify 

an existing governmental body, committee or organization to act as the coordinating 

body.  

In carrying out the nuclear security measures, the State should take into 

consideration the results of the threat assessment. The State should ensure effective 

coordination among the different levels and jurisdictions of federal, state, and local 

authorities. 

The State should promote a nuclear security culture. The foundation of such a 

culture should be the recognition that a credible threat exists, that preserving nuclear 

security is important, and that the role of the individual is important.  

The State should ensure that the various competent authorities responsible for 

relevant nuclear security measures develop a nuclear security culture, with the 

necessary training and exercises, and have the appropriate resources to deal with the 

management of an alarm or an alert, and with any consequent nuclear security 

event. 

The State should ensure effective cooperation with other States and with the 

relevant international organizations regarding any nuclear security event as outlined 

in this publication. In particular, the State should nominate a national point of 

contact for other States and for the relevant international organizations for all 

matters related to detection of and response to such acts. 

States should exchange accurate and verified information on nuclear security 

events in accordance with international obligations and national legislation, taking 

into account the designation of roles and responsibilities described in paragraph  

and information security measures. States should identify and make known to each 

other directly or through the IAEA, the United Nations, or other relevant 

international organizations, as appropriate, their points of contact for detection of 

and response to nuclear security events. 

The State should inform the IAEA, the United Nations or other 

relevantinternational organizations of cases of nuclear security events involving 

nuclear or other radioactive material or seizures thereof in accordance with its 

international obligations and national legislation. 

The State should provide information concerning any loss of control over 

nuclear or other radioactive material, or any other nuclear security events, with 

potential transboundary effects, to potentially affected States through bilateral or 

multilateral mechanisms, in accordance with its international obligations and 

national legislation. 
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The State should participate in and report relevant nuclear security events to 

applicable regional and international information databases in accordance with its 

international obligations and national legislation. One example is the IAEA’s Illicit 

Trafficking Database (ITDB). 

The State should consider exchanging information on lessons learned after 

relevant nuclear security events. 

Levels of protection defined in this section are based on categorization 

ofnuclear material for use in the construction of a nuclear explosive device. 

However, nuclear material is radioactive material, which has also to be protected 

against unauthorized removal that could have significant consequences if dispersed 

or used otherwise for a malicious purpose. Protection requirements against 

unauthorized removal of nuclear material for potential subsequent offsite 

radiological dispersal are provided in IAEA Nuclear Security Series No. 14, 

“Nuclear Security Recommendations on Radioactive Material and Associated 

Facilities [20]. 

According to this guide, the objectives of a nuclear security regime for 

radioactive material, associated facilities and associated activities should be: 

- Protection against unauthorized removal of radioactive material used in 

associated facilities and in associated activities; 

- Protection against sabotage of other radioactive material, associated 

facilities and associated activities; 

- Ensuring the implementation of rapid and comprehensive measures to 

locate, recover, as appropriate, radioactive material which is lost, missing or stolen 

and to re-establish regulatory control. 

The third objective is mainly related to radioactive material out of regulatory 

control, which is addressed in IAEA Nuclear Security Series No. 15, Nuclear 

Security Recommendations on Nuclear and Other Radioactive Material out of 

Regulatory Control. 

These objectives are realized through security measures to deter, detect, delay 

and respond to a potential malicious act, and to provide for the security 

management of radioactive material and associated facilities and associated 

activities. 

These security measures should be based on a risk informed graded approach 

so that similar security is provided for material capable of resulting in similar 

potential radiological consequences arising from use in a malicious act. 

They should also use the concept of defence in depth. 

Recognizing the societal benefits of using radioactive material, the nuclear 

security regime should strive to achieve a balance between managing radioactive 

material securely without unduly limiting the conduct of those beneficial activities. 

The State should clearly define and assign nuclear security responsibilities to 

competent authorities, noting that they may include regulatory bodies, law 

enforcement, customs and border control, intelligence and security agencies, health 

agencies, etc. Provision should be made for appropriate integration and coordination 
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of responsibilities within the State’s nuclear security regime. Clear lines of 

responsibility and communication should be established and recorded between the 

competent authorities. 

The State should ensure effective overall cooperation and relevant 

information sharing between the competent authorities. This should include sharing 

of relevant information (such as information about the threat to be protected against 

and other useful intelligence) in accordance with national regulations. 

The State should establish, implement, and maintain an effective national 

legislative and regulatory framework to regulate the nuclear security of radioactive 

material, associated facilities and associated activities, which: 

- Takes into account the risk of malicious acts involving radioactive 

material that could cause unacceptable radiological consequences; 

- Defines the radioactive material, associated facilities and associated 

activities which are subject to the nuclear security regime in terms of nuclides and 

quantities of radioactive material present; 

- Prescribes and assigns governmental responsibilities to relevant entities 

including an independent regulatory body; 

- Places the prime responsibility on the operator, shipper and/or carrier 

for implementing and maintaining security measures for radioactive material; 

- Establishes the authorization process for radioactive material, 

associated facilities and associated activities. As appropriate, the authorization 

process concerning the security of radioactive material could be integrated within 

one defined for safety or radiation protection; 

- Establishes the inspection process for security requirements; 

- Establishes the enforcement process for the failure to comply with 

security requirements established under legislative and regulatory framework; 

- Establishes sanctions against the unauthorized removal of radioactive 

material and sabotage of associated facilities and associated activities; 

- Takes into account the interface between security and safety of 

radioactive material. 

The State should take appropriate steps within the legislative and regulatory 

framework to establish and ensure the proper implementation of its nuclear security 

regime throughout the life cycle of the radioactive material. 

The State should designate one or more competent authorities, including a 

regulatory body, for the establishment, implementation and maintenance of a 

nuclear security regime, which have a clearly defined legal status and independence 

from the operator, shipper and/or carrier and which have the legal authority to 

enable them to perform their responsibilities and functions effectively. 

The State should ensure that the regulatory body and other competent 

authorities are adequately provided with the necessary authority, competence and 

financial and human resources to fulfil their assigned nuclear security 

responsibilities. 
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The State should establish requirements in accordance with national practices 

to ensure appropriate protection of specific or detailed information, which could 

compromise the security of radioactive material, associated facilities and associated 

activities if the information were disclosed. 

The State should ensure that measures, consistent with national practices, are 

in place to ensure the trustworthiness of persons with authorized access to sensitive 

information or, as applicable, to radioactive material, associated facilities and 

associated activities. 

The State should establish, develop and maintain a national register of 

radioactive material over thresholds defined by the State. This national register 

should, as a minimum, include Category 1 and 2 radioactive sealed sources, as 

described in the Code of Conduct on the Safety and Security of Radioactive 

Sources. Other radioactive material could, as appropriate, be included in this 

register. 

With the aim of preventing a malicious act, security measures should be 

designed to: 

- Deter malicious acts; 

- Detect and delay unauthorized access to or unauthorized removal of the 

radioactive material; 

- Allow rapid assessment any nuclear security events to enable 

appropriate response initiation and to allow recovery or mitigation efforts to start as 

soon as possible; 

- Provide for rapid response to any attempted or actual unauthorized 

access to radioactive material, or to other nuclear security events involving 

radioactive material. 

These two sets of requirements for protection against unauthorized removal 

should be considered and implemented in a manner such that the more stringent 

requirements for physical protection are applied. When implementing requirements 

for protection against unauthorized removal, the requirements for the protection 

against sabotage addressed in Chapter IV should also be taken into account. 

Appropriate physical protection measures should then be designed based on the 

more stringent applicable requirements and implemented for both in an integrated 

manner. 

 

3.1 Categorization 

The primary factor in determining the physical protection measures against 

unauthorized removal is the nuclear material itself. Table 3-1 categorizes the 

different types of nuclear material in terms of element, isotope, quantity and 

irradiation. This categorization is the basis for a graded approach for protection 

against unauthorized removal of nuclear material that could be used in a nuclear 

explosive device, which itself depends on the type of nuclear material (e.g. 

plutonium and uranium), isotopic composition (i.e. content of fissile isotopes), 

physical and chemical form, degree of dilution, radiation level, and quantity. 
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According to footnote ‘e’ in Table 3-1, the protection of nuclear material with 

a radiation level that exceeds 1 Gy/h (100 rad/h) at 1 m unshielded, which is 

classified as Category I or II before irradiation, may be reduced one category level 

below that determined by the fissile content of the material. However, if the threat 

assessment or design basis threat includes an adversary who is willing to perform a 

malicious act, States should carefully consider whether or not to  

 

Table 3-1 Categorization of nuclear material 

 

Material Form Category 1 Category II Category III
c
 

1. Plutonium
a
 Unirradiated

b 
2 kg or more Less than 2 

kg but more 

than 500 g 

500 g or less 

but more than 

15 g 

 

2. Uranium-235 

(
235

U) 

Unirradiated
b 

-  Uranium 

enriched to 20% 
235

U or more 

5 kg or more Less than 5 

kg but more 

than 1 kg 

1 kg or less 

but more than 

15 g 

 -  Uranium 

enriched to 10% 
235

U but less than 

20% 
235

U 

 10 kg or 

more 

Less than 

10kg but 

more than  

1 kg 

 - Uranium 

enriched above 

natural, but less 

than 10% 
235

U 

 

 

 

 

10 kg or more 

3. Uranium-233 

(
233

U) 

Unirradiated
b
 2 kg or more Less than 2 

kg but more 

than 500 g 

500 g or less 

but more than 

15 g 

4. Irradiated fuel 

(The categorization 

of irradiated fuel in 

the table is based on 

international 

transport 

considerations. The 

State may assign a 

different category 

for domestic use, 

storage and 

transport taking all 

relevant factors into 

account.) 

 

 

 

 

 

Depleted or 

natural 

uranium, 

thorium or 

low enriched 

fuel (less 

than 10% 

fissile 

content)*
8 
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Note: This table is not to be used or interpreted independently of the text of 

the entire publication.  
a
   All plutonium except that with isotopic concentration exceeding 80% in 

plutonium-238. 
b
   Material not irradiated in a reactor or material irradiated in a reactor but 

with a radiation level equal to or less than 1 Gy/h. (100 rad/h) at 1 m unshielded.     
c
   Quantities not falling in Category III and natural uranium, depleted 

uranium and thorium should be protected at least in accordance with prudent 

management practice.  
d
   Although this level of protection is recommended, it would be open to 

States, upon evaluation of the specific circumstances, to assign a different category 

of physical protection. 
e
   Other fuel which by virtue of its original fissile material content is 

classified as Category I or II before irradiation may be reduced one category level 

while the radiation level from the fuel exceeds I Gy/h (100 rad/h) at one metre 

unshielded. 

Nuclear material, which is in a form that is no longer usable for any nuclear 

activity, minimizes environmental dispersal and is practicably irrecoverable, may be 

protected against unauthorized removal in accordance with prudent management 

practice. 

In determining the levels of physical protection in a facility, which may 

consist of several buildings, the operator may identify, in agreement with the State’s 

competent authority, part of the nuclear facility which contains nuclear material of a 

different category and which is therefore protected at a different level than the rest 

of the nuclear facility. Conversely, consideration may need to be given to adding 

together the total amount of nuclear material contained in a number of buildings to 

determine the appropriate protection arrangements for this group of buildings. 

 

3.2 Requirements for physical protection against unauthorized removal 

in use and storage 

The physical protection system of a nuclear facility should be integrated and 

effective against both sabotage and unauthorized removal. Computer based systems 

used for physical protection, nuclear safety, and nuclear material accountancy and 

control should be protected against compromise (e.g. cyber attack, manipulation or 

falsification) consistent with the threat assessment or design basis threat. 

The operator should assess and manage the physical protection interface with 

safety and nuclear material accountancy and control activities in a manner to ensure 

that they do not adversely affect each other and that, to the degree possible, they are 

mutually supportive. 

Nuclear material that is required to be protected in accordance with prudent 

management practice (see Table 3-1, footnote c) should be secured against 

unauthorized removal and unauthorized access. 

• Requirements for Categories I, II and III nuclear material. 
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In additio, the following recommendations apply to Categories I, II and III 

nuclear material. Nuclear material should be used or stored within at least a limited 

access area. Provision should be made for detecting unauthorized intrusion and for 

appropriate action by sufficient guards and/or response forces to address a nuclear 

security event. 

Every nuclear material handler should be required to conform to procedures 

for transferring custody of the nuclear material to the succeeding handler. 

Additionally, nuclear material handlers should endeavour to ascertain on reporting 

for duty that no interference with or unauthorized removal has taken place. 

Technical means and procedures for access control, such as keys and computerized 

access lists, should be protected against compromise, e.g. manipulation or 

falsification. 

For movements of Category III nuclear material within a limited access area, 

the operator should apply all prudent and necessary physical protection measures. 

Contingency plans should be prepared to counter malicious acts effectively and to 

provide for appropriate response by guards or response forces. Such plans should 

also provide for the training of facility personnel in their actions. 

The State should ensure that response forces are familiarized with the site and 

nuclear material locations and have adequate knowledge of radiation protection to 

ensure that they are fully prepared to conduct necessary response actions, 

considering their potential impact on safety. 

• Requirements for Categories I and II nuclear material 

The following recommendations apply to Categories I and II nuclear material: 

Nuclear material should be used or stored within at least a protected area. A 

protected area should be located inside a limited access area. The protected area 

perimeter should be equipped with a physical barrier, intrusion detection and 

assessment to detect unauthorized access. These protection measures should be 

configured to provide time for assessment of the cause of alarms, and provide 

adequate delay for an appropriate response, under all operational conditions. Alarms 

generated by intrusion detection sensors should be promptly and accurately assessed 

and appropriate action taken. 

The number of access points into the protected area should be kept to the 

minimum necessary. All points of potential access should be appropriately secured 

and fitted with alarms. 

Vehicles, persons and packages entering and leaving the protected area 

should be subject to search for detection and prevention of unauthorized access and 

of introduction of prohibited items or removal of nuclear material, as appropriate. 

Entry of vehicles into the protected area should be strictly minimized and limited to 

designated parking areas. 

Only authorized persons should have access to the protected area. Effective 

access control measures should be taken to ensure the detection and prevention of 

unauthorized access. The number of authorized persons entering the protected area 

should be kept to the minimum necessary. Persons authorized unescorted access to 

the protected area should be limited to persons whose trustworthiness has been 
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determined. Persons whose trustworthiness has not been determined such as 

temporary repair, service or construction workers and visitors should be escorted by 

persons authorized unescorted access. 

The identity of authorized persons entering the protected area should be 

verified. Passes or badges should be issued and visibly displayed inside the 

protected area. A record should be kept of all persons who have access to or 

possession of keys, keycards and/or other systems, including computer systems that 

control access to nuclear material. 

On-site movements between two protected areas should be treated in 

compliance with the requirements for nuclear material during transport, after taking 

into account existing physical protection measures at the facility. 

A permanently staffed central alarm station should be provided for 

monitoring and assessment of alarms, initiation of response, and 

communicationwith the guards, response forces, and facility management. 

Information acquired at the central alarm station should be stored in a secure 

manner. The central alarm station should normally be located in a protected area 

and protected so that its functions can continue in the presence of a threat, e.g. 

hardened. Access to the central alarm station should be strictly minimized and 

controlled. 

Alarm equipment, alarm communication paths, and the central alarm station 

should be provided with an uninterruptible power supply and be tamper protected 

against unauthorized monitoring, manipulation and falsification. Dedicated, 

redundant, secure and diverse transmission systems for two way voice 

communication between the central alarm station and the response forces should be 

provided for activities involving detection, assessment and response. Dedicated two 

way secure voice communication should be provided between guards and the 

central alarm station. 

A 24 hour guarding service and response forces should be provided to counter 

effectively any attempted unauthorized removal. The central alarm station personnel 

and off-site response forces should communicate at scheduled intervals. The guards 

and response forces should be trained and adequately equipped for their functions in 

accordance with national laws and regulations. 

The guards should conduct random patrols of the protected area. The main 

functions of the patrols should be to: 

• Deter an adversary; 

• Detect intrusion; 

• Inspect visually the physical protection components; 

• Supplement the existing physical protection measures; 

• Provide an initial response. 

Evaluations, including performance testing, of the physical protection 

measures and of the physical protection system, including timely response of the 

guards and response forces should be conducted regularly to determine reliability 

and effectiveness against the threat. These should be carried out with full 
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cooperation between the operator and response forces. Significant deficiencies and 

action taken should be reported as stipulated by the competent authority. 

• Requirements for Category I nuclear materials. 

The following recommendations apply to Category I nuclear material. 

Nuclear material should be used or stored within an inner area. An inner area 

could also be a vital area. An inner area should provide an additional layer to the 

protected area for detection, access control and delay against unauthorized removal. 

Inner areas should be appropriately secured and fitted with alarms when unattended. 

Inner areas should provide delay against unauthorized access to allow for a timely 

and appropriate response to an unauthorized removal. Delay measures should be 

designed considering both insiders’ and external adversaries’ capabilities, and 

should take into account and be balanced for all potential points of intrusion. The 

number of access points to the inner areas should be kept to the minimum necessary 

(ideally only one). All points of potential access should be appropriately secured 

and fitted with alarms. 

Vehicle barriers should be installed at an appropriate distance from the inner 

area to prevent the penetration of unauthorized land and waterborne vehicles 

specified in the design basis threat that could be used by an adversary for 

committing a malicious act. Attention should also be given to providing protection 

measures against any airborne threat specified in the design basis threat for the 

operator. 

Only authorized persons should have access to the inner area. Effective 

access control measures should be taken to ensure the detection and prevention of 

unauthorized access. The number of authorized persons entering the inner area 

should be kept to the minimum necessary. Persons with authorized access to the 

inner area should be limited to those whose trustworthiness has been determined. In 

exceptional circumstances and for a limited period, persons whose trustworthiness 

has not been determined should be provided access only when escorted by persons 

authorized unescorted access. 

Vehicles, persons and packages should be subject to search on entering both 

the protected and inner areas for detection and prevention of unauthorized access 

and of introduction of prohibited items. Vehicles, persons and packagesleaving the 

inner area should be subject to search for detection and prevention of unauthorized 

removal. Instruments for the detection of nuclear material, metals, and explosives 

could be used for such searches. Private vehicles should be prohibited access to 

inner areas. 

Records should be kept of all persons who access inner areas and of all 

persons who have access to or possession of keys, keycards and/or other systems, 

including computer systems, that control access to inner areas. 

Inside the inner area, nuclear material should be stored in a hardened room 

(‘strong room’) or hardened enclosure that provides an additional layer of detection 

and delay against removing the material. This storage area should be locked and 

alarms activated except during authorized access to the material. When nuclear 
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material is kept in an unoccupied work area outside this storage area, e.g. overnight, 

equivalent compensatory physical protection measures should be established. 

Provisions, including redundancy measures, should be in place to ensure that 

the functions of the central alarm station in monitoring and assessment of alarms, 

initiation of response and communication can continue during an emergency (e.g. a 

backup alarm station). 

To counter the insider threat, whenever an inner area is occupied, detection of 

unauthorized action should be achieved by constant surveillance (e.g. the two 

person rule). 

Guards and response forces should provide an effective and timely response 

to prevent an adversary from completing the unauthorized removal. At least 

annually, performance testing of the physical protection system should include 

appropriate exercises, for example force-on-force exercises, to determine if the 

guards and the response forces can reach this objective. 

 

3.3 Requirements for measures to locate and recover missing or stolen 

nuclear material 

• Scope and boundary. 

This section provides recommendations for the State and operator that hould 

participate in a coordinated response for the location and recovery ofmissing or 

stolen nuclear material. For the operator, these location and recovery measures 

should include on-site operations and appropriate assistance to the State 

organizations for off-site operations. 

• Requirements for the State. 

The State should ensure that its physical protection regime includes rapid 

response and comprehensive measures to locate and recover missing or stolen 

nuclear material. These location and recovery measures should include on-site and 

off-site operations. 

The State should define the roles and responsibilities of appropriate State 

response organizations and operators to locate and to recover any missing or stolen 

nuclear material. The State should ensure that contingency plans - including 

interfaces with safety, as appropriate - are established by operators to locate and to 

recover any missing or stolen nuclear material. 

The responsible State organizations should develop contingency plans for the 

rapid location and recovery of nuclear material which has been declared missing or 

stolen from facilities. For the coordination of location and recovery operations, the 

State should develop arrangements and protocols between appropriate State 

response organizations and operators. The arrangements should be clearly 

documented and this documentation should be made available to all relevant 

organizations. 

The State should ensure that operators and appropriate State response 

organizations conduct exercises to assess and validate the contingency plans and 

also to train the various participants in how to react in such a situation. The State 
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should ensure that contingency plans for location and recovery are regularly 

reviewed and updated. 

• Requirements for the operator. 

The recommendations for the operator are organized by the following process 

for the location and recovery of missing or stolen nuclear material. The steps in this 

process include detection, confirmation, declaration, location, securing and return of 

the missing or stolen nuclear material. 

The operator should ensure that any missing or stolen nuclear material is 

detected in a timely manner by means such as the system for nuclear material 

accountancy and control and the physical protection system (e.g. periodic 

inventories, inspections, access control searches, radiation detection screening). 

The operator should confirm any missing or stolen nuclear material by means 

of a rapid emergency inventory as soon as possible within the time period specified 

by the State. A system for nuclear material accountancy and control should provide 

accurate information about the potentially missing nuclear material in the facility 

following a nuclear security event and  should notify the competent authority and 

other relevant State organizations of missing or stolen nuclear material as specified 

by the State. 

The operator’s measures to locate and recover missing or stolen nuclear 

material should be included in its contingency plan, and should be regularly tested 

and evaluated. Appropriate joint exercises should be held with the competent 

authority and other State organizations. The operator should take all appropriate 

measures to locate, as soon as possible, any declared missing or stolen nuclear 

material on-site and possibly off-site (in hot pursuit) in accordance with the legal 

and regulatory framework and the contingency plan. 

As soon as possible after the missing or stolen nuclear material has been 

located and identified, the operator should, in accordance with the contingency plan, 

secure this material in situ and then return it to an appropriate nuclear facility with 

due authorization from the competent authority. The operator should provide any 

other necessary assistance to the State organizations to locate and recover nuclear 

material and should cooperate during subsequent investigations and prosecution. 
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CHAPTER IV 

REQUIREMENTS FOR MEASURES AGAINST SABOTAGE OF 

NUCLEAR FACILITIES AND NUCLEAR MATERIAL IN USE AND 

STORAGE 

 

An objective of the State’s physical protection regime is to protect against 

sabotage. An associated objective of the State’s physical protection regime also 

addressed in this section is to ensure the implementation of rapid and 

comprehensive measures to mitigate or minimize the radiological consequences of 

sabotage, taking emergency plans into account. This section applies to nuclear 

facilities, including nuclear reactors (nuclear power plants and research reactors) 

and nuclear fuel cycle facilities (including conversion, enrichment, fabrication, 

reprocessing, and storage facilities). Nuclear facilities frequently contain other 

hazardous material that could have severe non-radiological consequences but this 

section does not address such material. 

The recommendations for physical protection measures in this section are 

made on the basis of the potential radiological consequences resulting from an act 

of sabotage. The categorization specified in above, is based on the attractiveness of 

material for the potential construction of a nuclear explosive device, and cannot be 

directly applied to protection against sabotage. 

When implementing requirements for protection against sabotage, the 

requirements for the protection against unauthorized removal, should also be taken 

into account. Appropriate physical protection measures should then be designed 

based on the more stringent applicable requirements and implemented for both in an 

integrated manner. 

This section presents the approach to be used to define the nuclear facilities 

and nuclear material which require protection against sabotage. 

 

4.1 Basis for a graded approach for physical protection against sabotage 

For each nuclear facility, an analysis, validated by the competent authority, 

should be performed to determine whether the radioactive inventory has the 

potential to result in unacceptable radiological consequences as determined by the 

State, assuming that the sabotage acts will be successfully completed while ignoring 

the impact of the physical protection or mitigation measures. 

On the basis of these analyses, the State should consider the range of 

radiological consequences that can be associated with all its nuclear facilities and 

should appropriately grade the radiological consequences that exceed its limits for 

unacceptable radiological consequences in order to assign appropriate levels of 

protection. In accordance with the fundamental principle of graded approach, the 

State should define a set of physical protection design objectives and/or measures 

for each assigned level of protection. 

If the potential radiological consequences of sabotage are less severe than the 

unacceptable radiological consequences defined by the State, then the operator 
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should still protect safety related equipment and devices by controlling access to 

them and securing them. If the potential radiological consequences of sabotage 

exceed the State’s unacceptable radiological consequences, then the operator should 

identify equipment, systems or devices, or nuclear material, the sabotage of which 

could directly or indirectly lead to this condition as potential sabotage targets and 

protect them in accordance with the following design process and protection 

requirements. The results of safety analysis provide useful input, including target 

identification and potential radiological consequences, and should be considered 

during design of the physical protection system. 

 

4.2 Requirements for the process to design a physical protection system 

against sabotage 

This section presents the process to be used to design the physical protection 

system of a nuclear facility and nuclear material which require protection against 

sabotage. 

Using the threat assessment or design basis threat, the operator - in 

cooperation with the State’s competent authority - should define credible scenarios 

by which adversaries could carry out sabotage of nuclear facilities and nuclear 

material. When defining scenarios, the operator should consider the location of the 

nuclear facility and all nuclear material and other radioactive material, including 

radioactive waste, especially those at the same location inside a nuclear facility. 

Sabotage scenarios should consider external and/or insider adversaries who attempt 

to disperse nuclear material or other radioactive material or to damage or interfere 

with equipment, systems, structures, components or devices, including possible 

stand-off attack, consistent with the State’s threat assessment or design basis threat. 

The operator should design a physical protection system that is effective 

against the defined sabotage scenarios and complies with the required level of 

protection for the nuclear facility and nuclear material. The physical protection 

system against sabotage should be designed as an element of an integrated system to 

prevent the potential consequences of sabotage by taking into account the 

robustness of the engineered safety and operational features, and the fire protection, 

radiation protection and emergency preparedness measures. 

The physical protection system should be designed to deny unauthorized 

access of persons or equipment to the targets, minimize opportunity of insiders, and 

to protect the targets against possible stand-off attacks consistent with the State’s 

threat assessment or design basis threat. The response strategy should include denial 

of adversary access to the sabotage targets or denial of adversary task completion at 

the sabotage targets. Denying access to the targets or denial of adversary task 

completion is accomplished by the primary physical protection functions of 

detection, delay and response, whereas protecting against stand-off attacks involves 

facility design considerations, barrier design considerations to implement a stand-

off distance, and other disruption measures. 

The operator should evaluate and the competent authority should validate the 

design of physical protection system effectiveness to verify that it complies with the 
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required level of protection for the nuclear facility and nuclear material. If the 

evaluation of the design of physical protection system indicates that it is ineffective, 

then the operator should redesign the physical protection system and re-evaluate its 

effectiveness. 

The physical protection system of a nuclear facility should be integrated and 

effective against both sabotage and unauthorized removal. The operator should 

assess and manage the physical protection interface with safety activities in a 

manner to ensure that they do not adversely affect each other and that, to the degree 

possible, they are mutually supportive. 

Computer based systems used for physical protection, nuclear safety, and 

nuclear material accountancy and control should be protected against compromise 

(e.g. cyber attack, manipulation or falsification) consistent with the threat 

assessment or design basis threat. 

 

4.3 Requirements for physical protection against sabotage at nuclear 

facilities 

This section provides recommendations for physical protection at nuclear 

facilities, including nuclear power plants, the sabotage of which could lead to high 

radiological consequences, and for other nuclear facilities. 

• Requirements for high consequence facilities including nuclear 

power plants.  

Nuclear material in an amount which if dispersed could lead to high 

radiological consequences and a minimum set of equipment, systems or devices 

needed to prevent high radiological consequences, should be located within one or 

more vital areas, located inside a protected area. A protected area should be located 

inside a limited access area. The protected area perimeter should be equipped with a 

physical barrier, intrusion detection and assessment to detect unauthorized access. 

These protection measures should be configured to provide time for assessment of 

the cause of alarms, and provide adequate delay for an appropriate response, under 

all operational conditions. Alarms generated by intrusion detection sensors should 

be promptly and accurately assessed, and appropriate action taken. 

The number of access points into the protected area should be kept to the 

minimum necessary. All points of potential access should be appropriately secured 

and fitted with alarms. Vehicles, persons and packages entering the protected area 

should be subject to search for detection and prevention of unauthorized access and 

of introduction of prohibited items. Instruments for the detection of nuclear 

material, metal, and explosives can be used for such searches. Entry of vehicles into 

the protected area should be strictly minimized and limited to designated parking 

areas. 

Only authorized persons should have access to the protected area. Effective 

access control measures should be taken to ensure the detection and prevention of 

unauthorized access. The number of authorized persons entering the protected area 

should be kept to the minimum necessary. Authorized unescorted access to the 

protected area should be limited to persons whose trustworthiness has been 

112



determined. Persons whose trustworthiness has not been determined, such as 

temporary repair, service or construction workers and visitors, should be escorted 

by persons authorized for unescorted access. The identity of authorized persons 

entering the protected area should be verified. Passes or badges should be issued 

and visibly displayed inside the protected area. 

A vital area should provide an additional layer to the protected area for 

detection, access control and delay. Vital areas should be appropriately secured and 

alarmed when unattended. Vital areas should provide delay against unauthorized 

access to allow for a timely and appropriate response to an act of sabotage 

consistent with the design basis threat. Delay measures should be designed 

considering both the insiders’ and external adversaries’ capabilities, and should take 

into account and be balanced for all potential points of intrusion. 

The number of access points to the vital areas should be kept to the minimum 

necessary (ideally only one). All points of potential access should be appropriately 

secured and fitted with alarms. To counter the insider threat, whenever persons are 

present in vital areas, provision should be made for timely detection of unauthorized 

action. 

Vehicle barriers should be installed at an appropriate distance from the vital 

area to prevent the penetration of unauthorized land and waterborne vehicles 

specified in the design basis threat that could be used by an adversary for 

committing a malicious act. Attention should be given to providing protection 

measures against any airborne threat specified in the design basis threat for the 

operator. 

Only authorized persons should have access to the vital area. Effective access 

control measures should be taken to ensure the detection and prevention of 

unauthorized access. The number of authorized persons entering the vital area 

should be kept to the minimum necessary. Authorized access to the vital area should 

be limited to persons whose trustworthiness has been determined. In exceptional 

circumstances and for a limited period, persons whose trustworthiness has not been 

determined should be provided access only when escorted by persons authorized for 

unescorted access. Private vehicles should be prohibited from accessing vital areas. 

Timely detection of tampering or interference with vital area equipment, 

systems or devices should be provided. A timely report should be made to the 

competent authority whenever there is reason to suspect that any malicious activity 

has occurred. 

During a shutdown/maintenance period, strict access control to vital areas 

should be maintained. Prior to reactor start-up, searches and testing should be 

conducted to detect any tampering that may have been committed during 

shutdown/maintenance. Records should be kept of all persons who access vital 

areas or have access to or possession of keys, keycards and/or other systems, 

including computer systems, that control access to vital areas. 

A permanently staffed central alarm station should be provided for 

monitoring and assessment of alarms, initiation of response, and communication 

with the guards, response forces, and facility management. Information acquired at 
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the central alarm station should be stored in a secure manner. The central alarm 

station should normally be located in a protected area and protected so that its 

functions can continue in the presence of a threat, e.g. hardened. Access to the 

central alarm station should be strictly minimized and controlled. Provisions, 

including redundancy measures, should be in place to ensure that the functions of 

the central alarm station in monitoring and assessment of alarms, initiation of 

response and communication can continue during an emergency (e.g. backup alarm 

station). 

Alarm equipment, alarm communication paths and the central alarm station 

should be provided with an uninterruptible power supply and be tamperprotected 

against unauthorized monitoring, manipulation and falsification. 

Dedicated, redundant, secure and diverse transmission systems for two way 

voice communication between the central alarm station and the response forces 

should be provided for activities involving detection, assessment and response. 

Dedicated two way secure voice communication should be provided between 

guards and the central alarm station. 

A 24 hour guarding service and response forces should be provided to ensure 

an adequate and timely response to prevent an adversary from completing an act of 

sabotage. The central alarm station personnel and off-site response forces should 

communicate at scheduled intervals. The guards and response forces should be 

trained and adequately equipped for their function in accordance with national laws 

and regulations. 

The guards should conduct random patrols of the protected area. The main 

functions of the patrols should be to: 

• Deter an adversary; 

• Detect intrusion; 

• Inspect visually the physical protection components; 

• Supplement the existing physical protection measures; 

• Provide an initial response. 

Evaluations, including performance testing, of the physical protection 

measures and of the physical protection system, including timely response of the 

guards and response forces, should be conducted regularly to determine reliability 

and effectiveness against the threat. These should be carried out with full 

cooperation between the operator and response forces. Performance testing of the 

physical protection system should include appropriate exercises, for example force-

on-force exercises, to determine if the response forces can provide an effective and 

timely response to prevent sabotage. Significant deficiencies and actions taken 

should be reported as stipulated by the competent authority. 

Contingency plans should be prepared to effectively counter malicious acts 

and to provide for appropriate response by guards or response forces. Such plans 

should also provide for the training of facility personnel in their actions. 

• Requirements for other nuclear facilities and nuclear material. 
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Sabotage of nuclear facilities other than high consequences facilities and of 

various forms and quantities of other nuclear material could also result in 

radiological consequences to the public. States should determine the level of 

protection needed against such sabotage depending upon the degree of radiological 

consequences.  

 

4.4 Requirements for associated measures to mitigate or minimize the 

radiological consequences of sabotage 

• Scope and boundary. 

This section provides recommendations for the State and operator so that they 

participate in a coordinated manner to respond to an act of sabotage to mitigate or 

minimize radiological consequences. In the case of sabotage or attempted sabotage 

which could affect a nuclear facility, two kinds of measures should be taken by the 

appropriate State response organizations and the operator. The contingency plan 

should include measures which focus on preventing further damage, on securing the 

nuclear facility and on protecting emergency equipment and personnel. The 

emergency plan consists of measures to ensure the mitigation or minimization of the 

radiological consequences of sabotage as well as human errors, equipment failures 

and natural disasters. These plans should be comprehensive and complementary. 

• Requirements for the State. 

The State should define the roles and responsibilities of appropriate State 

response organizations and operators to prevent further damage, secure the nuclear 

facility and protect emergency equipment and personnel. The State’s contingency 

plan should complement the contingency plan prepared by the operator. The State 

should ensure that contingency plans are established by operators. 

The contingency plans of the State and of the operators should include a 

description of the objectives, policy and concept of operations for the response to 

sabotage or attempted sabotage, and of the structure, authorities and responsibilities 

for a systematic, coordinated and effective response. 

The State should develop arrangements and protocols among appropriate 

State response organizations and operators, for the coordination of measures for 

preventing further damage, securing the nuclear facility and protecting emergency 

equipment and personnel. The arrangements should be clearly documented and this 

documentation should be made available to all relevant organizations. 

The State should ensure that operators and appropriate State response 

organizations conduct exercises to assess and validate the contingency plans 

prepared by the operators and the State organizations, and also to train the various 

participants on how to react in such a situation. The State should ensure that 

contingency plans are regularly reviewed and updated. 

The State should ensure that joint exercises, which simultaneously test 

emergency and contingency plans and actions, are regularly carried out in order to 

assess and validate the adequacy of the interfaces and response coordination of 

emergency and security organizations involved in responding to various scenarios, 
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and should have a method for incorporating lessons learned to improve both 

management systems. 

The State should ensure that response forces are familiarized with the site and 

sabotage targets and have adequate knowledge of radiation protection to ensure that 

they are fully prepared to conduct necessary response actions, considering their 

potential impact on safety. 

• Requirements for the operator. 

The operator should establish a contingency plan. The operator should 

prepare facility personnel to act in full coordination with guards, response forces, 

law enforcement agencies and safety response teams for implementing the 

contingency plans. 

The operator should assess, on detection of a malicious act, whether this act 

could lead to radiological consequences. The operator should notify, in a timely 

manner, the competent authority, response forces and other relevant State 

organizations of sabotage or attempted sabotage as specified in the contingency 

plan. Immediately following an act of sabotage, the operator should take measures 

to prevent further damage, secure the nuclear facility and protect emergency 

equipment and personnel. 
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CHAPTER V  
CENTRE OF EXCELLENCE “ANTI-TERRORIST ADVANCED SYSTEMS” 

Two main directions exist in the policy of the states connected with the 

strengthening and development of anti-terrorist activity: fight against the source of 

the threat and security of the separate objects and infrastructure [21].These two 

directions can be characterized the following way: 

First, the fight against the main source of threats is function of the intelligence 

bodies, which in organizational and technical ways have rich experience and 

opportunities (not only in national but in international plan) to get the required 

information and to take timely and adequate counter actions. The main characteristic 

of their activity is fight against insecurity. Insecurity in terms of the fact that it’s 

required to clearly identify three basic parameters – where, when and how the 

terrorist attack will be fulfilled. The degree of this insecurity has a significant impact 

over the economic expenses, psychological expenses and it leads to painful changes 

in the established norms of behavior and way of life. 

Second, the defense of the separate object and infrastructure is public product and 

as such is function of the state authorities on highest level. The base characteristics 

here are the limited possibilities for adequate fight back, which becomes a fact if the 

first degree of countermeasures does not work – the fight against the source of the 

threat.  

From this perspective after 2004, in the context of the fight against international 

terrorism, the policy of EU on the defense of the critical infrastructure evolved very 

dynamic. In November 2005 the European commission accepted the so called Green 

book for European program of defense of the critical infrastructure. On this basis in 

2006 EU started European Programme for Critical Infrastructure Protection 

(EPCIP),and in development is Informational system for warning (CIWIN–

CriticalInfrastructureWarningInformationSystem). At the same time Directive 114 of 

the Council was adopted on the identification and provision of European critical 

infrastructure and assessment of the need for increasing its protection [22].  

As for Bulgaria within the dynamic environment our country is becoming a key 

factor for building and maintenance in national, regional and international plan, of 

strategic energetic and transport objects. The increasing of their quantity, 

development of their type and widening of territorial areas in which they are based, 

combined with the increasing risks of terrorist acts is calling for synchronized 

prevention of terrorist threats.In the basis of this measures there must be science 

proved, continuing, practically useful, flexible and adaptive actions on the side of the 

national bodies and organizations, working in the field of state security and 

specifically critical issues and problems in connection with the prevention of terrorist 

threats. 

All of this as well as the necessity of national autonomy in the anti-terrorist activity 

became reason in 2008 for the beginning of the developing of Center for Anti-

terrorist Advanced Systems (CoE ATAS) in Bulgaria at the Institute of Metal 

Science, Equipment and Technologies with Hydroaerodynamics Centre – BAS 

(IMSETCH). The Centre put the ambitious task to became part of the world network 
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of Homeland Security Centres of Excellence mainly in the directions of analysis and 

assessment of risks and threads of terrorist acts in our country, development and 

embedding of technological resources for counteraction on tactical level and eventual 

national participation planning and executing of projects with our partners of NATO, 

EU and individualcountries. In support of the above said its needed to mark that the 

gained experience, knowledge and skills in the process of the developed by the 

Centre organizational procedures and technologies in extraordinary degree 

contributed for the winning of the biggest and unique project, as well as for our 

country and as for EU as whole, on “Development of tools needed to coordinate 

inter-sectorial power and transport CIP activities in situation of multilateral terrorist 

threat. Increase of the protection capacity of key CIP objects in Bulgaria – BULCIP” 

with reference number HOME/2010/CIPS/AG/019. Only in this way conditions for 

guarantee of domestic security will be made throughout establishing strong base – 

research and development activities for prevention of terrorist threats. The conducted 

by the Centre researches and development of new technologies and means, as an end 

result of its activity, already contributed significant benefits not only for the 

increasing of the security in national scale, but for the strengthening of European 

security [23]. 

Research objectives, which are placed with the development of the CoE ATAS are: 

1. Research and development of technical and operational concepts for promising 

projects and technologies against terrorism. Conducting research, 

development and experimentation of new technologies; 

2. Ensuring adequate participation in NATO and EU projects against terrorism.  

3. Provide expertise and synergy of results due to the participation of Bulgaria in 

NATO projects from the combating terrorism program:  

- Reducing the vulnerability of helicopters to rocket-propelled grenades 

(RPGs); 

- Harbour protection; 

- Protection of critical infrastructure;  

- Developing non-lethal capabilities. 

4. Training of operational and technical staff of national and professionals 

involved in NATO missions: 

• Implementation of activities in training, education and exercise of national 

experts and specialists participating in NATO missions: 

a) Personnel: 

- Training of operators, technicians and management personnel to use the 

tools and systems and making independent innovative solutions; 

- Training and certification of instructors and trainers. 

b) Training courses conducted at the CoE ATAS. 

- Protection of critical infrastructure; 

- Training and qualification of specialists in NATO standards. 
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• Preparation and implementation of national and international scientific 

conferences and seminars on modern methods, tools and systems to counter 

terrorist threats; 

• Establishment of international, bilateral and internal institutional 

relationships for training and joint research; 

• Creation a "bank" of highly qualified specialists in the identified areas - 

engineers, operators and management staff - to develop, use, maintenance 

and improvement of intelligent systems to protect against terrorism; 

• Creation of a “pool” of highly professional specialists – technicians, 

operators and management-level personnel (in the identified areas) for 

developing, using, maintenance and upgrading advanced systems against 

terrorism. 

One of the main guidelines for increasing the efficiency of the fight against 

terrorism is the development and creation of new better more successive forms, 

methods and technologies. Their improvement can be the foundation of targeted 

studies, development and practical use of advanced technologies and their resulting 

systems. 

In this Chapter will be presented the technologies developed by the CoE ATAS in 

support of security and protection of Critical Infrastructure. 

 

5.1 Key priorities and principles in the development of products and 

systems for security and protection 

Before proceeding with the development of products and systems, the team of 

IMSETHC-BAS studied carefully the experience of leading research and industrial 

bodies and organizations in the international market and identified the key leading 

features and parameters (organizational and technical) on the basis of which to 

develop the different types of sensors with different applications and complete 

systems for the prevention of threats against land and sea borders and at sites of 

critical infrastructure. Reported are the best practices and excellences, and the by 

individual characteristics and parameters of the devices and systems, these 

achievements have been significantly exceeded. 

5.1.1 Main priorities of IMSETHC-BAS in the development of products 

and systems for security and protection 

5.1.1.1 Priorities in the development and use of sensors  

Paying tribute to the fact that one of the "corner stones" of modern integrated 

management systems are the sensors and the related configurations, at the end of 

2010 in IMSETHC-BAS was established self-contained section "Special sensors and 

devices" [24]. 

These efforts are aimed at developing new and accelerated pace of 

improvement in the Institutes existing sensors and sensor systems. 

Physical science of detection and monitoring includes as well as monitoring in 

many forms, also interpretation of surveillance data. The emphasis that is placed on 

identifying physical invasion in areas with limited access includes improved 
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automated monitoring of the site while maintaining optimal ability to detect intruders 

in different climatic and terrain conditions, for faster and more accurate recognition 

and interpretation of signals for invasion and submit of the results to sophisticated 

tools for intentions analysis, to classify the threat and register the vulnerability. To 

increase the reliability of the developed systems are used combined methods and 

means for transmitting and control of signals, guaranteeing levels of reliability in the 

range of 99.999% required for complex communication and information systems. 

There is a need to develop sensor systems that can monitor and report on the 

state of the infrastructure, to measure and report the damages to assess, and the 

reduce of the functions, and to calculate downtime due to maintenance of the 

relevant object or facility. Intelligent sensor systems currently being developed, will 

enable programming, will offer alternatives for repairs, that will require integration 

and communucation with modern support systems for analysis and decision making. 

These systems will have multiple types of sensors, communication skills so 

that they can "talk" to each other, and the ability to process information so that they 

can perform analyzes to compare the accepted sensory information and analysis and 

"self-train" based on the analyzes and experience [25]. Sensors and sensor systems 

will be able to "self-train" to capture threats, to self-configure and self-heal. They 

can be wired or wireless or a combination of both types, but will have a high degree 

of information security. 

One of the leading trends of the requirements that we have identified is the 

need sensors to have the abilities to meet the need not only to ensure the security and 

protection against terrorist attacks, but also to respond to the emergence of fire, to 

report the first signs of an earthquake, to be able to function under abnormal supply 

or extreme weather conditions. 

It is on this basis that the Institute has developed advanced smart sensor 

systems in order to increase the effective protection of objects of the critical 

infrastructure (CIO). They identify and characterize threats of physical invasion 

against CIO quickly and accurately. The sensors are used for monitoring and as a 

source of information about the status of various objects. The vast amount of 

information is processed and analyzed by the sensory systems for selective filtering 

of background signals in order to create a clear picture of the protected object. The 

data and analysis results are submitted in other sensory systems and are subject to 

further analysis for the transmission of operational information to the operators of the 

system for decision-making to counter terrorism.  

The next step in our work will be to develop sensor systems that can self-

organize and self-healing, and to adapt to the specific conditions of the environment 

in which it is necessary to operate. On the other hand, these systems will have the 

ability to switch between different physical approaches to capture magnetic, seismic, 

acoustic, radioactive or gravity changes from satellite, aerial, robotic or terrestrial 

platforms (on land, underground, on water or underwater). 
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Fig. 5-1 Arrangement of elements of the sensor system IMSETHC. 

 

5.1.1.2 Priorities in the development and use of integrated systems for the 

prevention of threats 

Subject to improvement and development are the following systems [26]: 

• perimeter security systems (PSS); 

• perimeter security systems with anti-intrusion systems; 

• security systems using countermeasure systems and non-lethal warning 

actuators. 

They are not subject to future development at this stage, but are taken into 

consideration the requirements of Perimeter security systems with anti-intrusion 

systems with subsystems for access control. 

Perimeter security systems 

The idea of PSS is the offense to be registered when crossing the border of the 

protected object, well before the buildings and facilities that are the goal of the 

threat. This saves time for countermeasures. To hinder and delay violators are build 

mechanical obstacles, special fences, barriers, etc., which shall be equipped with 

alarms and video surveillance. The system is built outside, which means that it is 

subjected to the influence of confounding factors in the environment of which it must 

work reliably and perform the following functions: 

• control and monitoring of airspace; 

• control and monitoring of the earth surface; 

• control and monitoring of the fence itself (the protected perimeter). 

The sensors that are used for the construction of the PSS, depending on the 

needs of the system, are ground and underground. 
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Ground sensors include: 

• sensors for tension of the wire fence (piezo sensors, inductive); 

• microwave sensors for crossing; 

• microwave sensors for motion; 

• resistive sensors operating on the principle of break of the fence wire (so-

called "wire enclosures"); 

• vibration and acoustic sensors; 

• optical sensors; 

• optic cables as sensors for change at any impact on the fence; 

• infrared sensors. 

Underground sensors include: 

• pressure sensors (for passing by objects); 

• seismic sensors; 

• passive and active microwave sensors based on coaxial cables. 

The alarm station of PSS has the following purpose: 

• to establish the modes of the system; 

• to receive and process signals from the detectors; 

• to form the alarm signals; 

• to store information about events and send it to the alarm center. 

The alarm station of the PSS manages the following work regimes 

(modes): 

• turned on system with certain areas and coding of the areas; 

• partially off system with preserved control over certain actions of the operator, 

performance of the devices, and other; 

• dynamic transition in different regimes/modes; 

• input and output delay, logical signal processing. 

Perimeter security systems with anti-intrusion systems 

Perimeter security systems with anti-intrusion systems have analogic to the PSS 

designation, but are attributed not only to the fence (security perimeter), but also to 

small or large infrastructure objects. 

Additional sensors that are used to build the system, depending on its needs, can 

be passive, vibration, glass (Glas break), contact (mechanical and magnetic) or active 

- infrared, microwave, ultrasonic, acoustic. 

The alarm plant of the perimeter systems with systems against intrusion is of 

high-end and must provide also: 

• more than 15 zones with programming of their type; 

• hierarchical set of codes to users, for technical personel, for the 

management; 

• comfortable and secure use by many users; 

• mode control by keyboard and computer screen; 

• possibilities for communication with other systems; 

• diagnostic functions; 
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• protection from unlawful acts and sabotages. 

Security systems using countermeasure systems and non-lethal warning 

devices 

 These security systems not only identify, allow access, register and archive, 

but have a mechanism for protection against unauthorized access. The secured area 

of the security system is divided into two zones with varying degrees of danger and 

risk - zone 1 and zone 2. The main idea of the separation of the protected area in two 

areas is for the first to be warning zone and the second - protected zone. In both 

zones operates the system "man-in- the-loop" - at a time the human factor involved 

in is making a decision whether to use force in this situation or not.  

With the advent of the target subject in zone 1, he is detected with the help of 

suitable for the purpose devices. Sensors using a transmitter send a signal to the 

central unit at the control point for the entrance of the subject, where authorization is 

given to activate the warning system. In case that the subject ignores the warning and 

enters in zone 2, it is again detected by other devices. They send a signal when they 

successfully locate the subject. The operator in the control point is deciding whether 

to make power impact over the subject or not, after a signal the deterrent device is 

authorized to act. 

The Warning system in zone 1, warns for the first entry in the restricted area 

through an audio message and/or electric light signaling devices. Deterrent system in 

zone 2 creates effects that do not cause fatal consequences. The latter can be 

achieved in different ways: acoustics, light signaling, irritants, narcotic gas, rubber 

and plastic particles, etc., and must deliver an incapacitating, disorientation, causing 

pain, to the offender. 

Warning signal elements are: 

• bells - powered by direct or alternating current and voltage of 1 to 380 V. DC 

work on the principle of single relay pulser. The presence of contact 

(intermittent or shunting) is a source of audio interference and reduces 

reliability; 

• sirens - used in security, fire and other devices, where are needed signals over 

long distances. The sound is determined by the frequency of the modulation of 

the airflow received by the rotation of discs or cylinders with holes and fins; 

• electrical signaling devices - used in security, fire and other devices where 

signaling is necessary. In the same brightness better are perceived the rays of 

the red-yellow range and less of the blue-green. Therefore prohibitive signals 

are red and yellow. To improve the visibility are used flashing lights, which 

sharply increases the irritation of the optical perception. 

Deterrent signal elements include: 

• sound barrier with an acoustic detector - places impact on the offender by 

sound signals in order to warn or incapacitate, panic, cause pain from loud 

sound, depending on its location in the protected area and its proximity to the 

transmitter of the "sound barrier". It can be used outside the secure objects to 

a distance of 25 m between separate units, depending on the terrain and the 
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corresponding requirements. In closed sites it has a specific location, 

depending on the architecture and the acoustic characteristics of the guarded 

sites; 

• electric light barrier sources - make an impact on the offender by light signals 

for temporary disorientation. Decisive is the action time of the light stimulus 

from the reaction of the visual perception - inertia about 25 ms and the result is 

that when the irritation frequency is over 40 Hz the eye does not perceive 

vibrations but constant image. It seeks the minimum and maximum brightness 

of the object illumination with painful or other effects;  

• chemical barrier sources - propelling charges with a light shock effect, 

propelling charges with tear gas; 

• physical barriers sources - propelling charges with rubber balls. 

Perimeter security systems with anti-intrusion systems with subsystems for 

access control 

Perimeter security systems with anti-intrusion systems with subsystems for access 

control (control-entry systems) are able to identify, allow access, register and 

archive. They are especially equipped responsible critical infrastructure objects such 

as nuclear power plants, military-industrial sites, secret research institutions, police 

stations, offices of companies, computer centers, airports, etc. 

They also feature systems for control of motor vehicles - in parking lots and 

garages, as in certain areas only previously autorized vehicles can enter and exit. 

Some of these systems automatically monitor and record the stay, suggesting 

identification of each entering and exiting vehicle. 

Very often are used different types of additional sensors, as follows: 

• X-ray machines - a specific type of devices to control the access, which 

improve and facilitate the work of the entry points of the guarded sites of the 

critical infrastructure (airports, stations, customs, secret sites, public buildings) 

and others. X-ray machines are used for examination of luggage without the 

opening suitcases and bags, and the possible detection of ineligible items - 

weapons, explosives, embargoed goods, etc.; 

• Readers - contactless type readers are becoming more widely used for the 

identification of vehicles, wagons, containers, cargo, officials, etc., as they are 

with built in microwave antenna, quartz crystal oscillator, integrated circuit 

memory to 180 bits. The reader can read the card from a distance of a few 

centimeters to 10 meters situated at rest or in motion, while simultaneously 

read multiple cards in its range. The card can be programmed repeatedly; 

• readers with radio signal - access code is fed by personal remote transmitter. 

The receiver is located near the actuator at the door, barrier, checkpoint 

(guarded site). This type of readers apply for opening doors from a distance - 

in cars, garage doors, etc. All these varieties of readers have one significant 

drawback - they are vulnerable to varying degrees, but in terms of security - 

holders of information can be stolen, falsified or forged.  
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 Alarm station of this type of systems is high-end and should provide additional 

data collection for the terminal subsystems, data handling, direct and remote 

management of end terminals, transmission and reception of data by the user of the 

system. In the computer data is entered for the persons entitled to access to each 

control point and all other business data. The Alarm station works centralized, 

serving many checkpoints. 

In conclusion, it should be noted that the developed and improved by 

IMSETHC-BAS sensors with different purposes and means for active 

countermeasures can be configured in different in content and purpose (depending on 

the specific needs) complete systems for prevention of terrorist threats. 

5.1.2 Basic principles of work and constructive elements of products and 

systems for security and protection [27] 

 Key indicative parameters by which to judge the existence of a threat to the 

security of land and sea borders in particular and objects of critical infrastructure, in 

general, are the violations of the static state of products (systems) designed to 

provide the required security and protection. Violations of static condition can be 

caused by radiation from body heat, caused by noise, vibration, mechanical damage, 

physical destruction of the integrity and other. 

 It should be noted that exactly on these principles work the products and 

systems developed by IMSETHC-BAS and designed to achieve the security and 

protection of sites of the critical infrastructure. 

5.1.2.1 Principles of operation - general 

Principles for operation of the products and for the building of systems are 

determined by the high responsibility they bear as control conditions or processes 

related to the life, health and values of the people and even though they work in 

real-time feature they are in "waiting" mode. This does not alter the approach and 

principles of their construction - they must fulfill their functional algorithm, 

ensuring algorithmic safety, and are constructed so that they are safe after failure. 

The principal scheme for operation of such devices is shown in Fig. 5-2. 
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Fig. 5-2 Schematic diagram for the operation of products and systems for security and protection. 

 The presence of any emergency situation changes different indicative 

parameter. Monitored one or several parameters of the observed condition or process 

and by their value is judged the presence or absence of alarm state [28]. In a security 

and protection system the parameters in normal condition are known and pre-

recorded and stored as by comparing them with modified parameters they can be 

considered normal or alarming. 

The main qualities that the devices or systems must have are: 
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• opportunity to work in 24-hour mode; 

• automatic warning; 

• stopping of penetration by autonomously operating devices for impact; 

• multipolar building of the security area and many others. 

 It is important to note that the architecture of these products and systems basic 

elements, which are applied are the so called sensors (detectors). 

5.1.2.2 Basic building elements of the devices and systems for security 

and protection 

The main building elements of the devices and systems for security and 

protection consist of two groups of elements: 

• sensors and sensor units;  

• tools for active countermeasures. 

Devices that convert physical input (non-electric) power in output electic 

value in magnitude - amending current, voltage, phase, frequency and other 

electrical parameters in a form convenient for information processing 

(amplification, transformation and logical processing) are called sensors. In some 

standardization documents is used the term detector (like BDS IEC 60839-2-

2:1998). A detector may constitute a self-integrated device, or may be composed of 

one or more sensors connected to the device for signal processing.  

The sensor is used as interface to the system with "its outer world", from 

where it gets addressed to impacts. In systems for security and protection the 

intensity of the flow of processes or their conditions (speed, acceleration, force, 

pressure, flow, heat, temperature, movement, size, level, etc.) are monitored.  

The sensor consists of two main parts: a sensor and a matching scheme. The 

sensor is specific characterizing element. In it, is set the principle of transformation 

that uses relevant sensor (temperature turns into an amendment of resistance or 

electromotive charge, distance - in change of inductance or capacity, power - in 

electromotive charge of piezo crystal etc.). In other words, the sensor receives signals 

caused by different in their physical nature energy sources and converts them in 

suitable for processing electrical output value Fig. 5-3. 

 

Fig. 5-3 Principal of operation of sensor. 
 

Each sensor has a restricted "zone of supervision", within which it can be used to 

detect objects with some approximation it can be assumed that every sensor, as a 

source of information, adopts a given set of signals with different physical origin.  

The presence of an object in the surveillance zone leads to a change in the physical 

characteristics of the environment in which the sensor receives the input signal, 

which in general can be formalized as an union of multitudes ( )S α  and ( )S β :  

                                 . ( ) ( )
��

S S Sα β= ∩      (1), 

( )iS α

( )iS β

( )iS ϕ

( )iS θ
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where: 

 ( )S α  - useful signal; 

 ( )S β - variety of noises and disturbances.  

Both types of input signals can be viewed as a set of effects on the sensor:  

{ }1 2( ) , ,... nS α α α α=  � { }1 2( ) , ,... mS β β β β=      (2)                  

As an example illustrating Fig. 5-3 and formule (1), we will examine a seismic 

sensor, built on the base of optical fiber. It is an optical waveguide in which an 

optical wave spreads, generated by high-coherent laser diodes or high power LEDs, 

set at one end. On the opposite side is placed highly sensitive detector, tracking the 

differences in the parameters between the sent and received signals. The sensor 

reacts to changes in phase, intensity, time distribution, polarization or wavelength 

excitation of different mods. These changes are due to the change in refractive index 

in the waveguide.  

In the presence of an object in the sensor will enter useful signals ( )iS α  as a result 

of seismic waves caused by it. Moreover, in the sensor it is possible to recieve noises 

and signals ( )
i

S β , which would affect the operation thereof and which would be the 

natural consequence of the seismic background noise, by a possible non-uniform 

distribution of the temperature field along the length of the conductor, of acoustic 

waves, which are not caused by the object, of natural and artificial tensile forces, etc. 

For this reason, apart from the noise signals of the same type as the useful, 

{ }
1 2

( ) , , ...
m

S β β β β=  consist of signals with different physical nature, and therefore the set 

consisting of noise signals, will be greater than the set of the useful signal, i.e., in the 

general case it can be assumed that: 

{ } { }1 2 1 2( ) ( ), ,... , ,...m nS Sβ α α α αβ β β= =≥  , m n≥                       (3) 

Besides noise sources, having the same physical character as a useful signal, the 

operation of the sensor is influenced and by the sources of signals of different types 

that are not caused by the object and can be characterized as interference. This 

requires in the design of the sensor, for certain types of objects to choose the most 

characteristic dominant influence 
i

α  for their detection. 

On the other hand, the signal at the output of a sensor could be presented as a 

section of a pluralities 
.

( ) ( )
���

S S Sϕ θ∪= . Pluralities of output signals at correct reporting 

of the sensor could be presented as { }1 2
( ) , , ...

k
S ϕ ϕ ϕ ϕ= , and in incorrect reporting - as 

{ }1 2
( ) , , ...

l
S θ θ θ θ= . 

The coordinates of objects and their parameters - spatial dimensions, speed, 

intensity and duration of the incoming signal, etc. can be combined in metric 

information. The sensors can work in different coordinate systems - typically two-

dimensional rectangular or spherical, depending on whether they supervise and 

monitor a protected perimeter, a plane or an airspace.  

In the two-dimensional coordinate system are working sensors used to control the 

protected perimeter, providing location data of the object within the segment. 

Example for sensors operating in a spherical coordinate system are sonars and radars, 

which monitor the presence of targets in set zone of view. 

The exchange of information in tactical systems for defense, usually takes place in 

a rectangular coordinate system, which requires its alignment and to a single 
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coordinate system [29, 30]. If the data for the coordinates of the object is received 

from the sensors output, are in polar coordinate system they are converted to the 

single Cartesian coordinate system in the following formulas: 

 

0 0 0cos( )sin( ) cos( )cos( ) sin( )i i i i i i i i ii ix D x y D y z D zε γ ε γ ε= + = + = +    (4),      

where 0x , 0y , 0z  represent the location of the radar in the single coordinate system, 

and � iD , iε  and iγ  - distance, angle and azimuth of the place of the registered site. 

Information about the velocity of the object is another important parameter 

describing the nature of the movement of the target. The actual speed of the object 

can be determined by observation in a certain period of time, and radial speed can be 

measured by the Doppler effect. Therefore, because of the movement of the object in 

the receiver is observed frequency offset on each of the broadcast waves. Inclination 

φ , that the incoming wave connects with the direction of movement determines the 

Doppler frequency (frequency shift) of n  falling wave: max( ) cosf t f φ=  . In this case 

max c

V
f f

c
=  is called maximum Doppler frequency, and cf  , V  and c  are accordingly, 

the carrier frequency of the signal, the target speed and the speed of propagation of 

the light. Maximum and minimum values occur when the angles of incidence are 0φ =  

φ π= . A problem with this measurement is that when using an isotropic antenna with 

a radiation pattern of the angle at which the waves fall, it can not be determined and 

is reported only the radial, but not the tangential speed [29]. In case of not using the 

Doppler effect to determine the speed, it can be calculated by the following formulas: 
2 2

1 1( )i n n n n n nn nD � x y x x x y y yβ − −= ∆ + ∆ ∆ = − ∆ = −    (5)              

Speed and course of the object are defined by the formulas: 

2 21 n

n ni in n
n

x
V x y Q arctg

� yβ

∆
= ∆ + ∆ =

∆
     (6)                           

The above formulas refer to the rectilinear uniform motion. With �β  is marked the 

period of overlook when the sensor represents radar/sonar, tracking the presence of 

intruders in the area of space. When defensive perimeter is controled �β , is regarded 

as the time of the activation of two successive sensors of barrier-type.  

On the basis of the above depicted, according to the energy characteristics, the 

sensors are: 

• generators (active, with direct conversion) - the output of the sensor is 

obtained immediately at the expense of the energy of the input parameter. 

These are thermocouples, piezoelectric sensors, magnetostrictive sensors, Hall 

sensors, etc.;   

• parametric (passive, direct conversion) - the energy output is derived from a 

special power source. The output value is the inductance, resistance, 

capacitance, elasticity, etc., Which are medium probe. Current, voltage, 

frequency, etc. are placed depending on this passive parameter, but are linearly 

connected with the power source. These are the contact, inductive, capacitive, 

photoresist and other sensors.   

According to the application of various effects, on which are based the probes 

for different types of sensors used in systems for security and defense, they are: 
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• contact sensors - the principle of their action is based on an abrupt change in 

electrical resistance between two conductive bodies in contact - from about 

1.1010 at open contact to 1.10-3 ohm - when closed. Reason for contact is a 

mechanical force. These are mostly discrete passive sensors of the sensors 

with direct conversion; 

• inductive sensors - emit electromagnetic and electrostatic field and report any 

changes to it or to the received back signal without physical contact with the 

object. Electronic device forms on its output a signal (discrete or analog) under 

the influence of the approaching metal object to the active surface. The 

embracing element works on inductive principle (generator, eddy); 

• photoelectric sensors - convert light energy into electricity, as also are 

parametric and generator. To the parameter refer photocells (external 

photoelectric effect) and fotoresistence, LEDs, phototransistors (internal 

photoeffect); 

• Doppler sensors - Doppler effect consists in the difference between the 

frequencies in which is received a radio - or acoustic signal (and generally in 

the wave processes), if the transmitter and receiver are moving relative to one 

another. Most often this effect is used to measure the speed of approaching or 

departing between two bodies; 

• Hall sensors - Hall effect enables the measurement of magnetic fields. Edge 

finder consists of a conductive thin plate of metal or a semiconductor having a 

rectangular or circular shape, placed in a perpendicular magnetic field 

associated with two pairs of opposite chains. In modern Hall sensors is most 

commonly used indium antimonid; 

• piezoelectric sensors - mechanical force is applied along the axis of the sensor 

and converted into electrical voltage. There may be various embodiments. The 

voltage removed from the plate is proportional to the clamping force; 

• Infrared sensors - working on Planck's law. With increasing temperature the 

light spectrum moves towards shorter wavelengths. So temperatures can be 

measured on very long distances. For the the application of the effect of the 

sensors in security systems are monitored temperature differences; 

• optical sensors - mainly are used optical sensors of barrier type. They are a 

system of transmitter and receiver in separate housings facing each other and 

tracking light flow between them. Operate in the infrared region of the 

spectrum. Have protection and modulation frequency of false alarms from 

back linking power and surge protection with inductive load. Used are also 

optical sensors of diffuse type - represent emitter and receiver in a single 

housing. Upon interruption of the light beam below a certain distance between 

them, the output of the sensor switches, and passes from one state to another. 

Operate in the infrared region of the spectrum; 

• sound sensors - mainly are used microphone sensors with full analysis of the 

sound and ultrasound range. In modern modifications reaches 7 frequency 

digital filters, digital amplifier of the level and assessment of the frequency 

129



fluctuation. Used are ultrasonic sensors and the principle of action lies in 

amending the energy of the sound wave, as it passes through environments 

with different acoustic impedance. Characterized are by high noise immunity, 

fire and explosion protection, simple construction, resistance to shock and 

vibration, durable to wide range of temperature and pressure.  

For the means for active counteract in thes systems providing security and 

protection of sites of critical infrastructure and border security perimeters, one of the 

main requirements is that non-lethal means are ensured against the subjects and 

objects of unauthorized access. That is the principle that underlies in the 

development of such systems by IMSETHC-BAS. The Institute is the only 

organization in Bulgaria that has achieved unique results that are among the best not 

only in the international market of research products, but also on the market of real 

operating systems for protection of sites of the critical infrastructure.  

5.2. Products and systems for security of land and sea borders, small or 

large infrastructure projects 

 5.2.1 Development and testing of products and systems for the security of 

land borders, incl. objects of critical infrastructure 

 The main task of these products and systems is to achieve a high degree of 

security of land borders and infrastructures through early detection and 

identification, as the goal is to reduce their vulnerability. 

 Technical descriptions of products and systems developed in IMSETHC-BAS 

and used to achieve the necessary security of critical infrastructure objects are shown 

in the following lines. 

 5.2.1.1 Integrated sensor unit for security [31] 

 An integrated security sensor unit consists of: 

• Electromechanical contact sensor; 

• Microwave sensor (barrier); 

• Microwave sensor radar type; 

• Acoustic sensor; 

• Seizmic sensor; 

• Optical sensor; 

• Inductive sensor; 

• Central control station; 

• Connection lines. 

 

 

 

5.2.1.1.1 Electromechanical contact sensor 

The electromechanical sensor with metal thread (Fig. 5-4) is intended for the 

construction of perimeter security with longer dimensions of an object with an 

existing physical security - bushes, fence, hedges, barbed wire, etc. The sensor emits 

a radio signal in interruption of the thread. Developed in a plastic box from which is 
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derived a metal wire, connected shorted at the end. The thread is wound on the reel, 

which is removable. In it there is a logic scheme (reactive to tear of the thread), 

sounder, radio transmitter and battery power.  

 

Fig. 5-4 Electromechanical contact sensor. 

5.2.1.1.2 Microwave sensor (barrier) 

Microwave barrier (Fig. 5-5) is designed to deliver a warning signal at the 

intersection of man - walking, running or crawling on line or perimeter around the 

guarded object and consists of a microwave transmitter and receiver. To build long 

line or perimeter are used more than one microwave barriers. 

 

Fig. 5-5 Microwave sensor (barrier). 

Microwave transmitter emits by an antenna aimed at the receiver, continuous, 

pulse modulated signal. At the receiver, this signal is detected and amplified by an 

amplifier with a slow automatic gain control (AGC) to a fixed level. When an object 

crosses the line between the transmitter and the receiver, detected signal deviates 

from that level and it passes a certain limit a warning is made. Slow changes in the 

received signal caused by natural phenomena such as rain, fog, dew, temperature 

changes, new vegetation sprouted /to 30-40 cm/ etc. these are offset by AGC 

amplifier. Distance of action: - from 15 to 150 m. as the housing is sealed. Supply 

voltage from 3.6 to 30V provides time without battery replacement within 30 days. 

Sends a radio signal for various types of alarms, outside temperature and battery 

level. 

5.2.1.1.3 Microwave radar sensor type 

Microwave Doppler radar sensors (Fig. 5-6) found a moving object in the 

Doppler shift of the transmitted frequency. Ultra-high sensitive (UHS) transmitter 

emits a continuous signal, part of which is reflected by the moving object back to the 

sensor, detects and amplifies.  
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Fig. 5-6 Microwave radar sensor type. 

The microwave source is full of FET gallium arsenide. Miniature generator 

with a dielectric resonator has a flat ridged antenna and adjustable zone of action. 

Through integrated single-chip microprocessor signal is filtered and processed, 

which eliminate interference from side sources and found an identical spectrum 

capacity that accompanies certain anticipated events. In addition, is achieved a high 

reliability in the detection of movement of the intruder from 3 to 70 km/h at a 

distance of 70 to 140 m. The supply voltage of 3,6 V provides the duration, without 

battery replacement within 30 days, also it sends a radio signal for various types of 

alarms, outside temperature and battery level. 

5.2.1.1.4 Acoustic sensor 

Used for detection of breaking of windows, walls and others. Probes applied to 

detection of the event can be capacitive, inductive and other types of reacting to 

acoustic oscillations energy respectively. In an agreed scheme of the sensor are 

included devices for processing of noise filters of low and high frequencies, digital 

processing by the microprocessor circuit. Intelligent sensors filter the sound by the 

hardware and process it by the software to establish that it is identical to the 

spectrum of sound that accompanies certain anticipated events. High reliability is 

achieved in the recognition of the motion of the intruder to 400 m. The supply 

voltage of 3,6 V provides the duration, without battery replacement within 30 days, 

also it sends a radio signal for various types of alarms, outside temperature and 

battery level.  

5.2.1.1.5 Seizmic sensor 

The sensitive element of the developed acoustically - vibration sensor (Fig. 5-

7) is a piezo-electric transducer based on the Piezo effect. Developed as a converter 

for acceleration for load of the piezo element is used inertia, causing bending. 

 

Fig. 5-7 Seizmic sensor. 
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For probe are sufficient shifts in the range of 20 - 40 pm to obtain a correct 

signal processing by capturing the mechanical oscillation in the soil and converts 

them into electrical fluctuations. The resulting electrical signals are amplified and 

filtered. Through integrated single-chip microprocessor signal is processed to 

establish identical amplitudes and spectrum capacity that accompanies certain 

anticipated events. The housing is sealed, including the antenna opening. The supply 

voltage of 3,6 V provides the duration, without battery replacement within 30 days, 

also it sends a radio signal for various types of alarms, outside temperature and 

battery level.  

5.2.1.1.6 Optical sensor 

The optical sensor (Fig. 5-8) is a compact, energy-independent device 

equipped with a highly sensitive CMOS sensor that allows the device to operate 

reliably under different illumination. The presence of infrared lights provides the 

opportunity to work at night. 

 

Fig. 5-8 Optical sensor. 

Optical Sensor functionalities include video processing in real time with the 

ability to detect, track and identify objects. The device sends a radio signal to the 

alarm type, as well as additional information about the object that caused it.  

5.2.1.1.7 Inductive sensor 

The inductive sensor (Fig. 5-9) is a vector magnetometer, which has the 

possibility to measure the components of the magnetic field in a certain direction. It 

is constructed from two sensors, each positioned in one of the components x, y of the 

vector flow. The use of two non-orthogonal vector magnetometers allows to set the 

strength of the magnetic field, its inclination and declination. The two-component 

vector type sensor captures changes over time in an external magnetic field in all 

directions, which is converted into electrical impulses. The resulting electrical 

signals are amplified by a precise differential pre-amplifier in the gain of which 

participates the active winding resistance and an additional amplifier filter of third 

order for high frequencies. Through integrated single-chip microprocessor the 

microphone signal is filtered and processed, which eliminates interference from side 

sources, reveals its identical amplitudes and spectrum capacity that accompanies 

certain anticipated events. The box is sealed, including the antenna opening. Supply 

voltage of 3,6 V provides the duration, without battery replacement within 30 days. 

When battery is low a radio signal "low battery" is sent. 
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Fig. 5-9 Inductive detector. 

5.2.1.1.8 Specialized camera 

It has a high sensitivity and high dynamic range, holding CMOS sensor that 

allows it to operate under different lighting conditions. Equipped with infrared LED 

emitters for night conditions. In the placed in a box camera micro-processor are 

embedded advanced algorithms for computer vision. The camera processes the video 

stream in real time, enabling the detection, tracking and classification of objects 

under the lens. Each object within the camera lens is monitored and the software gets 

a lot of information about it like (people, animals, vehicles, and user-defined 

categories) map coordinates, speed, acceleration, trajectory, direction, size and more. 

The camera transmits data objects wirelessly through short syntax encrypted 

messages to the sensor unit. Stores pictures of objects that can be accessed for further 

processing by the operator. 

 

 

 

 

 

 

 

 

 

Fig. 5-10 Specialized camera. 

 

Specialized camera software 

The software uses a specialized camera mode for self-calibration in 

accordance with the lighting conditions and the position of sight. They have built in 

sophisticated algorithms for computer vision and as a result, ensuring timely and 

accurate identification and classification of the object within the camera, creating 

the conditions for pinpointing its location and its follow-up. 

As shown in Fig. 5-11 and 5-12 every object in the camera is monitored, as in 

the command center information is transmitted for all objects categorized as: 

people, animals, vehicles and other user defined categories, such as map 

coordinates, speed, acceleration , path, direction, size, etc. 
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Green zone – there is no danger for the security in the 

perimeter 

 

 

Yellow zone – identified are objects representing a potential 

security threat 

Red zone – signal for intrusion in the security zone 

Fig. 5-11 Prioritizing of the security zone. 

 

 

 

 

 

 

 

 

 

Fig. 5-12 Image from the camera operation. 

 

5.2.1.1.9 Central control station 

Central control station (CCS - Fig. 5-13) of the sensor unit for security consists 

of a laptop (military version) and specialized software installed on it. CCS receives 

comprehensive compilation and analysis of the events within the secured area. The 

information collected in CCS provides an opportunity for systematization and 

statistical processing of received events. Here is realized the connection between the 

individual sensors and devices on the one hand, and of the system operator, on the 

other. Modules for self diagnostic monitor the proper functioning of the system and 

the reliability of communication as the goal is when there is received alarm to react 

promptly [32]. 

 

 

 

 

 

 

 

 

 

 

Fig. 5-13 Central control station. 
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All received to the CCS alarm events are displayed on a map of the area 

observed (Fig. 5-14) and archived in a database for further review. Access to the 

history of the archived events can be controlled by multiple filters, including date 

and time, type of event, type of sensor, which it is generated, the name of the 

operator who covered the event and others. Besides CCS the system has a mobile 

control station, allowing management of the system on the field. 

 

Fig. 5-14 Visualization of alarm events. 

5.2.1.1.10 Connection lines 

Represent interest in links between sensors and CCS. Most often they are 

carried out by electrical wires in several different schemes: radial, ring or radio 

network.  

Radial connections are wired connections and require no separate means of 

identification of the sensor, which discloses the notice. This is not necessary as the 

signal itself brings its coordinates. In large controlled spaces, however, it is highly 

expensive due to systems of wiring connections, which at beam shape structure 

requires a large amount of cables. 

In the ring alarm systems with one pair of conductors a particular segment is 

encircled or all sensors are. They are used when the system serves a large area and is 

uneconomical the central device to connect with so many long wires. The problem in 

the ring systems is how to identify the sensor that signals. For this purpose are used 

addressable sensors. The communication between the sensors and the central unit is 

performed to previously accepted protocol. The information is transmitted in the 

same power supply cable. Additionally, the system is equipped with a radio module 

for wireless communication.  

5.2.1.2 Fiber-optic sensors for the security of borders and critical 

infrastructure objects 

5.2.1.2.1 Scattering in optical fibers 

Fiber-optic sensors are devices created on the basis of characteristic changes in 

the spreading wave of light in fiber wire. Most commonly are used the changes of: 

intensity, phase, frequency, polarization, and propagation time of the mods state. 
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Fiber-optic systems including fiber optics, build in combination with 

optoelectronic elements such as: highly coherent laser diodes, high power LEDs, 

various photodiodes, optical modulators and electronic modules containing highly 

specialized computer blocks. The systems are controlled with special software 

designed for specific purposes, which conducts analysis of light signals carrying 

information on the relevant perturbation.  

One way to create an optical system to ensure the security of critical 

infrastructure sites is through the analysis of Rayleigh scattering of light in fiber 

optic wire, which distributes light from the coherent laser radiation. This 

phenomenon is related to the interference of the backscattered waves from different 

portions of the fiber itself and may carry information for the occurrence of a 

perturbation of the external influences on the fiber. Such interference can be 

mechanical stresses, seismic or acoustic waves and local increase of simple pressure 

in adjacent areas of optical fiber. 

The optical fibers are made of molten quartz (SiO2) with various additives to 

produce the desired profile of the refractive index. As the material is amorphous, 

local density fluctuates, which leads to loss of optical power due to Rayleigh 

scattering. The coefficient of dispersion αs is: 

β
λ

π
α kTpns

28

4

3

.
1

.
3

)2(
=      (7), 

where p is fotoelastichen coefficient of glass, k is Boltzmann factor and β is 

isothermal compressibility of the material. 

If the source is monochromatic, waves scattered from different locations (1) 

and (2) shown in Fig. 5-15 [33], interfere with each other and the amplitude of the 

resultant wave is determined by the phase difference. 

 

 

 

 

 

 

 

 

Fig. 5-15 Illustration of interference of two Rayleigh scattered waves. 

 

If the area between the two reflections is the subject of any perturbations such as 

temperature variations, acoustic wave, strength, etc., which leads to a local change of 

the refractive index n, the phase difference between the two waves is changed and 

correspondingly changes the amplitude of the resultant field. 

As the time for the pulse to go from the beginning of the fiber to the point of 

perturbation and return part of it back to the entrance of the fiber, is proportional to 

the distance, in the intensity of the wave there will be a change at a specific time 

after the start of the test pulse. At the time of occurrence of a change in the intensity 

distribution is judged the location of the perturbation. Since interference is observed 

from a plurality of reflected waves along the length of the fiber vary in time, while 

����������	
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monitoring the oscilloscope, the signal constantly fluctrates as shown in Fig. 5-16 

[34], and is required the use of averaging operations. 

 

 

 

 

Fig. 5-16 Illustration of interference of two Rayleigh scattered waves. 

 

In standard optical reflectometers, which are used in communications, the 

coherent accumulation is undesirable, since their purpose is to measure the loss 

splices, connectors, bends and other, therefore the use of lasers with a small length of 

coherence. For the purpose of phase-sensitive reflectometry is required high coherent 

single-frequency lasers with greater stability of the frequency of the radiation and the 

spectral width.  

5.2.1.2.2 Fiber-optic reflectometers 

Reverse Rayleigh distracted signal in single-mode optical fiber 

As in the standard, it is also in phase-sensitive fiber-optic reflectometers runs a 

series of pulses that are ideally rectangular [35]. If in the start moment t = 0, in the 

fiber is introduced rectangular pulse of length dt, then its length in the fiber is: 

dz =  vg.dt .     (8) 

 

For approximate estimation can be assumed that vg ≈ 2.10
8
 m/s, i.e. impulse 

with length dt = 1 ns = 10
-9 

s  has length dz = 0.2 m or also – impulse with duration 5 

ns is long 1 m in the fiber. then the elementary back-scattered power Pbs, returned to 

the entrance of the fiber is represented by the expression: 

dzSPdP sbs ...
2

1
0 α=  ,     (9), 

where P0 is peak fiber power, αs [1/km] is attenuation due to Rayleigh scattering 

(coefficient of dispersion - see (1)), S is the dissipation factor. Full power is obtained 

after integration in physical length D of the impulse that is twice greater than the 

original due to the double transition "go and back". 

� −=
D

sbs dzzSPP
0

0 )exp(...
2

1
αα  .   (10) 

In the above equation α [1/km] is the damping ratio in the fiber, which for 

single-mode optical fibers ranges 1,3 µm and 1,55 µm is approximately equal to the 

rate of dissipation αs ≈ α.. The solution of (3) can be written as: 

 

    
α

α
α

)exp(1
...

2

1
0

D
SPP sbs

−−
=     (11) 

Since attenuation in optical fiber a is very small and pulse width D is of the 

order of meters to tens of meters, then D << 1/α of the impulse. After decomposition 

in order of the exponential function  [e
x
 ≈ 1+x]  from (5), we get: 

 

00 ....
2

1
PAPDSP sbs == α     (12) 
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This dependence means that the backscattered signal is proportional to the 

input peak power P0, of the attenuation of distraction αs, of the lenght of the impulse 

D and the coefficient of scattering S:  

qn

NA
S

1
2

�
�

�
�
�

�
=         ,     (13), 

as for single-mode fiber communication:  n = 1.465-1.468, NA = 0.13, q = 4.55 ,  i.e.  

S = 1.76×10
-3

.  For l = 1550 nm, α ≈ 0,26 dB/km, αs = 0,2 dB/km. Having in mind 

that  

 

αs [1/km] = 0,23 αs [dB/km]    (14) 

 

for D/2 = 0.02 km (20 m)  
63 10619.102.0/2.023.01075.12/.. −− ×=××××== kmkmdBDS� sα  

or also  
610619.1 −×=� ,  i.e. dB� 58≈  .    (15) 

Since the resolution of the reflectometric sensor is determined by the length of 

the impulse δl = D/2 in the fiber, depending on the desired resolution coefficient A 

will be different, as shown in Table 5-1. 

Table 5-1 Ratio of signal attenuation A depending on the pulse duration and δ� [ns] and the 

corresponding resolution of the reflectometric sensor δl l [m]. 

δ� [ns] δl l [m] A A [dB] 

10 2 1,62E-07 -67,9 

100 20 1,62E-06 -57,9 

200 40 3,24E-06 -54,9 

300 60 4,86E-06 -53,1 

400 80 6,48E-06 -51,9 

500 100 8,10E-06 -50,9 

 

From Table 5-1, it is clear that if you want a resolution of 20 m, the returned 

signal will be about 1.62 parts per million (≈-58 dB) of the input and, if acceptable 

resolution of 100 m, then 8,1 million part (≈-51 dB) of the input signal returns to the 

entrance. 

These are very small optical powers, and for them to be elevated, increasing of 

the required input power is needed. If, for example 100m resolution is acceptable, 

then at input peak power of 1 mW, the peak power of the reverse Rayleigh signal 

will be 8 nW (at 500 ns impulse), at 10 mW - 80 nW, and at 25 mW -  respectively 

200 nW. 

Signal/Noise Relationship (SNR) and Dynamic range (DR). 

Since the power in the pulse is low, and because of time-dependent random 

fluctuations in, require averaging of as a larger number of N impulses received. 

Averaging impulses is absolutely essential because of the need to increase the 

signal/noise (SNR – Signal-to-Noise Ratio), which is defined as the ratio of the 
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average signal level P to the noise level. Assuming that the noises are random 

variables X, Gaussian distribution with an average µ and mean square σ, i.e 
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xf  ,   (16) 

 

hen the noise level can be equated to the estimated level σ  of noise. In the case of 

the threshold of the data: 

 

2)(
1

xx
n i

i −= �σ      (17) 

 

Then the relation signal/noise in linear units is defined as: 

 

σ

P
SNR =      (18) 

 

 

 

 

Fig. 5-17 Illustration of interference of two Rayleigh scattered waves. 

 

Assuming that the noise is Gaussian distributions, then averaging N -signal 

impulses will reduce on average quadratic and we get 

 

N

σ
σ = .     (19) 

SNR in that case will be 

 

SNRNN
PP

SNRN .===
σσ

.   (20) 

 

Since the signal/noise increases with the number of averagings, and this leads 

to an increase in the dynamic range (DR), which is the ratio of the scattered signal to 

noise level. If the signal/noise is expressed in dB, then : 

SNRSNRSNRDR dBdB log5log10.
2

1
===    (21a) 

 

( )dBdBdBdBN DRSNRNSNRSNR ∆+=+= log5,    (21b) 

 

The multiplier (½) in (21a) present because it takes into account only one 

direction of propagation of the signal (back to entrance).  
 

σ P  

σ 
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Fig. 5-18 Noises, dynamic range of distraction, usable dynamic range [30]. 

 

For example, when averaging N =10 the number of signals, the starting 

signal/noise increases by 2,5 dB, ie 1.77 times, and averaging at N = 100 the number 

of signaling increases by 5 dB, i.e. 3.16 times.  

Usable dynamic range 

This is the range which can make measurements exceeding a certain value. When 

the magnitude of the noise "peak-to-peak" becomes commensurate with the size of 

the useful signal (the difference between two successive averaged phase-sensitive 

reflectometer) is practically stignato level of detectability, ie minimum level of 

dynamic diapzoan wherein SNR ≥ 1. Signals with a higher value than that in the 

usable dynamic range (UDR). By analogy with conventional reflectometers UDR 

can be defined relative to a 0.2 dB loss equivalent as follows: 

NS

NS
dB

−

+
= log.52.0  ,   (22) 

 

where S is the signal level, N is the noise level. Then the level of signal/noise is 

obtained: 

dBSNR 68,6≈  ,   (23) 

 

which means that the used dynamic range is about 7 dB above the level below which 

are found 98% of the noises (see Fig. 5-18). 

  

Reachable number of averagings 

Unlike conventional reflectometers, who may make millions averaging for 

minutes at reflektro metric perimetrical sensors averaging number is determined by 

the distance that covers the sensor, resolution and time for averaging �Σ, which 

should be comparable with the typical times of the expected perturbations caused by 

the expected external factor. If it is necessary to detect steps of a person will assume 

that �Σ = 0,2 ÷ 1 s. For various other factors that time may be different. Assuming the 
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sensor response time in human progress as a basis for comparison, it will require the 

condition that the time for accumulation of data and averaging them is �Σ = 0,2 ÷ 1 s. 

If the length of the controlled area is Ls,  the time for detour of the sensor cable is: 

     
g

s

v

L
T 2=       (24) 

and when Ls = 1 km, for example, T = 2 µs. 

In general, the number of possible averaging is given by the ratio of time 

allowed for averaging �Σ  to the period T of the impulse repetition duration δτ: 

T

T
N Σ=       (25) 

For δτ = 500 ns with δl = 100 m, for different sensor lengths we receive the 

following values for the possible number averagings and relevant addition to the 

dynamic range ( )dBDR∆ , represented in Table 5-2: 

Table 5-2 Average number of possible N for different sensor lengths Ls and additives to the 

dynamic range ( )dBDR∆  in resolution of 100m. 

Ls = 1 km  N = (0.2 ÷ 1)s/2µs = 100 000 ÷ 500 000 ( )dBDR∆ = 12,5 

÷14,25dB 

Ls = 10 km         N = (0.2 ÷ 1)s/20µs = 10 000 ÷ 50 000           ( )dBDR∆ = 10 

÷11,75dB 

Ls = 20 km         N = (0.2 ÷ 1)s/40µs = 5 000 ÷ 25 000         ( )dBDR∆ = 9,25 

÷11dB 

Ls = 40 km         N = (0.2 ÷ 1)s/80µs = 2 500 ÷ 12 500          ( )dBDR∆ = 6,48 

÷10,25dB 

 

Table 5-2 shows that if the signal level is near the noise level, the maximum 

possible length of a sensor (not considering other limiting factors) is about Ls = 40 

km to be able to enter the usable dynamic range. This length is largely satisfactory, 

as its actual utilization will be other factors such as signal level, fast response ADC's, 

the sensitivity of the avalanche photodiode and others. 

5.2.1.2.3 Identifying the signals given by potential intruders 

From the above conducted theoretical analysis follows that, in order to obtain a 

measurable level of signals around and over 100 nW, for systems with length Ls 

maximum up to 40 km, is appropriate to submit impulses with duration δτ = 500 ns, 

which corresponds to the resolution  δl = 100 m. In this case it can be entered into 

the usable dynamic range, provided that they can detect pulses with peak power of 

tens nanowatts. 

To achieve this, are needed: 

• Optical amplifiers with over 10 mW output power;   

• Electro-optical modulators; 
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• Avalanche photodiode with a low noise preamplifier. 

 

Proper functioning of the electro-optical modulator requires very precise 

adjustment of input and output polarizations of the modulator. For this purpose were 

purchased and installed fiber optic linear polarizers in which it was achieved almost 

100% modulation. 

Initial experiments with the available InGaAs PIN photodiodes did not give 

satisfactory results and after a long search was chosen and purchased low noise 

photodiode with preamp HCA-S-200M-IN [35]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5-19 Scheme of the experimental set. 

 

The scheme of the experimental installation is shown in Fig. 5-19. Using a pulse 

generator set modulating impulses with a duration of 500 ns, and amplified by the 

optical amplifier impulses were applied to the input of the auxiliary fiber connected 

to the sensing fiber. By means of low-noise photodiode signals were observed the 

signals from the opposite Rayleigh scattering, as follows, and can be expected to 

fluctuate in time.  

In Fig. 5-20 is shown the resulting signal and relay example ratio between the 

background noise and the spectral perturbation caused by a particular troublemaker. 

There is a repetition of the integral signal containing intense spectrum of random 

noise and perturbation effect [36].  
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Fig. 5-20 Relay waveforms of signals of different widths of laser pulses and different 

coefficients of filling. 
 

For the purposes of future permanent system it was necessary to do their own 

development of special purpose optical amplifiers that can amplify signals with low 

duty cycle and possibly low-noise optical amplifiers to take back the signal. In Fig. 

5-21 is shown Rayleigh signal processed by appropriate software ADC system. 

 

Fig. 5-21 Rayleigh ratio between perturbiran signal with noise (spectrum above) and clean 

perturbations (spectrum below). 

Dotted lines mean unification of the sensor circuit from one software program to 

select appropriate frequency of following the laser impulse and the appropriate 

resolution of the entire system. 
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5.2.1.3 Fiber-optic sensors for security of gas, oil and fuel transmission 

grids (pipelines) 

Breaches of pipelines and their protection against unauthorized access 

continue to be major problems for their security, reliable operation and reliability, 

because the available methods to detect breaches and traditional methods to guard 

the pipelines are proven inadequate to prevent the leakage of them and identification 

of offenders in the guarded zones [37]. The system of fiber-optic sensors provide an 

early warning, allowing operators to react quickly and appropriately in the 

occurrence of breakouts (leaks or offenders) in the pipeline. 

The method of fiber optic sensors for leak detection and identification of 

unauthorized access is based on the monitoring of distributed parameters, providing 

continuous monitoring along the entire length of the pipeline. Technology for 

monitoring of distributed temperature values are used to more accurately locate leaks 

(within 1-5 meters along the pipeline and much faster time to detection - up to 10 

sec.) than other systems for identification.  

Monitoring of distributed acoustic signals through fiber-optical sensors used 

to monitor unauthorized access, can detect threats for the pipeline with an accuracy 

of 1 to 10 m, depending on the threat of a few meters to 250 meters distance from the 

pipeline. Integration components used in these authentication methods are fully 

automated and can easily be integrated into standard information and communication 

systems for collecting and processing of information. The combination of these 

detection methods through fiber-optic sensors creates economical, efficient, reliable 

and flexible system for the protection of pipelines. All this is feasible based on the 

fact that both systems use the same fiber-optic cable and unique available 

telecommunications cable can be used to monitor both leaks from the pipeline and 

unauthorized access to the pipeline without construction of additional infrastructure 

where there is already fiber-optic cable along the pipeline.  

 

5.2.1.3.1 Identification of leakage, using fiber-optic sensors for the 

measurement of distributed temperature values 

The key to the principle of identification of leaks, using fiber-optic sensors for 

the measurement of distributed temperatures, the thermal "signature" of the product 

in the conduit (gas, methane, oil, water, ethylene, ammonia, etc.) is significantly 

different from the environment surrounding the pipeline. 

The principle is based on the effect of Joule Thompson [38]. It is generally 

known that the temperature of the fluid under pressure in an enclosed space, as is the 

conduit, is generally lower than the ambient temperature. So the violation of the 

normal operation of the pipeline causes leakage of fluid from the pipeline into the 

atmosphere, which is seen as a drop in temperature along the fiber optic sensor. Even 

under water, on the basis of its sensitivity, the sensor for recording temperature 

values allocated is able to account for fine temperature variation due to the leakage 

of fluid. 

In some cases, temperature differences between the product and the 

environment are significant, as in methane, wherein the product may be -190 
0
� 
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colder, than the surrounding environment. In other cases, such as for example water, 

the pipes can be located below the level of the river bottom, and the temperature 

difference are extremely small. Therefore are necessary different methods to 

estimate the parameters. But in all cases the basic principle of identification is that 

when the product leaves the pipeline and comes into contact with the fiber optic 

cable, we will recieve different temperature records. The sensor takes into account 

this change and sends "notification" to the system for collecting and processing of 

information or remote controlled in most areas through alternative communication 

(radio channel, satellite or telephone network). Once being alarmed for leakage or 

unauthorized access, the exact location of the "breakthrough" will be localized, 

thereby creating conditions for timely and adequate response to the prevention and 

reduction and/or limitation of the consequences.  

The system for measurement of distributed temperature values through fiber-

optic sensors consist of two components: a controller that size and strength is similar 

to industrial PCs and fiber-optic sensor. For the sensor to be able to detect 

temperature deviations, it is essential that the same be in close physical contact with 

the leaking fluid, which requires to be located in close proximity to the pipeline. In 

some cases, the cable will be physically attached to the pipeline when the latter is on 

the surface of the earth, but usually it is located parallel to the pipeline. In cases 

where the cable is attached to the pipe, the duration of monitoring the temperature 

profile will be monitored as a "hot spot" or "cold spot", and can be used as an 

indicator for the identification of the wear or corrosion of the pipeline it. 

As a separate component of the system is the cable for measurement, with 

range up to 30 km in one direction, with a spatial resolution of 1 m across the whole 

range. The measuring time may be of the more frequent intervals of 10 sec. with a 

temperature resolution of 0.01 
0
�. The scope of the system can be extended with the 

use of multiplexers, enabling the measurement range can reach 60 km with one 

element of the system without adversely affect the temperature resolution. For 

greater lengths of piping can be used several elements of the system on every 60 km. 

 

5.2.1.3.2 Identification of unauthorized access to pipelines by using the 

method for measuring the reflected acoustic signals distributed 

Upon identification of unauthorized access by measuring the reflected acoustic 

signals divided is used the principle of the reflected Rayleigh signal. Due to the 

random fluctuations in the inhomogeneous media in optical cables very small 

amount of light from a pulse introduced into the cable, is reflected back from any 

location along its length. As with other methods for monitoring parameters 

distributed through fiber-optic sensor, if a disturbance along the cable, it changes the 

reflected light at this point. This method is applied by using Coherent Optical 

Domain Reflectometer (C-OTDR) [39], which has the advantage that it provides 

very low noise levels, high dynamic range and accurate differentiation of values of 

measured parameters between adjacent measurement. Acoustic power derives from 

the fact that the reflected signal is repeated several times higher frequency, which is 

limited in time, for which an optical pulse will tour the cable to the end and go back. 
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The system uses a standard optical cable (eg. SMF 28). Up to 40 km cable 

length can provide measurement points with a resolution of 10 meters. This provides 

4000 independent parallel models of acoustic channels. Reflected optical signal 

generated along a 40 km cable, is repeated with a frequency of 2.5 kHz, providing an 

acoustic band of 1.25 kHz in each channel. In general, the length of the pipeline has 

a separate, back-optic cable, which is used in the existing telecommunications cable 

(located alongside the pipeline) and directly buried in the ground or placed in a 

separate protective tube. 

Once placed, the optical cable may be monitored for the activity of the soil 

surrounding the pipeline in the medium by detecting the seismic (vibratory) signals 

generated by the activity in the soil. These seismic signals traveling in the soil 

degrade the cable, causing tension in the place of their contac. These changes in the 

tension/bending of the cable create a signal reflected at this point and it is these 

changes in the optical signal that can be detected and compared with the firs, original 

state of the signal.  

One of the key features of the method is very large amount of acoustic data 

that is generated. In 4000 acoustic channels a system is able to process data in real-

time, up to 20 Mbytes/sec. Each of the acoustic channels is independent and parallel 

processing signals for identification, classification and localization of unauthorized 

access. This is achieved by a combination of the acoustic signals processed by the 

algorithms whose output data is configured in the overall picture, so as to form the 

system response to an identified intruder. 

The results of these processes are transmitted to a benchmarking system that 

shows the status of alert, ranging in order of importance, eg. green, yellow, red. 

Combining the sensitivity of the system with the algorithms for tracking, it is 

possible to provide a very high probability of detection, with the following typical 

ranges for the detection - Table 5-3. 

Table 5-3 Scope of the reflected acoustic signals 

Event Distance from the pipeline 

Normal walk 5 m 

Running 10 m 

Vehicle on smooth surface 20 m 

Vehicle on off-road surface 50 m 

Digging machine 100 m 

 

5.2.1.4 Sensor module for detection of low flying objects (helicopters) - 

AHSM 100S 

One of the basic methods for carrying out different terrorist activities is by 

using low-flying helicopters. The main reasons for this are the small reflective 

surface and capabilities of helicopters to perform flights at very low flying heights 

(up to 150 m) which are not effectively controlled by the airspace defense system. 

Protection of strategic infrastructure and the approaches to them through detection 
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and warning of unauthorized access (acts of terrorism) by helicopters is not effective 

by classical means of radar intelligence, especially in conditions of mountain-forest 

or broken ground and near to large infrastructure sites, water basins, etc. These facts 

imposed to develop in IMSETHC-BAS a sensor for detection of low-flying 

helicopters and to determine their coordinates using two of parallel detection 

methods - acoustic and radar [40, 41, 42, 43]. 

The acoustic method is based on the fact that the movements of the helicopter 

propellers create specific acoustic signal. It is with a basic frequency component and 

multiple harmonic (more than 50), which depend on the number of rotors and the 

speed of their rotation. The main acoustic signals generated by the types of 

helicopters, are shown in Table 5-4. 
 

Table 5-4 Main acoustic signals and parameters connected to them of various types of helicopters  

Helicopter 

type 

Propeller diameter (m) 

Number of propellers 

 

Rotation 

speed 

Rev./min (s) 

Frequency of the first 

harmonic (Hz) 

CH-47 

"Chinook" 

18.29 / 2 � 3 – front and back, 

approximately equivalent  

112 (1.867) 11.2 (at 6 propellers)  

or 2 � 22,4 

�� – 8/ 

�� - 17 

21,29/5  192 (3.2) 16 

M� - 

24B/28/35 

17,3/5  240 (4) 20 

M� – 26 32/8 132 (2.2) 17.6 

�� - 25 15.74/3 237 (3.95) 11.85 

�� - 50 14.5/2 � 3 – one above the other, 

rotating opositely 

313 (5.5)  33 (at 6 propellers)  

or 2 � 16.5 

��	�
 15,6/4 265 (4.42) 17.68 

�� 260 10,16/2 395 (6.58) 13.16 

AH-64 

Apache 

14,63/4 315 (5.25) 21 

 

The opportunities to use the acoustic spectrum of flying helicopters for their 

detection is hampered by: 

• diverse range of different helicopters and the need for signal processing in a 

manner invariant to the particular model of helicopter (i.e. universal, effective 

against previously unknown type of helicopter used by terrorists); 

• existence of a series of acoustic signals interfering even in a single helicopter 

flight caused by different propellers (main and tail) of its engines and design 

characteristics. Additional influence on the acoustic characteristics of the signal from 

a single helicopter is coused by coexistence and interference of the direct acoustic 

wave with its reflections from local sites and with "standing" acoustic wave moving 

almost horizontally; 

• jamming in the acoustic picture by several helicopters; 

• existence of diverse acoustic noise caused by different ����
� sources 

(wind, rain, movement of water in the river/sea, movement of trees and bushes, 

movement of animals, etc.) and artificial sources (vehicles, industrial plants, 

movement of people, etc.). 
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The radar method in general could be on the principle of Doppler or pulse 

radar. 

The pulse radar creates better opportunities for determining the distance to the 

helicopter and eliminating interference from nearby objects (grass, shrubs, rain, 

snow, etc.). However, it is more expensive and has a higher power consumption, 

which makes it more difficult for application in portable and relatively inexpensive 

devices. 

The Doppler radar is low power consumption, but is extremely sensitive to 

moving objects near it, even with small reflective surfaces (rain, grass, branches, 

birds, etc.). 

The acoustic Doppler-radar methods and devices developed at IMSETHC-

BAS made it possible to create a sensor for detection of low-flying helicopters. This 

sensor is portable and can be used for: 

• identification of the areas over which a helicopter flys at low level (about 

1000 m); 

• localization of helicopters flying at very low heights (150 m); 

• control of helicopter stopping places and hangars at unauthorized attempts 

for use (by rotating the propeller); 

• as a mean for activating an active system for destroying the helicopter (mine, 

rocket launchers, guns, etc.). 

The ability to use multivariate sensor for detection and localization of 

helicopters gave a reason to apply it as a module system for prevention and 

counteraction against this type of threats named Antihelicopter sensor module 100 S 

(AHSM -100 S). 

AHSM 100S is designed to detect low-flying helicopters (objects) and in the 

presence of target to transmit a coded radio signal to the information user (system for 

tertiary information processing, active module for countermeasures, signaling 

devices, etc.). 

 

5.2.1.4.1 Elements of AHSM 100S 

The AHSM 100 S is radio-controlled sensor module (Fig. 5-22) wich 

switching on/of is provided by coded radio signal. It may be deployed for military 

use position up to 90 days, within which it can operate in "intelligence" mode for not 

less than 30 days. After deployment for a period of 90 days its power supply should 

be replaced according to instructions. The module is situated on a special stand and 

consists of a transceiver for receiving and transmitting commands and information, 

control, acoustic sensor, Doppler radar and power supply unit. 
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Fig. 5-22 General wiev of AHSM 100S. 

 

 

Transiever of �HS� 100S 

The transceiver of AHSM 100S is designed for receiving commands for 

control of the operating modes and transmission of information to users. It presents a 

radio transmitting and receiving device with common antenna and common input-

output filters. 

 The control is performed remotely from the command module or the control 

unit of the sensor module when the sensor is activated. 

Information transmitted by AHSM 100S is of two types - administrative and 

intelligence. 

Administrative information submitted by AHSM 100S, is a confirmation of his 

transition in "intelligence" or in "disarm" mode.  

Intelligence information is of two types: 

• common – for the presence of helicopter within a hemisphere with center the 

sensor location and radius of up to 1000 m; 

• particular, for fly of a helicopter over the sensor in a conical area with a peak 

the sensor location, height of 150 m and angle of 25°. 

Control unit of �HS� 100S 

The control unit is a part of the sensor and performs the interaction between its 

different elements, providing: 

• total operating time in active mode - up to 30 days; 

• total operating time of the device – up to 90 days; 

• safe activation time of the sensor after its initial deployment - 5 min; 

• connection between the transceiver AHSM 100S and the other components; 

• control of the individual sensor elements operation. 
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The unit is designed as firmly programmed controller based on modern low-

consumption microprocessor. At switching on, the power (mechanical) sensor 

module, the built-in timer starts counting the total operating time of the device - 90 

days and the safe activation time. After the expiry of safety time, the control unit 

switches to stand-by mode for receiving commands. 

Upon receipt of the signal "ENABLE", the control unit activates the acoustic 

sensor, swiching on its power supply and begins responding to the signals coming 

from different sensors. Upon receipt of the signal "DISABLE", the control unit 

deactivates the acoustic and radar sensors and terminates reception of signals from 

them. 

In case the total time to work in active mode exceeds 30 days, the control unit 

sends a signal for neutralization of the sensor. The same signal is sent after expiry of 

90 days from the product switching on or in case of voltage drop. 

Acoustic sensor 

The acoustic sensor is designed for listening to the surrounding area and 

detection and recognition of objects, generating an audible signal characteristic 

parameters (noise of helicopter). 

It consists of a special microphone, amplifiers, filters and two blocks for 

analysis. The sensitive part of the specialized microphone is located near the product 

surface and the rest part of the acoustic sensor is placed on an independent board of 

AHSM 100S body. The operation of the acoustic sensor is controlled by a control 

unit (Fig. 5-23). 

 

Fig. 5-23 Control unit. 

 

After activation, the acoustic sensor is located in the "audition" regime and in 

the appearance of noise with characteristic parameters is realised an analysis of a 

given algorithm from microprocessor circuit (MSP). In case that during this analysis 

is identified that the source of the noise corresponds with the searches, decision is 

made for possible target and a signal is given to the control unit of the sensor 

module. The control unit includes a unit for spectral analysis based on the 
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performance of the DSP. Upon confirmation of the presence of the target signal is 

formed to detect a helicopter which is supplied to the control unit and radio - as 

general intelligence information to the end user for any target in the area up to 1000 

m.  

Doppler radar 

The Doppler radar detects when a helicopter overflight over it in Its conical 

area with a peak located in the location of the radar having an angle of 25 ° and a 

height of 150 meters. The principal scheme and overall look of the box of the 

Doppler radar are shown in Fig. 5-24 and Fig. 5-24 b and diagram directed its action 

- in Fig. 5-25. 

The Doppler radar consists of two antennas for the respective axes, two analog 

modules for each antenna and a digital module. All components are mounted on one 

printed circuit board. The connection to external devices is done with cable. 

Mechanical design of the radar is in a metal box with a dielectric coating of the 

antennae. The output RS is accessible after removing the protective cover on the 

bottom of the box. The block diagram of the Doppler radar is shown in Fig. 5-26. 

The radar is inactive and is activated after detecting the target of the acoustic 

sensor on signal from the control unit. Its Readiness to work is no more than 0.5 

seconds after its inclusion and time detection of the target - no more than 0.03 

seconds, after falling the target into the zone of action. 

 

Power Supply 

The power supply is designed to provide reliable power supply of 

interchangeable elements of the sensor tube for the lifetime (10 years). It is built on 

the basis of lithium batteries and is divided into the following functional groups: 

• powering the control unit and an acoustic sensor; 

• powering the radio; 

• powering radio transmitter; 

• powering the doppler radar. 
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Fig. 5-24 a Principal scheme of the doppler radar. 

 

 

 

 

 

Fig. 5-24 b General view of the doppler radar. 
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Fig. 5-25 Diagram of directional activity of a single antenna of Doppler radar 

 

Fig. 5-26 Block diagram of the the doppler radar. 
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5.2.1.4.2 Tests of AHSM 100S 

Laboratory tests
∗
 

Laboratory tests aimed at identifying opportunities for sustainable and reliable 

operation of AHSM 100S in temperatures, humidity, vibration, shocks and other 

external conditions, as required by standard MIL– STD – 810 F:2000 „Method 514.5 

Vibration, Procedure II, Transportation”. 

Mechanical tests are conducted to determine the performance of ACM 100S in 

terms of sinusoidal vibration in accordance with MIL - STD - 810 F: 2000 "Method 

514.5 Vibration, Procedure II, Transportation". Additional shock tests are conducted 

- falling of AHSM 100S from height of one meter. 

Climate tests to determine the operability of AHSM 100S in conditions of low 

temperatures are conducted in accordance with MIL - STD - 810 F: 2000 "Method 

502.4 Low Temperature, Procedure II, TABLE 502.4-II, Mild Cold (CO)". 

Climate tests to determine the operability of AHSM 100S, high temperatures 

are conducted in accordance with MIL - STD - 810 F: 2000, "Method 501.4 High 

Temperature, Procedure II, Operation". 

Climate tests are carried out in a climatic chamber type ILKA (with accuracy 

down to ± 2 ° C temperature) in cycle tests of 2 hours. 

To establish the efficiency of ACM 100S at low and at high temperatures, in 

conditions of vibration and after shock a personal computer (PC) is used with 

recordings of noise characteristics of helicopters 

Installations for carrying out the weather tests are shown in Fig. 5-26 a, b and 

c. 

 

   Fig. 5-27 (�) Appearance of AHSM 100S in a climatic chamber. 

 

 

                                                 
∗
 Field tests were carried out under the program and methodology, details of which it is not appropriate to present in 

this material 
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Fig. 5-27 (b) The type of AHSM 100S in a climatic chamber - position 1. 

 

 

Fig. 5-27 (c) The type of AHSM 100S in a climatic chamber - position 2. 

 

5.2.2 Products and systems for the security of maritime borders, incl. 

Critical Infrastructure 

The main task of these products and systems is to achieve a high degree of 

security of maritime borders and infrastructure (mainly harbors and vessels of the 

raid or landed in them) through early detection and identification, the goal is to 

reduce vulnerability. 

The technical description of the products and systems developed in IMSETHC 

- BAS and used to achieve the necessary security of Critical Infrastructure is as 

follows: 

5.2.2.1 Sector sonar SON – 7 

 

 

 

 

 

 

 

 

Fig. 5-28 Sector sonar SON – 7 
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The sector sonar SON - 7 (Fig. 5-28) is an independent product, in terms of 

power, specialized for monitoring of the approaches to ports and the objects in them. 

Monitoring is carried out through electronic scanning of seven diagrams of pre-

oriented sonar (radio-emitting) antenna. Sonar is able to detect the movement of 

terrorists’ divers, swimming underwater or using mobility aids, and to direct their 

own divers in carrying out underwater tasks. Sonar consists of two main parts - 

surface and underwater, connected by a cable with a length of 1000 meters. 

 

5.2.2.2 ����� (�����������) �� ������� ��
������ SON – 30 

The sonar for circular observation SON - 30 (Fig. 5-29) is an independent 

product, in terms of power supply, specialized for monitoring of the approaches to 

ports and the objects in them. Monitoring, unlike SON - 7, is carried out in a zone of 

360 degrees. 

        

Fig. 5-29 Sector sonar SON – 30. 

 

 

5.2.2.3 Hydroacoustic system "MIDA" 

Hydroacoustic system provides monitoring of water areas where it is 

deployed, on the availability and tracking of underwater and surface vessels in 

broadcast their acoustic noise background noise generated by sea excitement [44]. 

The system consists of a coastal station and stationary acoustic devices (Fig. 5-

30). One coastal station can receive and process information from 32 hydroacoustic 

devices. 

In the coastal station are installed: reception VHF antenna, multi-channel VHF 

receiver and a computer system with software to display information from 

hydroacoustic devices. 

The device consists of specialized hydroacoustic receiver, transmitter, power 

supply, anchor system and connecting cables (Fig. 5-31). 
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Fig. 5-30: Principal scheme to sonar system "MIDA” deployment. 

The specialized hydroacoustic receiver (Fig. 5-32) receives and analyzed 

hydro-acoustics signals from vessels in the range from 200 Hz to 10 kHz amid 

hydroacoustic noises by the excitement of the sea. It is deployed at 30 m depth 

depending on the relief of the surrounding area. It is deployed at 30 m depth 

depending on the surrounding area topography. 

 

 

 

 

 

 

 

 

 

 

Fig. 5-31: Hydroacoustic system - general structure. 

 

Each device's location is determined by the priority task for the system. After 

placing the device in a particular place, its coordinates are entered into the system's 

memory. 

The radio transmitter (Fig. 5-33) provides transmission of processed 

hydroacustic information to the coastal stations. The transfer is made in the scope of 

a particular carrier frequency, fixed for each device. The transmitter and antenna, 

constructively are integrated into the buoy. In standby mode (Fig. 5-31), when within 

the scope of operation of the device no source of ship noise, buoy is located under 

the water surface. 

The power supply unit provides the necessary voltage for normal operation of 

the device in the period of 90 to 180 days, depending on predefined requirements. 
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Supporting buoy, with connecting cables and anchor system, provides the 

necessary depth of the hydroacoustic receiver deployment. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

            Fig. 5-32: Receiver                     Fig. 5-33: Radio transmitter 

 

When the vessel approaches the barrier built in one or two of sonar receivers 

level of intake noise becomes higher than the specified threshold. In this case, the 

signal by the hydroacoustic receiver to the transmitter is switched in the transmit 

mode. The buoy, along with radio transmitter and emitting radio antenna, floats to 

the water surface and emits a signal to the coastal station for the presence of an 

object in the vicinity of the respective device - the source of noise (Fig. 5-34). Upon 

further increase in the noise level and move to the second threshold, to the coastal 

station is transmitted and received spectrum of hydroacoustic noises. Received in the 

coastal station signals are processed and overheared with purpouse to be evaluated 

the type of the object of noise. On the syystem screen is highlighted information, 

showing from which device the signal is received. 

After the object, which is the source of the noise, is moved away, the device 

goes into "standby" mode in which buoy, with the the radio transmitter and emitting 

radio antenna again dipped under the water surface (Fig. 5-31). 

When with the sonar devices two parallel barriers are built, by the sequence of 

activation of devices can be determined the elements of vessel movement. 

The principal scheme of the system, developed by IMSETHC, ensure the security of 

maritime borders and infrastructure objects, (basicaly ports and vessels of the raid or 

moored to them), is shown in Fig. 5-35. 

 In the conclusion, it should be noted that the manufactured products and 

systems are continuously tested and improved with the aim of reaching and 

exceeding the best characteristics and parameters of similar products and systems in 

the international market. 
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Fig. 5-34: Transmission mode. 

  

 

Fig. 5-35: Principal scheme of the security system for maritime borders and infrastructure objects. 

 

5.3. Products and systems for the protection of land and sea borders, 

small or big Infrastructural objects 

5.3.1 Products and systems for the protection of land borders, incl. critical 

infrastructure 

The main task of these products and systems is the high level of protection of 

land borders and infrastructure objects to be achieved, through early detection and 

identification with subsequent counteraction. 
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The technical description of products and systems developed by IMSETHC 

and used to protect objects of critical infrastructure is as follows [24]: 

5.3.1.1 Complex for objects protection against unauthorized access by 

terrorists, moving on foot [45] 

The complex (Fig. 5-36) is designed for critical infrastructure protection – 

roads, oil pipelines, land borders, electrical transmission lines and others against 

unauthorized access. The complex is designed for protection of critical infrastructure, 

which is already built as well as for an extended period to work in different climatic 

conditions. Its deployment is carried out manually, which helps to accurately identify 

the components and leads to reaching optimal operating conditions. Non-lethal 

effects to be achieved, during the functioning of the complex, are used rubber 

ammunitions (elements), which have a high kinetic energy. Lethal effect of the 

complex is achieved by the use of ammunitions with metal elements, having also 

high kinetic energy. All parts of the complex are designed for multiple uses. The 

principle scheme of deployment of the complex is shown in Fig. 5-37. 

 

 

Fig. 5-36: Complex for protection - key elements. 
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Fig. 5-37: Deploiment of elements of Complefx for protection on the grounf - principal scheme. 

 

5.3.1.2 Complex for barriers construction to prevent unauthorized access 

The complex is designed for critical infrastructure objects protection, which 

are already built, as well as for an extended period of work in different climatic 

conditions. Its deployment is carried out manually, which helps to accurately identify 

its components and leads to reaching optimal operating conditions. Non-lethal effects 

to be achieved, during the functioning of the complex, are used rubber ammunitions 

(elements), which have a high kinetic energy. 

In the area of complex deployment, in order to prevent unauthorized access, 

are located sensors that provide the necessary information to trigger a battle system 

with non-lethal rubber ammunition. 

Battle system with non-lethal rubber ammunitions is triggered by the operator 

of the complex after the offender refuses to stop and withdraw from the protected 

area. All parts of the complex are designed for multiple use. 

Complex (Fig. 5-38), basically consists of: 

Counteraction system 

• five-barreled module with non-lethal impact and jumped ammunitions with 

rubber destructive elements. The module is remotely activated and 

ammunition igniting at a height up to 0.8 m., cover an area of destruction of 

15 m. in diameter and can be recharged for repeated use; 

• fragmented non-lethal impact ammunitions, Claymore type, containing rubber 

fragments. Ammunition are activated remotely and be dissuasive within a 

radius of 25 meters. When activated by 0,8 m. above the ground, have a 

striking effect of 0.3 - 4 m. in height. 

163



 

 

 

Fig. 5-38: Complex for building of barriers - basic elements. 

 

Identification and monitoring of offenders system 

• inductive detector – placed on the approaches (roads) to the the protected 

object and detects (discoverd) possible objects, possessing a magnetic field - 

armament and basic machines as follows: within 2-2.5 m. of armed intruders; 

within 8-10 m. for passenger cars; within a radius of 14-15 meters for trucks; 

• acoustic vibration sensor – placed along the perimeter of the protected object. 

Detects, analyzes and recognizes signals and warns of the presence of possible 

violators of the following distances: within a radius of 50 m - the movement of 

a single offender; within a radius of 100 meters. - the movement of cars. It 

works flawlessly under different climatic conditions: wind, rain, etc.; 

• electrical and mechanical sensor – a thin two-wire cable, stretched along the 

perimeter of the protected object and warns its interruption, the presence of 

offenders - people or cars; 

• RS-L wireless radio frequency sensor – warns of individual offenders and 

vehicles by changing the electromagnetic field. It installs in three ways, 

depending on the assigned task: rapid installation through a tripod; by 

mounting bracket with surrounding trees and by installing a fence bracket (if 

available). It consists of two parts: a transmitter and a receiver, between which 

is formed a magnetic field. The receiver and transmitter are tuned by radio 

channel. The length of the RS-L of the detection zone moving people and cars 

is 3-200 m., depending on the distance between the receiver and the 

transmitter. The height of the viewing area is of 1.6 - 1.8 m., is also depending 

on the distance between the receiver and the transmitter. 
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Testing system 

Testing system includes a standard communication protocol and architectural 

module, and possesses the possibility of joining additional modules to solve other 

tasks, depending on consumers needs. It has the opportunity for self-tuning during 

the transmission of data over the network, depending on the distance and visibility 

between specific modules. 

Testing system also allows easy preset, testing and operation (monitoring and 

control). The installed software has a simple and easy to use interface. There also is 

an opportunity to preserve the records of the operator's work, displays information 

associated with it on a map or satellite images of the area. 

 

5.3.1.3 Anti-helicopter mine 4 AHM 100 [46] 

5.3.1.3.1 Usage and basic elements 

Usage 

Developed by the IMSETHC - BAS anti-helicopter mine 4AHM-100 is 

designed to destroy low-flying helicopters using metal fragmentary elements 

(fragments) at altitudes up to 150 m.. 

 The mine can be used alone, in a group of mines or for placement of anti-

helicopter minefields in the following cases: 

• protection of land and sea borders, infrastructure, military and civilian objects 

from attack of helicopters; 

• blocking sites for an air assault landing of terrorists by helicopters; 

• in protecting landing accessible areas along the sea coast, where it is expected 

fire support by helicopters or landing of terrorists from helicopters; 

• blocking of possible routes for flights of helicopters, especially in forested 

mountain areas, ravines, hidden approaches to the firing defensive line and 

others; 

• protection of mining engineering enclosures from mine clearance with 

helicopters; 

• to prevent placement engineering enclosures with helicopters; 

• blocking of sites for take-off and landing of helicopters and areas where it is 

possible to be deployed such; 

• psychological impact on the crews of helicopters with the aim of forcing them 

to fly uncomfortable for them, on open routes and higher altitudes in order to 

allow for their destruction by other means. 

The basic elements of the mine 4 ���-100 are shown on Fig. 5-39. 
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Warhead 

 

 

 

 

                                 Sensor module   Control unit 

 

Fig. 5-39 Basic elements of the mine 4 ���-100. 

 

Basic elements of the mine 4 ���-100: 

• Warhead - 4 pcs. combat bodies with telescopic stands, loaded with a basic 

charge (TNT / RDX-50/50); additional (intermediate) charge (Compacted 

hexogen RDX) and metal destructive elements; 

• Radio fuse - 4 pcs. with motor-reducer group (propulsion protective plate, 

electric igniter, igniter), capsule-detonator TAT-A30T, additional 

(intermediate) charge (Compacted hexogen RDX) and receiving devices; 

• Sensor module with telescopic stand - with the power unit, control unit, a 

transceiver to communicate with the command module transmitter of 

commands to radio fuses, sensor and acoustic Doppler radar. 

• Control unit – 1 pc on 20 sets of mines. 

5.3.1.3.2 Principle of operation and bringing in fighting status 

Principle of operation  

Communication links and transmission / reception of commands between the 

main components of the mine (command module senzoren module and 4 pcs. combat 

units with radio fuses) is accomplished by coded radio. 

The management of the operation of the mine takes place in two directions of 

radio commandm as follows: 

• first radio direction - forth between the command module and sensor module. 

Exchange �� radio messages is coded to establish the working status of the 

mine; 

• second radio direction - one way from the sensor module to the radio fuze. 

Coded radio messages are transmitted to establish the working status of the 

radio fuze. 
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Bringing in fighting status 

Bringing the mine into fighting position is carried out after switching of radio 

fuses in combating bodies. The sensor box is swithced off in which power is supplied 

to the control unit, which in turn provides a safety time of 40 min.. The acoustic 

sensor and Doppler radar are not switched. 

The control unit swithes a timer and starts counting total time for work in 

combat mode - 30 days and total operating time of the device - 90 days. 

After the expiry of the safety time of 40 minutes, the control unit is ready in 

acceptance of a command (encoded signal) from the command module to activate 

combat mode, to apply signals (commands) for activation of the radio fuze and to 

apply a signal for inclusion of the acoustic sensor. 

In the command "ENABLE", submitted by the command module, the mine 

goes into fighting state and the control unit in "standby" mode. 

5.3.1.3.3 Structure and operation of the main elements of the mine 

Warhead  

The warhead (Fig. 5-40) is intended to bring together into one main charge 

fragments, providing striking effects, and radio detonator and serves to destroy low-

flying helicopters and psychological impact on the crew by the shock wave and the 

sound effect of the blast. 

 

 
Fig. 5-40 General view of the warhead. 

 

The warhead consists by: 

• frontal profile; 

• bottom; 

•  fragments; 

• main charge explosive; 

• additional (intermediate) charge; 

• telescopic stand; 

• scale for accounting the angle of rising; 

• anchor pins. 
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Radio fuse: 

Radio fuse (Fig. 5-41) is designed to receive and execute commands 

transmitted by the sensor box. Radio link with the sensor box is unilateral. 

After turning on the radio fuse and its installation in the warhead it goes on 

standby for receiving a command from the sensor module. 

�) top view 
) bottom view 

 

 
Fig. 5-41 General view of the radio fuse 4 AHM – 100RF. 

 

 

Command module (unit): 

Usage 

The command module (Fig. 5-42) is designed for remote operation of the mine 

at any point in time through two-way communication with the sensor module. The 

construction of the command module provides its successful work in extreme 

weather and mechanical conditions. 

The product is designed on a modular basis. Communication module and 

evaluation system of the level of synchronization, noise immunity, coding and 

decoding are implemented as separate modules. Access to this module can be 

realized through standard interfaces, SPI (optional RS232) and a set of commands. 

The display on the command module can be monitored and glasses for night 

viewing. The command module and its elements are stored in strong plastic bags 

with foam gaskets. 

 Structure and operation of the main elements of the command module: 

 The command module consists of the following functional assemblies: 

• Radio modem; 

• Executive microcontroller (controller); 

• Communication Controller; 

• Display; 

• Keyboard; 

• Test control; 

• Communication RS232; 
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• Power supply; 

• Battery. 

 

 

Fig. 5-42 General view of the command module 4 AHM – 100 T. 

 

Radio modem - It is designed to transmit and receive digital information. 

Transmitted information is generated from the operational controller and it is 

submitted to the communications processor, which is coded in order to increase 

resistance to jamming of radio connection and reduce the risk of intentional or 

accidental effects to a minimum. The information is decoded as executive commands 

and after appropriate coding in order to increase resistance to disturbances it is 

radiated by the antenna system. Communication controller is managed by the 

operating controller and does not participate in the preparation and formatting 

information; 

Executive microcontroller - It contains the basic program, which provides the 

overall functioning of the command module. It generates information on the radio, 

decode adopted by the radio channel information from the sensor module, manages 

the display, keyboard, control unit and power supply; 

Display - shows the operator the information generated by the operational 

processor. The information is displayed in two rows, each containing 16 

alphanumeric fields. The information content and form correspond to the optimum, 

clear and concise information to the operator for the commands sent the status of the 

command module, as well as data obtained from the sensor module. The display has 

lights, allowing operation in environments with low lighting; 

Keyboard – using the keyboard operator selects the operational status of the 

command module, as well as commands for managing the sensor module. The 
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keyboard is simple and consists of 6 keys that allow you to enter and manage all 

states and commands; 

Test control - It is designed to collect information on the subsystems of the 

command module. The block is used to perform initial testing at inclusion and 

execution of operations associated with the fault-finding.  

Communication RS232 – It has the opportunity to communicate with a 

computer using a standard RS232 interface for servicing, inspection and control of 

the command module, as well as pre-programmed (optional replacement program). If 

necessary, this interface can serve as a remote control command module via PC from 

distances available for RS232. 

Power supply - provides the necessary voltage for operation of all subsystems 

of the command module at optimum efficiency. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5-43 Tactical use of the mine. 

18
�
 

90
�
 

45
� 

18
� 

170



5.3.2. Products and systems for the protection of maritime borders, incl. 

Critical Infrastructure 

The main task of these products and systems [47] is to achieve a high level of 

protection of maritime borders and infrastructure (mainly harbors and vessels have 

landed in them), and protect vessels against pirate attacks through early detection and 

identification, as the objective is to reduce vulnerability. 

The technical description of the products and systems developed in IMSETHC 

- BAS and used to achieve the necessary security of critical infrastructure is as 

follows: 

5.3.2.1 Sensor for measurement of underwater electrical potential 

5.3.2.1.1 General principles – the sensor for the measurement of underwater 

electric potential is intended for use in fuses for sea mines located in relatively 

shallow coastal waters. The dangers in the movement of a vessel on coastal waters 

differ essentially from those in the open sea. Besides issues related to the maneuver 

in an environment in which the movement of the ship is limited and which is 

saturated with radar and sonar signals generated at relatively shallow coastal waters 

vary significantly different "signatures" of the ships. These "signatures" may be 

electromagnetic or acoustic and their interaction with the seabed and other 

environmental factors, such as changes in conductivity and temperature of the water 

can change threats from mines and other similar devices. Therefore, to assess the 

potential threat from mines in coastal environments need to be fully accountable 

change of the "signatures" as a result of the environmental impact. 

5.3.2.1.2 Types of "signatures" of the vessels 

"The signatures" of the vessels can be divided into two main groups: 

electromagnetic and acoustic.  

The electromagnetic signatures are due to various electric and magnetic fields 

that occur around the vessel due to its structural peculiarities and as a result of the 

functioning of its power distribution system and its engine. The potential dangers for 

vessels due to their magnetic fields, such as mine, are well known and studied. One 

standard counteract against this threat is the placement of demagnetizing windings of 

the hull of the ship.  

The acoustic "signatures" are due to the acoustic signals emitted by the vessel 

engine and propeller, as well as a result of their movement. When designing ships are 

used different methods to reduce this "signature".  

5.3.2.1.2.1 Electromagnetic "signatures" 

Usually electromagnetic "signatures" are divided into DC and AC. 

Permanent magnetism - in the design of any vessel are used magnetic 

materials such as iron and steel. These materials can have permanent magnetism. 

Such a vessel can be considered as a permanent magnet has a magnetic field, which 

creates a magnetic "signature". 

Induced magnetism - all vessels are moving in the magnetic field of the 

Earth. It induces a magnetic field in the vessel itself, which creates a magnetic 

'signature' depending on the orientation of the vessel to Earth's magnetic field and its 
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location on the surface of the Earth. Some ships can be equipped with demagnetizing 

windings. These windings, in turn, generate magnetic fields, and can, in the case of 

steel vessels, inducing magnetic fields in the vessel, thereby creating a magnetic 

"signature". Usually, the total effect is positive because demagnetizing windings, if 

implemented correctly and with adequate amounts of electrical current, reducing the 

overall magnetic "signature" of the vessel.  

DC electric fields 

Sources of DC electric fields can be corrosion of the housing and the cathode 

protection system. These sources can be considered as batteries associated with 

seawater. The salty seawater is conductive, although its electrical conductivity is 

much less than that of copper, for example. To the flow of electric current in the sea 

water is created a potential voltage drop that can be measured and thus defines the 

electrical "signature" of the ship at the sea. This "signature" is also known as static 

(SE) or underwater electric potential (UEP). This "signature" is also known as static 

electricity (SE) or underwater electric potential (UEP). 

The magnetic field produced by corrosion (CRM) is created by the electrical 

current flowing in the seawater. It is possible it to be measure in the vicinity of the 

ship, although it is much less than the constant magnetic field. However, for vessels 

constructed of non-magnetic materials such as minesweeper, it can be a large 

percentage of the aggregated magnetic "signature" of the ship. Far from the ship's 

share of CRM is more significant. The greater the distance from the vessel constant 

magnetic field attenuates much faster than CRM and can become comparable to it, 

regardless of what material is used in the construction of the vessel. 

 AC electromagnetic fields 

• Low-frequency electromagnetic field (ELFE) – it is created by currents 

flowing between the hull of the vessel and the propeller. During the rotation of the 

propeller electric resistance between the hull of the vessel and the roller to which is 

attached the propeller is changed with time, as a result of a change in the electric 

current and the potential associated with it. Another important source of ELFE can 

be electric currents induced by the electric power system of ship in the sea water; 

• Fluctuations in supply voltage - there may be minor fluctuations in 

supply voltage of cathodic protection. This will create in the seawater and alternating 

current electrical "signature"; 

• AC magnetic field - the rotors of the generators of the vessel, which have 

windings in which an electric current may be regarded as rotating dipoles which 

induce in seawater eddy currents that are changed with time and are another source 

of electrical "signature "; 

• AC magnetic fields caused by fluctuations in the power supply 

system. They also induce sea water eddy currents. 

Electromagnetic "signatures" in coastal waters 

As mentioned above, in the coastal waters electromagnetic "signature" of ships 

is different from that at open sea. Several factors contribute to this:  

• the relief of seabed - the depth of the sea can vary very rapidly near the coast, 
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which will lead to a change in the "signature" of the ship. There may be mines 

located at different depths, so it is necessary to know what the electromagnetic 

'signature' of different depths, in order to assess the potential for vessel;  

• the structure of the seabed - in the coastal waters the water depth is close to the 

length of the ship, so it is necessary to take into account the structure of the 

seabed when considering electromagnetic "signatures". The conductivity of 

the the seabed can be quite different from that of the seawater. The layer of silt 

and sand at the bottom may have an electrical conductivity similar to that of 

the sea water, because it is soaked in it. The layer of rock, which is deeper, 

generally behaves like an insulator and may have an electrical conductivity 

similar to that of air. Therefore, the "signature" of a ship whose hull is near the 

seabed, will be significantly altered. The seabed only affects "signatures" that 

depend on the electric current flowing through the seawater: the static electric 

power, created by corrosion electric power, AC electric and magnetic electric 

power. Permanent magnetic and induced DC magnetic "signatures" are not 

changed because they do not depend on electric currents flowing in the 

seawater; 

• conductivity of the sea water - the electrical conductivity of the sea water in 

coastal areas may be quite different from that in the open sea where is 

available nearby river estuary. Fresh water is mixed with the sea, a result of 

which the conductivity of the water is reduced. The high and low tides lead to 

periodic changes in the concentrations of fresh water and hence the 

conductivity. Changing the conductivity will have the consequence of change 

and "signatures" of the vessels; 

• the water temperature - water temperature influences indirectly - by means of 

the cathodic protection system. The process of corrosion is greatly influenced 

by the amount of oxygen dissolved in the water. The dissolved oxygen level is 

inversely proportional to the temperature of the water - in cold water dissolves 

more oxygen than warm. The water temperature in the coastal areas is usually 

different from the open sea, resulting in the corrosion rate in these waters is 

different. The electric current of the cathodic protection necessary to protect 

the vessel, is changed with the change of the rate of corrosion, the result of 

which is changed, and the "signature" of the vessel; 

• the speed of the water - the corrosion rate depends not only on the quantity of 

dissolved oxygen in the water, but also from the manner in which the various 

reagents, including oxygen, are transported to the surface of the hull of the 

vessel. If the vessel moves reagents will be transported much faster than if it is 

stationary. As a result, the currents caused by the corrosion and the "signature" 

of the vessel will change. Similar is the situation when the vessel is stationary, 

but the seawater moves. 

5.3.2.1.2.2 Electrical "signatures" 

In the fight with magnetic and acoustic signals have achieved considerable 

success as a result of which the electric field produced by the engine power and 

cathodic protection comes to the fore as a possible source of power "signatures".  
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On this basis, the efforts of specialists from IMSETHC - BAS focused on the 

electrical "signatures" of the vessels. The sources of electrical "signatures" [48] arise 

from modulation of rotating vessel propulsion currents generated by the immersion 

of various metals such as steel hull of the vessel and propeller bronze in seawater, 

which is electrolyte. The active cathodic protection also contributes to this effect. In 

Fig. 5-44 is shown a schematic picture of the electric field produced by the cathodic 

protection. 

 

 
 

Fig. 5-44 Schematic diagram of the electrical field created by the cathodic protection of the vessel. 

 

A second source of electrical "signatures" may be shifting and turbulent 

movement of water caused by a moving vessel in Earth's magnetic field. A similar 

effect may have as a result of the natural movement of the water caused by high and 

low tides or sea currents make. 

A third possible source is atmospheric disturbances that induce eddy currents 

in sea water. In the range of low frequencies biggest source of interference are 

thunderstorms, which are characterized by so-called Schumann resonance. 

Fourth possible source are electromagnetic disturbances that occur on land and 

spread on the bottom in watersheds.   

Typically, the electric field caused by the above mentioned interference is 

much less than the field of underwater electric potential UEP. 

5.3.2.1.3 General arrangement of a sensor for the measurement of 

underwater electric potential 

 To measure the electrical "signatures" of the vessels is developed a special 

sensor [48], intended for incorporation into an underwater mine type PDM-750. Its 

principal device is shown in Fig. 5-45. The sensor consists of a bundle of carbon 

fibers which are connected at one end with a resin in such a way that they form a 

block. The front surface of this block is machined until the tips of the carbon fibers 

come to the surface, and then the tips are electrically connected by applying a layer 

of metal. To the thus obtained metal surface is electrically connected to an output 

conductor, after which the front surface is flooded with resin in order to be 

pressurized. The sensor is mounted in a plastic tube with holes and mechanical filter 

in the one end. The tube protects the sensors from the ingress of silt, phytoplankton 
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and zoo- plankton, small marine animals and plants, as well as direct contact with 

moving water.    

 

 

 

 

 

 

 

 

 

 

 

Fig. 5-45 A sensor device for measuring electric potential of an undersea. 

 

The diameter of the sensor without the tube is 30 mm. The sensors contain up 

to 2.8 million carbon fibers with an average diameter of between 4�m and 7�m 

depending on the model. The length of the carbon fibers is between 20 and 25 cm 

depending on the model of the sensor. The total contact surface of one sensor reaches 

to 8 m
2
. The dimensions of the sensor are: diameter 45 mm and a length between 27 

and 32 cm depending on the model. 

Similar sensors are developed and abroad [49]. There are chemical sensors for 

the measurement of underwater electric potential [50]. In comparison with chemical 

sensors, the sensors having carbon fibers (Fig. 5-46 and Fig. 5-47) have the 

following advantages: 

• low noise; 

• high sensitivity; 

• high reliability; 

• chemical inertness; 

• the ability to quickly commissioning - they can work 15 min. After immersion 

in water; 

• no need for maintenance activities; 

• can operate at different salinity; 

• can be used repeatedly without deteriorated characteristics. 
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Fig. 5-46 Sensor for measuring the underwater electric potential made of carbon fibers. 

 

 
 

Fig. 5-47 Sensor for the measurement of underwater electrical potential, mounted in a protective 

tube. 
 

5.3.2.1.4 Experimental test system of a sensor for measuring the 

underwater electric potential 

In the Institute has developed an experimental system for testing sensors. It contains 

two pairs of sensors and sensor for electrical potential. The sensors of each pair are 

mounted at a distance of 1, 8 m. from one another. In order to investigate the 

sensitivity of the sensors with respect to the direction of movement of the vessel, the 

two pairs of sensors are mounted on a solid angle of 900 relative to one another. The 

sensors are mounted to the airtight container, as in Fig. 5-48 is shown the 

experimental system test.  
 

 
Fig. 5-48 The experimental system. 
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Were conducted experimental researches in a real marine environment. The 

experimental system is positioned on the seabed at a depth of about 17 m.  

From Fig. 5-49 to 5-53 are shown "signatures" of the different types of vessels, as 

measured by the sensor system. In the figures a "pair 1" and "pair 2" are indicated the 

two pairs of signals from the sensors. 

 

 

Fig. 5-49 "Signature" of a vessel with a displacement of 22,000 tons. 

 

 

Fig. 5-50 "Signature" of a vessel with a displacement of 10,000 tons. 
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Fig. 5-51 "Signature" of a vessel with a displacement of 1,000 tons.  

 

 

Fig. 5-52 "Signature" of a vessel with a displacement of 50 tons. 
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Fig. 5-53 "Signature" of a vessel with a displacement of 22,000 tons. 

The analysis of the "signature" of a wide range of vessels showed that the 

signal obtained from the sensors for measurement of underwater electric potential 

can easily be distinguished from the signals of the various types of noise, which 

allows the sensors to be used in fuses of underwater mines. 

 

5.3.2.2 Mobile missile launcher for blocking and countering terrorist and 

pirate attacks 

The mobile missile launcher [51] is designed for blocking and countering 

terrorist attacks under water in protecting ports, important military and civil facilities 

and vessels (incl. against pirate attacks). For destruction by non-lethal means of 

attacking vessels may be used different configurations of rocket MKSM -2. 

The launcher can be used as stationary platforms or land platforms and from 

different vessels alone or as part of a system to protect harbors or vessel. 

In use by land or by vessels the launcher allows attachment to the presence 

navigation and control system released. 

The management of the launcher on azimuth is remotely duplicated by hand 

on emergency situations. 

5.3.2.2.1 	
�� ���������� �� ��
������ ������� ��������� 

It consists of (Fig. 5-54): supporting frame (platform), missile compartment 

with 6 guiding missiles, gear for azimuth, gear for hill, spacer for azimuth and hill in 

manual mode, electronic block display, base with vernier hand controls, control 

panel, mounting pads - 4 pcs., power cords, handles for carrying. 

 55 mm rocket MKSM-2 - consists of (Fig. 5-55): hull; engine; fuse; delayed; 

fighting charge; self-liquidator; stabilizers. 
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Fig. 5-54 General view of a mobile rocket launcher. 

 

 

Fig. 5-55 General view of the MKSM -2 rocket. 

 

5.3.2.3 Remote control device for protection – MEP-2 RC [52] 

MEP - 2RC (Fig. 5-56) is intended to destroy terrorists divers, underwater 

robots in protected water spaces. It consists of an anchor lock (security), trigger and 

aerodynamic body, in which are mounted jet engine, fuse and explosive substance. 

Through its own engine protective device can be moved quickly to the surface 

of the water, allowing it to get closer to the object to be destroyed. In addition, its 

activation is realized of 3-10 m above the bottom of the water basin, which provides 

an increase in the distance of destruction and its power.  

Activation of the protective device is through a coded acoustic receiver that by 

distributing security module sends a signal to its trigger. The trigger submitted initial 

start pulse and activates the jet engine. The explosive device has a security 

mechanism that ensures safe operation of the supply vessel. 

All modules are mounted on the anchor mechanism and are protected against 

mechanical damage evetualni during transport and storage. Protection of sonar 

receiver is carried out by a special mechanism that ensures convergence of the 
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receiving antenna to the surface, considering the set time, after positioning of the 

protective device. 

 
Fig. 5-56 Remote control device for protection MEP-2 RC. 

 

5.3.2.4 Remote controlled explosive device – BW� [53] 

BMW (Fig. 5-57) is intended for combating terrorists’ divers in protected 

harbors, other protected water spaces and objects. It consists of a body comprising a 

detonator, explosive and hydro-acoustic receiver with a maximum immersion depth 

of up to 25 m. 

BWV can be located on any vessel and also can be used by a diver who has a 

task to detonate a particular purpose under water by placing it next to her. In this 

case, the antenna of hydro-acoustic receiver is activated with a delay to allow time 

diver or the vessel to retreat to a safe distance. The explosive device is remotely 

activated by a coded acoustic signal. 

In order to avoid accidental (unplanned) activation, BMW has three safety 

systems: mechanical, chemical and electronic. The use of individual coded signal 

allows the activation of a specific element of the minefield, previously developed for 

this purpose. Remote control performs two main functions: activation and 

deactivation. 
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Fig. 5-57 Remote controlled explosive device – BW�. 

 

5.3.2.5 Sonar system for remote control and management of underwater 

sites – SOM [54] 

Sonar system for remote control and management of underwater sites - SOM 

(Fig. 5-58) is designed to control underwater objects by sonar channel for 

transmitting and receiving commands with a combination of predefined frequencies. 

The underwater control is performed by a control device by receivers located along 

the protected space. The system generally comprises two main parts:  

Subsystem for command and control consists by: 

• electronic device; 

• sonar antenna (transmitter); 

• battery. 

A receiver consists by: 

• sonar antenna (receiver); 

• decoder. 

Depending on the scope of the remote control, sonar system SOM was developed in 

two modifications: 

• Low-frequency system SOM-L, with a range of up to 2000 m.; 

• Midrange system SOM-M, with a range of up to 1000 meters. 
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Fig. 5-58 General structure of the sonar system for remote control and management of underwater 

sites – SOM. 

 

The principal diagram of a system developed by IMSETHC - BAS providing 

protection of maritime borders and infrastructure (mainly ports and vessels of the 

raid or calls them) is presented in Fig. 5-59. 

 

 

Fig. 5-59 Principle diagram of the system, ensuring protection of sea borders and infrastructure. 
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 CONCLUSION 

 The products and systems are designed, tested and manufactured on the basis 

of more than 45 - year experience of IMSETHC - BAS in the field of defense 

research and technology, including research and technology to combat terrorism. 

The creation of the Center for anti-terrorist advanced systems accelerate our actions 

and boost our efforts to develop a modern means, adequate to the requirements of the 

state bodies involved in the fight against terrorism which can be used with success 

for the construction of national defense capabilities and abilities to ensure the 

security of citizens and critical infrastructure of the country. 

 And not only that, the results of our work can become part of the national 

contribution that our country could provide to build capabilities and capacities in the 

field of security of the European Union as a whole. Assurance that give us achieved 

characteristics and parameters of the products and systems of the Institute (Center 

respectively), some of which have no analogue in the world. 

 On the other hand, the stable foundation of knowledge that Institute put with 

the construction and operation of the Centre undertook new challenges and a number 

of young scientists, which is a prerequisite for future new developments in the 

developed scientific fields and entering new, unknown until now fields of scientific 

knowledge. 
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CHAPTER VI 
COMPLEX SECURITY SYSTEMS 
 

The discussion on ways, methods and mechanisms to enhance the security and 

protection of the critical infrastructure is leading at all levels of authorities and 

organizations involved in these activities. There are different approaches and there 

are different results of their application. But especially for nuclear power plants, we 

do not need 50, 60, 70, 80 or 90% security and protection. We must be convinced 

that we have created conditions for achieving 100% security and protection for 

these sites. Everything else can lead to unpredictable and huge devastating 

consequences of our activities in the field of security and protection. 

That is why, in this section we have tried to present in a logical sequence of steps 

that must be traveled in order for each leader of security of a nuclear power plant 

(and the entire leadership of the plant) can say that has done everything for safety, 

security and reliability of the plant in the interest of its employees and society as a 

whole. 

Primarily it is shown the leading role of Business Continuity Management in the 

Business Management System. As a complex system in the interest of security and 

protection of critical infrastructure, Business Continuity Management entered at the 

beginning of 2010. So far this system is used only for the management of critical 

situations. But its complexity requires that to be a determining factor not only in 

terms of security and protection, but the leading element of the Business 

Management System as a whole. 

Namely its complexity (of the Business Continuity Management System) directs us 

towards creation of system conditions for increasing of the Viability of Critical 

Infrastructure Objects. 

On this basis it is proposed and Integrated Model for Security and Protection of 

Critical Infrastructure, which includes but not limited: 

• Organizational part - analysis, evaluations, policies, strategies, plans; 

•  Technical part; and 

•  Procedures for the implementation of policies, strategies and plans. 

I.e., the scope of security and protection is no longer confined solely to technical 

measures and activities, and includes organizational activities and specific 

procedures. 

And here we come to the answer of the question "How reliable is the system of 

security and protection that we have built," how high is the percent of our 

confidence if we adequately respond to any threats? As noted above, for the nuclear 

power plants can not be an agenda the finding that our system ensure 70% security 

and protection. So a methodology is proposed for creation of levels of security at 

such sites as those in nuclear energy. This methodology covers the entire Business 

Management System and allocate rights and responsibilities of all employees in the 

plant. 
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But how to create such a system, whether by developing new regulations and 

standardization documents or to take existing only those elements that relate and 

correspond to the security and protection? Answer to this question gives the 

publication "Selection of an Alternative Method for establishing of Security 

Levels". 

On another hand, we can have wonderful technologies, we can describe wonderful 

systems or to create very detailed procedures, but without trained staff all this will 

remain only on paper. To solve this problem is represented publication "The need 

for establishment of profession Designer of Integrated Security Management 

System". 

In conclusion, in this section are presented in systematic and orderly manner logical 

publications of Professor Kiril Stoychev, published in several international journals. 

1. The role of Business Continuity Management in the Business Management 

System; 

2. Conditions for increasing of the Viability of Critical Infrastructure 

Objects; 

3. Integrated Model for Security and Protection of Critical Infrastructure.  

4. Security Levels of Critical Infrastructure; 

5. Selection of an Alternative Method for establishing of Security Levels.  

6. The need for establishment of profession Designer of Integrated Security 

Management System. 
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Abstract: Every entrepreneur strives to manage his business in the most effective and 

efficient way, using different tools and approaches, but mainly relies on a well-functioning system 

of business management. Whether the responsible authorities and organizations at national and 

international level can help him and how to do it? In an attempt to be helpful, are they not 

creating any additional problems by multiple demands on the individual elements of the 

company's management? 

Considering the fact that the management of a business organization is made up of a significant 

number of subsystems that must work together in harmony, the International Organization for 

Standardization published in 2011 "ISO Guide 83", which gave new directions for the 

development of management systems to achieve uniform and consistent, high level of structure 

identical text and general terms and basic definitions. The main objective is to create conditions 

for the development and use of effective and efficient business management system. 

But is this what is only necessary for business - effectiveness and efficiency ? At the time in which 

we live should not this management have one more leading feature - viability by ensuring 

business continuity in all conditions and situations? 

This is the focus of this publication, that is to say, the presentation of the idea of the Business 

Continuity Management System leading role as part of the Management System of business 

organization (Integrated Business Management System). 

Key words: Management System of business organization, Integrated Management 

System, Business Continuity Management System, Corporative social responsibility etc.  

 

INTRODUCTION 

In December 1987, the International Organization for Standardization (ISO) 

published standards "ISO 9001 Quality systems - Model for quality assurance in 

design / development, production, installation and servicing", which launched a new 

approach of determining the requirements for business organization management – 

creation of integrated ISO standards for management systems (ISO management 

system standards (MSS)). Currently, the framework of this approach for ISO MSS 

development is worked out in ISO Guide 83 of 2011 and amended in Annex SL 

(April 2012) of the International Register of Certificated Auditors (IRCA). 

To understand the nature of the approach it is necessary to note that it is focused on 

developing new standards for system management through a unified structure, 

identical text and common terms and basic definitions. The goal is that all ISO 

standards containing requirements for Management Systems to be structured in the 

same manner and to improve their interoperability. It is envisaged that the specific 

requirements related to the system described by the respective standard to beadded 
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to the individual standards for the concrete Management System. 

But only this much, i.e. conditions are created for the integration of structure and 

terminology regarding the individual systems for management of specific activities 

of the Management System of the business organization, what about how these 

systems interact and how we can get synergetic effect of their action (not only 

simple sum of systems forming ahigher rank system) is still an area that requires 

consistent and dedicated efforts of professionals for adequate answer to these 

questions. 

In this article we will attempt to define the role of the Business Continuity 

Management System in the Management System of the business organizations, i.e., 

we will try to show correlations of the first with the elements of the second system 

without having the ambitious idea to determine its place among them. 

Certainly, such an attempt, and the results are very controversial, still more at this 

stage there is no statistical or other information data about the benefits of structuring 

a matrix of interrelated elements in an attempt to obtain the best configuration of the 

functional characteristics in order to increase company profits (of any kind), 

including creating conditions for sustained and continuous business. However, this 

in no way means that we will try to arrange the various (interrelated) corporative 

systems in a hierarchical relationship and sequence. The latter (if at all necessary to 

do) requires a huge amount of work and effort of many leading experts in various 

fields. 

Therefore, studing only one of the many management systems, its dependence on 

and relations with others, even not all corporate management systems, but only the 

key ones for its creation and successful operation can outline the tools to be used 

later to explore the relationships between all the other systems in a business 

organization. 

COMPONENTS OF THE MANAGEMENT SYSTEM OF BUSINESS 

ORGANIZATION 

The starting point of the organization when it sets the parameters for the 

construction of its management system often has been the necessity to ensure 

compliance with external for the organizationstandards. For example, organizations 

rather aim at creation of "quality management system" or "environment 

management system", based on the structure of the standard, than logically 

determine how they themselves work and what are the relationships between them 

[1]. 

This way of thinking and action leads to the presence of multiple systems in a 

company built on different standards and independently for themselves. This is 

economically impractical and confusing, and on this basis, the international 

standards organization has come to the conclusion that these standards should have 

a common format, a common structure. ISO 9001:2000 is used as a model for many 

other standards, yet unfortunately, there is a tendency the standard layout to be used 

as a starting point for describing and structuring the management system. 

You should always remember that these standards define requirements for a system 
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that allows you to assess the correspondence of the characteristics and parameters of 

the system to the standard - standards do not provide a specific format for the 

description of the system.  

More constructive and pragmatic approach is the emphasis on the mission of the 

organization, its shareholders and their needs, on the identification how the 

organization will meet these needs through the implementation of internal business 

processes, and what has to be done to ensure that these processes are effective.  

You could even formulate the �anagement System as "system for management and 

operation" because it describes how things are being done and how they are 

managed, whether through planning and design of processes, introduction of control 

or resource allocation. In practice, these two elements are intertwined (management 

and operation). 

It is also worth to emphasize that the "system" exists, whether or not its 

characteristics and parameters are set (in the same way as a process exists and is 

realized, no matter whether described in writing or orally retold). Especially in 

small organizations that know what to do (and do) without having to refer to forms, 

checklists or written procedures. 

When the instructions and manuals are registered in a formal system, some people 

may refer to this description of the system as "management system". But there is a 

danger in this approach, since the description of the system may not reflect the 

actual practice and in many situations, especially when there is manuals full of 

cumbersome procedures this is true. It is even worse when by reference to the 

description as "system", an accepted view changes from motor to achieve planned 

results (cause and effect) to storehouse of policies and rules for organization 

management. 

So even the term "management system" is sometimes used as a term meaning 

"description of the way things are done" rather than "how to do things (or how they 

should be done)," practice in many cases shows that the latter interpretation of this 

term is the right approach to building the system.  

1.1 Definition of Management System of Business Organization 

There are many definitions of the term "Business Organization Management 

System" such as: "The management systems assist the building of sustainable and 

successful organizations through proven tools and methods" [1]. This situation, if 

there is no common understanding of the nature of the matter can lead to different 

ways of thinking and from there to the divergent approaches in building corporate 

management systems. 

Therefore, we can not agree with Deming [2], which speaks of "operational 

definitions" in which there could be notonly one single definition of a term, but it is 

important that all share a common understanding of what means a given term in a 

certain context. 
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One of the definitions of the term "management" is "management and control of 

definite action" and the system is defined as "a set of interrelated components to 

achieve a certain goal" [3]. From these two definitions we can say with certain 

degree of confidence that the management system is "a set of interrelated 

components for management/guidance and control of an action." This presupposes 

that we have a reason "interconnections" to be planned and that the goal will not be 

achieved without "interconnection". In other words, the individual components 

alone would not achieve the same results. 

ISO 9000:2000 defines the management system as "a set of interrelated or 

interacting elements to establish policy and objectives and to achieve those 

objectives" [4]. 

This point of view suggests that an organization has a Management System (even if 

you have to comply with different standards). PAS99 [5] uses the following 

definition: "Management System includes elements of policy, planning, 

implementation and operation, performance evaluation, improvement and 

management review." That means, this definition focuses on the relationship 

between where you want to go and how to get there (although it misses setting 

targets and developing business strategy). 

If we try to expand this definition while specifying it, we can say that the 

management system of a business organization is "the structure, processes and 

resources required creating a business policy and strategy for formulation of the 

organization goals and the achievement of these goals" [1]. 

1.2 Essence and types of Business Organization Management Systems 

As already noted above, the term "management system" is used in many different 

ways depending on the context and purpose of the business organization. This could 

mean: 

• Management System for a particular activity or a specific type of asset - e.g. 

relationships with customers (Customer Relationships Management), 

preventive maintenance (Preventive Maintenance Management), Materials 

(Materials Management) and others.; 

• Tools for managing all aspects of the company activities, often in conjunction 

with a particular aspect - e.g. quality, environment, information security; 

• Manner of controlling every aspect of the organization, i.e. "business 

management system". 

At this point, often the use of software applications to manage certain operations is 

treated as a management system, but this is not the focus in this paper. 

The traditional approach, which is currently adopted by many theorists and 

practitioners, is to define the rights and responsibilities of different aspects of the 

systems, which make up the management of the business, to be made separately for 

each system. The trend is now moving to Integrated Management Systems, 

especially when the company wishes to be certified as meeting the requirements of 
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more than one standard.  

The term "integrated management" should be synonymous with "good 

management", which means that it is necessary to administer the organization 

activities, resources, personnel, effects on its functioning, as well as the countless 

risks that can cause much more problems if they are allowed than if they are 

avoided. 

Given the diversity of business organizations in terms of type and size, both in the 

private and public sectors, it is not surprising that there is no single standard for the 

structure of the system management. Each system, however, has several key 

components. For example, PAS 99 defines common elements required by the 

standards for Management Systems (based on ISO Guide 72 [6]): 

• Policy; 

• Planning; 

• Implementation and exploitation; 

• Assessment of the performance; 

•  Improvement; 

• Management review. 

The above said list does not contain goals, therefore if you really want to build an 

adequate, useful and effective management system it has to include as a key 

component the organization's business objectives. 

Some of the main objectives of the Management System can be achieved in 

accordance with international or national standards in order to promote 

standardization and reduce variations of types of the management systems and help 

employees to understand what should do and how to fit into the organization 

through the activities carried out. At the same time, however, an integral part of 

these goals should become increased system operation effectiveness and 

organization functioning as well as achievement of synergetic effect in these areas. 

The best way to determine the parameters of the system involves the use of simple, 

clear and comprehensive approach and format that allows company management to 

focus on the key elements that need to be planned, implemented and managed in 

order to fulfil the mission of company. 

Traditionally nowadays individual enterprise management systems are developed to 

address issues such as quality, environment, health and safety, finance, human 

resources, information technology and data protection, corporative social 

responsibility, risk management and business continuity. For each of them there are 

developed corporative, national or international requirements or all together, united 

by common methodologies and understanding of their nature, but between the 

individual requirements to the respective systems in most of the cases there is no 

relationshipand awareness of their  integrity.   
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BUSINESS CONTINUITY MANAGEMENT 

Business Continuity Management (BCM) is a matter that has yet to enter life and 

business practices in many countries in the World, including Bulgaria [7]. The 

specific issues that it addresses, in one way or another, in one form and content or 

another, are known for the professionals. Once you get familiar with it, the military 

will exclaim, "Well, this is nothing new, we annually perform these activities, 

especially during the wartime planning!". Civilians in turn, and above all, public 

administration, and partly private sector will say that these are matters of 

management planning in crisis situations. Both sides are wrong in general, 

regardless of the fact that occasionally they use some of the elements of the 

methodology in their work, methodology that defines the sequence and 

implementation of processes to ensure business continuity of each organizational 

unit. The huge difference between our use of fragmentary elements of this matter 

and the actions of BCM specialists is the emphasis on the detail and deliberate 

systematic effort that they apply in their activities.  

Globally, this is an area of business practice with a long tradition in formalized 

elements and requirements set out in international standards and a number of 

national regulatory documents with internationally recognized institutions and a 

network of means of disseminating best practices, many of which are an integral 

part of these requirements in the process of updating the standards and normative 

requirements according to which individual companies organize and carry out their 

activities and achieve planned business objectives. 

There are several standards for Business continuity management in the world, while 

the matter is considered relatively new. One of the main applications is the UK 

standard BS 25999 Part 1 "Business Continuity Management. Code of Practice ", 

released in December 2006, and Part 2" Specification for Business Continuity 

Management ", published in 2007.  

In the practice of different countries and organizations there are widely used series 

of standardization documents, but internationally recognized by all business 

organizations were only: 

• ISO 22300:2012 – “Societal security – Terminology”; 

• ISO 22301:2012 – “Societal security - Business continuity management 

systems – Requirements”; 

• ISO 22301:2011 – “Societal security - Emergency management - 

Requirements for incident response”. 

But very briefly, what is the Business Continuity Management? 

The field of business continuity incorporates activities and integrated management 

plans that create conditions for maintaining the continuity of an organization's 

critical processes [8]. This area covers all aspects of an organizational unit involved 

in the maintenance of critical processes, that is to say: personnel, buildings, 

suppliers, technology, data. Its crucial role is especially crucial when it comes to 

ensuring the continuous functioning of critical infrastructures. 
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On the basis of the above said we will try to determine the interconnection of 

Business Continuity Management System with the other subsystems of the 

Management System of a business organization. 

 

THE INTERCONNECTIONS OF BUSINESS CONTINUITY 

MANAGEMENT SYSTEM WITH THE OTHER SUBSYSTEMS OF 

BUSINESS ORGANIZATION MANAGEMENT SYSTEM 

To determine these correlations we will try to point out the similarities and 

differences in the requirements for the creation of Business Continuity Management 

System and Management Systems of: quality, environment, health and safety, 

finance, human resources, information technology and data protection, corporative 

social responsibility, risk management (although the latter system should be 

regarded as an independent, and through the establishment and development of 

other systems). 

But what are the similarities? The construction of the above systems requires the 

creation of documents for the domain-specific activity of the business organization 

or carrying out actions such as: policy, strategy for implementation of the 

formulated in the policy main directions for the development; Risk Analysis; a 

detailed plan for the realization of the and strategic objectives and tasks; updating, 

maintenance and testing the plans; training the personnel to implement individual 

modules and tasks of the plan; carrying out preventive and corrective actions, 

regular monitoring of changes in the business environment and audit of the 

activities related to achievement of the goals set in the policy and strategy. The 

methodology used is either the same (quality, environment, health and safety) or 

similar and very close (finance, human resources), which creates a common 

understanding of the specific problems of the organization by most of its 

employees. Nevertheless, this fact is not yet sufficient for full understanding of the 

integrity of the management system of the business organization and its system 

components. 

What are the differences? The essential difference between them is conducting 

Business Impact Analysis during the building of Business Continuity Management 

System.  

The purpose of the Business Impact Analysis for any action, process, product or 

service is to: 

• Document the impacts that may arise as a result of loss or interruption of the 

organization/system;  

• Determine the time required to restore the function;  

• Determine the conditions (internal and external) required for the 

system/organization effective operation. 

The above said is based on the difference between the Business Impact Analysis 

and the Risk Analysis, i.e., the former examines the events that lead to significant 

interruptions while the latter examines all potential events that may affect the 

business of the organization. Both analyses are crucial for the establishment of 
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policy and strategy of the Business Continuity Management. That last is another 

aspect of the differences that exist concerning the requirements of the BCM System 

and the above said subsystems - the availability of comprehensive and detailed 

evaluation of both the critical factors for the activity of the organization and the 

overall range of threats, general and specific for the individual business sectors.   

As noted at the beginning, the link between all these areas has become the ISO 9000 

standard. Indeed, quality of the management activities in: the environment, health 

and safety, human resources, information technologies and data protection, 

corporative social responsibility, risk are their immanent nature and through the 

structure and methodology of these standards a good attempt was made to 

synchronize the efforts in business organizations. But despite that the financial 

management is hinted in the standardization requirements in terms of quality in the 

activity of the organization, the management of this market segment has its own, 

completely different requirements and methodologies. 

On the other hand, the management of information technologies and data protection 

has "permeated" the overall activity of the business organizations, no matter which 

sector of the economy it is functioning in. And that is so, not only because the 21
-st 

century is the century of information technologies, but also because they are in the 

base of and primarily for financial management. But they are not so bound to and 

not a critical factor in the management of some of the other subsystems, such as 

corporative social responsibility.  

To clarify what this responsibility is we will cite an example from the recent history 

of the United States (presenting a clear picture of the importance of communication 

and information technologies and corporative social responsibility). Financial and 

credit institution Cantor Fitzgerald [9] occupies floors 101 to 105 in one of the 

towers of the World Trade Center. These are two floors above the area where the 

first plane hit the towers on September 11, 2011. 

Immediately after the first attack of September 11, approximately 8:46:46 am, six 

seconds after the first plane hit the tower, server Goldman Sachs e-commerce site 

sends alert notification that server Goldman Sachs has established a connection with 

a redundant server because it was unable to connect to the server Cantor Fitzgerald. 

Cantor Fitzgerald lost all of its employees in this building during the attack, 658 

employees (about two-thirds of the personnel of the company), including brokers, 

traders, specialists and secretariat. 

Howard Lutnick, CEO and Chairman, whose brother was among the dead, make a 

solemn promise to keep the company "alive." Recently developed by the company 

internet trading system is immediately implemented to replace dead brokers and 

traders. Thus, the company is able to regain its market online within one week (even 

their competitors help them in this endeavour). 

On 19 September, 2001, Cantor Fitzgerald undertakes to provide 25% of the profit 

of the company for the next five years for benefits, and within the next ten years to 

pay health insurance for the families of its 658 former employees. In 2006 the 

company fulfils its promise by paying more than 180 million dollars to the families 
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of his former employees. 

Before the attacks, Cantor occupies about a quarter of the daily transactions in the 

multi-billion dollar market securities. The company recovers its infrastructure and 

currently has offices in Midtown Manhattan, and employs more staff than before the 

attacks. 

And all this to a large extents due to the precisely developed, flexible and 

implemented with success and professionalism Business Continuity Management 

System of the company. As a tailor-made policy, strategy and plans they reflected 

both vision and requirements for communication and information systems to ensure 

their continued operation in emergency or crisis and the specific objectives and 

priorities related to the corporative social responsibility of the business 

organization. 

But not only this example shows the link between two subsystems of the Integrated 

Management System, that linkis the BCM System. 

In practice, there is not another sub system but the BCM system which in one way 

or another comprises mandatory requirements concerning the remaining sub-

systems of the Business Management System of an organization.  

For example, the BCM System has absolutely all elements of the structure of the 

Quality Management System (which is fundamental under the MSS) and uses its 

methodology in the process of its own building. Setting requirements to the 

management subsystems for environment, health and safety, human resources, 

information technologies and data protection, corporative social responsibility, risk 

management is a prerequisite for the development of the policy, strategy and BCM 

Plans. And most of all, a serious section of this system occupy the requirements to 

the Management of the Financial Subsystem of the Business Management System 

of the organization (as opposed to quality management, where these requirements 

are only touched upon). The requirements for this subsystem, refracted through the 

requirements to the communication and information systems are so detailed and 

targeted that in some instancesthe professionals can ask themselves "Is the BCM 

System designed only to support and ensure the functioning continuity of the 

system for Financial Management?”. 

Certainly, the proofs of the thesis that the BCM System is the integrating, 

connecting link in the Organization Management System are numerous and readily 

discernible, but the current standard limits of the publication volume do not allow 

such details that will be elaborated in a series of articles and reports. The first 

attempt in this direction was the report on "Current approaches to Integrating 

Management Systems built on the standards of the ISO - ISO 22301:2012 and ISO 

9001:2008", presented at the event held on 15 March, 2013 in "Sofia Airport", a 

seminar with international participation under project HOME/2010/CIPS/AG/019. 

CONCLUSION 

2012 was the year of the supposed Apocalypse. Of course, the Mayan prophecies do 

not come true in the form and content of the grim realities of "fortunetellers" 
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described. But our world was marked by many events that left their mark on each of 

us, in one way or another. 

But earthquakes, storms, hurricanes and fires not only brought death and property 

damage, they significantly changed the way of thinking and doing business in many 

parts of the world.  

We cannot escape the lessons of Mother Nature, which show us that everything is 

transient and natural laws rule over all of us. But we could be prepared, both we and 

our business, so that we can adequately overcome the challenges of today and 

tomorrow’s days in a way that allows us to move forward, not the next disaster to 

turn out the end of the world for us. 

Repeatedly proven tool that can successfully help us overcome potential crises in 

our work is the implementation of an effective Business Continuity Management 

System in our organization.  

And not only that. Considering the fact that this system is close liaison with all 

other subsystems (without exception) from the Management System of the 

organization, and that only it defines specific requirements for all of them, we can 

sufficiently confidently state that it is the linking unit in corporative management. 

What benefit brings such a conclusion? The smallest effect of such an attitude in 

thinking and action is to create conditions for viability and prosperity of any 

business organization. 
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INTRODUCTION  

There are two main lines in the policy concerning the consolidation and 

development of the antiterrorist activity: struggle against the source of threat and 

protection of the particular individual and infrastructure [1]. The struggle against 

the prime source is function of the intelligence bodies, the base of their activity 

being the “uncertainty” – where, when and how the terrorist attack will be realized. 

The protection of the particular individual and infrastructure is a society product 

and as such it is a function of the state bodies of all levels.  

The degree of uncertainty and the necessity of protection exercise considerable 

influence on the economical and physiological expenditures and lead to painful 

changes in the established behavior standards and way of life. 

In order that the achievement of permanent and efficient results of overcoming the 

threat of terrorist attacks is possible, it is necessary the efforts to be purposeful and 

focused for solving the problems in key points. 

Recognizing these truths, in 2009 the Institute of Metal Science, Equipment and 

Technologies “Acad. A. Balevski” with Hydroaerodynamics Centre at the Bulgarian 

Academy of Sciences (IMSETHC-BAS), has developed a conception of protection 

capacity improvement of the critical infrastructure key objects in Bulgaria. The 

conception is unique and first not only in Bulgaria but in the European Union as a 

whole and initiates a systematized approach of security and protection of the 

European critical infrastructure. 

With the conception development and realization the following main purposes are 

fixed: 

• Increase of the counteraction capacity to terrorist threats against key for the 

economy and country development power and transportation objects; 

• Improvement of the decision making process management in case of 

multivariant terrorist threat. 
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The usefulness and effectiveness of the conception realization can be clearly 

identified in the planned results. For the purposes of the systematic research 

approach and increase to the maximum degree of the practical and applied results of 

the R&D activities the concept is divided into four interdependent and 

complementary modules that are: 

First module – Analysis of the System continuous operation conditions in NPP 

“Kozloduy” for removing heat and its transforming into kinetic energy of the steam 

generator and increase of its protection against terrorist threat – with results:   

• Continuous operation module of the System for removing heat and its 

transforming into kinetic energy of the steam generator which will underlie in 

the base of the Nuclear power plants operation in EU with generators of WWR-

PWR type – Czech Republic, Slovakia, Hungary and Finland  ; 

• Model of improving the System protection capacity against terrorist threats.  

Second module – Increase of the antiterrorist protection of underground gas depot 

«CHIREN» (UGD «Chiren») – with results: 

• Unified methodology of gas depository protection against terrorist threats in EU 

member countries; 

• Assessment of UGD «Chiren» protection system risk in terms of adequate 

reaction against terrorist threats; 

• Model of gas depository protection against terrorist threats; 

• Procedures of action in case of terrorist threat and in cases of critical 

circumstances in the gas depositories.   

Third module – Improvement of “Sofia” airport protection capacity against 

terrorist threats by means of increasing the security of the adjoining areas – with 

results: 

• Methodology for building security system of the airport outer perimeter with the 

purpose to increase the internal security; 

• Model for security and protection of the outer airport perimeter for the purposes 

of internal security. 

Fourth module – Operative management procedures in high risk environment of 

multivariant terrorist threats – with results:   

• Operative procedures of decision making in case of multivariant terrorist threat; 

• Engineering and technological solution of management integrated system in case 

of multivariant terrorist threat; 

• Model of management integrated system in case of multivariant terrorist threat 

applicable at national, regional and European level with approved parameters 

and characteristics; 

• Trained operators and personnel for action in situation of multivariant terrorist 

threat. 

On this basis Methodology of planning and Model of Business Continuity 

Management of objects of the national and European  critical infrastructure will be 

developed which initiate the process of creating conditions for viability 

improvement of the critical infrastructure objects. 
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NATURE OF THE PROBLEM   

The scope of the technological/business continuity processes comprises 

management activities and integrated plans that create conditions to maintain the 

continuity of critical for certain organization processes [2]. This scope covers all 

aspects of an organization unit, which take part in the maintenance of the critical 

processes and they are: personnel; buildings; suppliers; technologies; data. Its 

determinative role particularly grows when the case in point is to guarantee the 

continuous operation of critical infrastructure objects and most of all those defined 

as such in power engineering. 

The assurance of nuclear power plants continuous operation is  key moment of their 

function connected both with the risk of considerable economical losses and with 

presence of danger for the health and life of the people working in them, abiding in 

their territory or in the region they are situated in.  

From this point of view, the Methodology of planning and the Model of Business 

Continuity Management System of the critical infrastructure objects are developed 

for the NPP “Kozloduy” System for removing heat and its transforming into kinetic 

energy of the steam generator. 

There are numerous approaches, methods and means to create conditions of critical 

infrastructure objects continuous operations which reflect in different degree their 

specificity. Therefore, there are various security degrees and levels to guarantee 

their operation continuity. 

The improvement of the theory and practice for continuous operation planning as 

well as the exchange of experience and good practices contribute to the increase of 

the security of the respective economical or organizational subjects but the 

unavailability of unified models for one-type objects results in rise of uncertainty in 

relation to their viability degrees, i.e. there is no objective criterion for comparison 

and assessment of the object resistance degree in different critical situations. 

Considering also the fact that such objects are in the base of the critical 

infrastructure of all European Union member countries, it is of particular 

importance to create conditions for reliable assessment and achievement of the 

necessary security degree and level to guarantee their development. 

All these impose the necessity of creating unified �ethodology and �odel of 

Business Continuity Management System of the critical infrastructure objects in the 

field of nuclear plants which will be also used in other critical infrastructure objects 

such as for instance gas depots or international airport terminals. The development 

and testing of the methods and models on real objects in Bulgaria (NPP 

“Kozloduy”, UGD “Chiren” and “Sofia” airport) will contribute to the achievement 

of the following benefits for the critical infrastructure objects in power engineering 

and transport: 

• Providing conditions of carrying out reliable assessment of the critical activities 

and processes and improvement of their viability which guarantee acceptable 

operation of the objects under conditions of impact on their performance and 

characteristics; 

• Increase of the training efficiency of the officials in charge of the objects 

continuous operation; 
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• Providing conditions to improve the continuous operation good practices; 

• Decrease of the expenditures for building Business Continuity Management 

Systems of critical infrastructures and objects; 

• Multiplication of the above said results in the critical infrastructures of power 

engineering and transport of the EU member countries. 

Objects of the research are the critical processes and activities in the three 

infrastructure objects, describing the correlations, assessing the probable effects of 

different factors influences and suggesting directions of good practices 

development. Complete set of tools is being developed for building a Business 

Continuity Management System of critical infrastructure in power engineering and 

transport and a Model for of Business Continuity Management to critical 

infrastructure is tested in both areas. 

The present paper presents the parameters of unified Methodology of planning and 

Model of Business Continuity Management System of one of the basic nuclear plant 

systems with the prospect to be applied in gas depositories and international airports 

as objects of the critical infrastructure in power engineering and transport. 

METHODOLOGY OF PLANNING THE INFRASTRUCTURE 

OBJECTS CONTINUOUS OPERATION  

On the base of the study of critical processes and activities in the three 

infrastructure objects, the description of the interdependences and the assessment of 

the probable effects of the impacts of different factors, methodologies of planning 

the continuous operation of nuclear power plants, gas depots and international 

airports will be suggested. 

The methodologies will contain, but without being limited to, the following 

components: 

• Terminology standardization; 

• Identification of the major, minimum obligatory planning stages; 

• Determination of the approaches to create policy of continuous operation 

(Business Continuity policy) and  strategy of its fulfillment; 

• Description of the obligatory preliminary analyses (such as for instance  

Business Impact Analysis [3]), that should be performed in the stage of plan 

preparation with the purpose of determining the critical processes and the impact 

degree on them by the various kinds and types of threats; 

• Determination of alternative decisions and priorities to secure continuous 

operation as well as approaches to their realization; 

• Determination of the type of plans  (Incident Response and Management Plan, 

Business Recovery and Resumption Plan, Communications&Media Plan [4,5], 

etc.), interconnections between them and their connections with the rest of the 

management system components. Elaboration of module plans depending on the 

kind and type of threat; 

• Determination and choice of different methods and manners to put the plans in 

operation with the purpose to obtain the best final results; 

• Determination of adequate methods, forms and approaches of personnel training; 

• Selection of approaches to create data bases and process automation; 
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• Development of mechanism for planning monitoring and realization of the 

activities for continuous operation maintenance. 

MODEL OF CRITICAL INFRASTRUCTURE BUSINESS 

CONTINUITY MANAGEMENT SYSTEM  

The Business Continuity Management is not only the preparation of plans. It is 

necessary, after the planning phase, to develop activities in support of the progress 

of the efforts in direction of permanent improvement of the planning and 

transformation of the accompanying processes in a part of the overall culture of the 

respective organization. 

For that purpose a Business Continuity Management System of the NPP 

“Kozloduy” System for removing the heat, its transforming into kinetic energy of 

the steam generator of reactor WWER- PWR type will be developed (further down 

referred to as „System”). 

The developed in advance Methodology of Business Continuity Planning will be 

used for providing documentary base of the system planning phase. In the frames of 

this phase the system scope will be defined which will include obligatory but will 

not limit to: 

• Policy of permanent technological/business development; 

• Sources and methods to provide the necessary resources; 

• Procedure of selecting critical materials and services suppliers; 

• Procedures of training the personnel and establishment of competency level 

traceability and maintaining the specialists competence; 

• Procedures for performing Business Impact Analysis, Risk Assessment  and 

Business Continuity Management Strategy of the System; 

• Structure for fulfillment of the activities for Business Continuity Management of 

the System; 

• Various plans of counteraction against the consequences of different kinds and 

types of threats; 

• Procedures of activating the plans; 

• Procedures of maintenance, inspection and audit of the activities; 

• Procedures of preventive and corrective actions; 

• Procedures of management inspection and provision of proofs for permanent 

improvement; 

• Production of Business Continuity Management Handbooks Set of the System, 

the nuclear power plant, respectively. 

 

METHODOLOGY AND MODEL TESTING  

The Methodology and Model of Business Continuity Management will be tested for 

fitness in NPP “Kozloduy”, UGD “Chiren” and “Sofia” airport. For the purpose a 

software product will be made on which base the tests will be carried out and it will 

become the base of Integrated Control Information Center (ICIC). ICIC will be in 

the base of testing the methodology for providing security and protection of 
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the power and transport critical infrastructure objects (including the 

Methodology of Business Continuity Planning) and the model of improving the 

protection capacity system of such objects  (including the Model of Business 

Continuity Management System). The software will cover all aspects of the 

critical structure objects protection and a separate module in it will be designed for 

continuous operation processes management. The Center will have all the functions 

of security and protection management of the critical infrastructure objects: 

a) Preparation and restraint: 

• Planning of the mission; 

• Decrease of risk; 

• Training and simulations; 

• Management of resources; 

• Prevention through observation and quick action of specialized sensors 

(developed specially for the purpose in the IMSETHC-BAS); 

• Detection and signaling. 

b)  Response: 

• Development of general operative vision; 

• Management and circulation of instructions and information in real time; 

• Coordination, direction and communication. 

c)  Recovery: 

• Planning and monitoring of the recovery activities; 

• Review of the undertaken actions and creation of conditions for training and 

education on the basis of the acquired experience. 

The advantages which will bring the elaboration of ICIC activity management 

software are the following, but not only: 

• Presentation of general operative picture  in real time; 

• Creation of conditions for fast and accurate orientation under the 

circumstances presented; 

• Providing the maximum short reaction time; 

• Effective disposition and use of the necessary resources; 

• Creation of conditions for close and effective collaboration between the 

individual engaged bodies in the respective organization; 

• Precise and effective analysis after overcoming the crisis situation; 

• Providing possibilities for reliable connections with external data bases and 

communications in the frames of multifunctional system. 

Plans for tests carrying out will be developed and various scenarios of threats 

simulated; depending on the specificity of the latter, different plans will be put in 

operation or only individual modules of them. Main focus will be placed on the 

means for putting the plans in operation, the capabilities of the computer techniques 

being massively used for data accumulation, processing and circulation. There will 

be developed and used in practice at the maximum degree modern interfaces 

between the decision makers, executives and the execution units for the purposes of 

processes automation, speed of response and improvement of the obtained results 

reliability. 
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In the run of testing the Methodology and Model internal audits will be made at 

definite interval of time as well as review of the management. On their base the 

results will be systematized which will outline the directions for improvement of 

good practices for continuous operation of the studied objects. 

 

CONCLUSION  

In the frames of dynamically developing environment Republic of Bulgaria turns 

into a key factor for building and maintaining in national, regional and international 

plan strategic power and transport objects that increase to a significant degree the 

risks of terrorist acts. The increase of their quantity, diversification of their type and 

extension of the territorial areas in which they are, in combination with the growing 

risks of terrorist acts, necessitate the undertaking of synchronized measures for their 

protection, not only in terms of use of adequate systems but also development of the 

relevant methodologies and models for increase of their safety capacity. By the 

described methodologies, models and systems not only a systematized approach 

will be created for improvement of the security and protection of the critical 

infrastructure objects in Republic of Bulgaria but there will be provided also a 

considerable contribution to the stabilization of the European security in the field 

considered. So as the Institute of Metal Science, Equipment and Technologies 

“Acad. A. Balevski” with Hydroaerodynamics Center at the Bulgarian Academy of 

Sciences has contributed to the development of NATO defense capabilities 

developing the high tech system of helicopter protection against rocket-propelled 

grenades, a project entrusted by NATO Defence Against Terrorism Programme.  
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INTRODUCTION 

In response to the need to strengthen the capacity of the European Union (EU) for 

the prevention of terrorist attacks involving critical infrastructures as well as to 

optimize the Union's readiness to respond to them on December 8, 2008 was 

aceppted Directive 2008/114 / EC of the Council of the EU on the identification and 

designation of European critical infrastructures and the assessment of the need to 

improve their protection.  

With the adoption of the Directive were laid the foundations for the systematic 

efforts of the Member States in their desire to raise the necessary amount of levels 

of security and protection of sites of critical infrastructure in the areas of "energy" 

and "transport”. Of course, this was not the first attempt in this direction (for 

example, on 17 November 2005 the European Commission adopted a Green 

Paper on a European Programme for Critical Infrastructure Protection), but this 

document defines the legal requirements in terms of improving the security and 

defense of these objects. 

Given these realities, in 2011, under the leadership of the Institute of Metal Science, 

Equipment and Technologies with Hydroaerodynamics Centre – BAS, was 

pioneered one of the largest European projects in the field of combating terrorism - 

HOME/2010/CIPS/AG/01. For the first time in the theory and practice of research 

and development in this field in our country (and in the EU as a whole I think) was 

made a successful attempt to create an integrated model for security and protection 

of sites of critical infrastructure. Efforts of the project team in this direction focused 

204



on the modeling of advanced systems for security of NPP, underground gas storage 

and the outer airport perimeter for internal security purposes.  

Within the above tasks separate teams used similar in structure but different in 

content methodologies. And this was done in order to allow to form the outline and 

describe the characteristics of an integrated model for security and protection. On 

the other hand, it was necessary experts in this field to have a starting point for 

discussion and improvement of the system properties of the model. 

This is the purpose of this report, to provide a matrix of minimum mandatory 

requirements for building a reliable system to counter potential terrorist threats, 

leading to the increasement of security and protection of sites of critical 

infrastructure. 

In the following lines will be described the idea of systematizing these requirements 

in an integrated model for security and protection. 

 

DESCRIPTION OF THE MODEL 

Regardless of the different methodologies adopted in the development of security 

models as a starting point for all of them, it is adopted a common terminology. For 

example, to describe the concept of "Security and Protection" was adopted the 

following definition: "The system for security and protection is a set of components 

operating in a single security concept, purposefully managed in a common 

informational environment to ensure processes, aimed early detection of threats and 

preventive response to prevent adverse effects " [1]. As for the term "critical 

infrastructure", it has determined on European level as: "System or parts of it, which 

are essential for the maintenance of vital societal functions, health, safety, security, 

economic or social well-being of the population and the disruption or destruction of 

which would have a significant impact in the given Member State as a result of the 

failure to protect those functions" [2]. 

On the base of above mentioned the following functions of the model are proposed: 

•  detection of terrorist attacks, awareness and response; 

•  keeping of constant preparedness for response; 

•  ensuring continuous and normal operation of the object of critical 

infrastructure. 

The purpose of the Model for security and protection is through organizational and 

technical activities to identify threats, to propose response and reaction to prevent 

unauthorized access to the secure area of the critical infrastructure [3], by offering 

the following features: 

• Organizational part - analysis, evaluations, policies, strategies, plans; 

•  Technical part; and 

•  Procedures for the implementation of policies, strategies and plans. 

Accepted theoretical approaches to the realization of the parameters of model 

characteristics are described in the next section of this article. 
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2.1 Organizational part 

Organizational part can be composed of several components (depending on the 

approach used by the researchers), but in this case the structure is appropriate to 

include the development of: 

• An analysis and risk assessment; 

• Security and protection Policy; 

• Strategy for security and protection; 

• Plan for security and protection (including Business Continuity Plan); 

• Corrective and preventive actions; and 

• Training programs. 

Of course, analysis and risk assessment can be carried out using different 

methodologies. This is not the significant, but linking the results of this process with 

subsequent steps by the authorities involved, aimed at increasing of the security and 

protection of the object of the infrastructure. So, without claiming to be exhaustive, 

the process may include the following elements [3]: 

•  Evaluation of risk factors, such as the following groups threats: 

o Natural threats (natural disasters); 

o Threats to machines, facilities and buildings (fires, explosions, etc.); 

o Threats against staff (strikes, epidemics, etc.); 

o Threats to technology (loss of data, failure of software or hardware, 

etc.); 

o Threats to operations (financial crises, losses of key suppliers, etc.); 

o Social threats (riots, protests, sabotage, vandalism, etc.). 

• Vulnerability assessment of the elements of the object; 

• Sustainability appraisal of the staff and the public. 

In turn, the vulnerability assessment of the structural elements of the object can be 

made as to the effect of external influences, as the result is card of the vulnerable 

junctions and interconnections [4]. It includes the evaluation of each item with the 

following parameters: 

• Overall reliability - a measure of the extent and ability of the elements of the 

site to protect the equipment, machines and working with them of the actions of 

terrorists; 

• Availability of external influence - measured in terms of relative ease, 

relaxation or particular difficulty in movement of terrorists to the protected object or 

inside it; 

• Recognition of an outside watcher - characterizes the difficulty of defining 

the functions and importance of the object or machinery and technology lines 

located in it. 

On the basis of this review we have to determine the extent for most effective 

implementation of activities for assurance of security and protection of the site. 
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Sustainability appraisal of staff and the public from the effects of risk factors can 

be done with the use of multiple methodologies for human resources management. 

Based on the analysis and risk assessment is necessary to develop a conceptual 

framework to guide our efforts in the right direction ie, to formulate a Policy for 

security and protection of the site.  

A security policy is nothing more than a well-written strategy on protecting and 

maintaining availability to your network and it's resources [5]. 

The policy sets out the principles and responsibilities for responding to interruption 

of technical processes as a result of the terrorist threat in a manner ensuring timely 

maintenance or restoration of critical functions (processes), as in the same time 

providing minimized impacts on critical functions (processes) and equipment [3]. It 

should be aimed towards:  

• ensuring the continuity of the critical functions (processes) of the object; 

• sharing between management and the reaction forces of the roles and 

responsibilities of management in the event of a terrorist threat; 

• ensuring a consistent approach to ensure the security and protection in 

accordance with international and national standards; 

• integration of the system for ensuring the security and protection within 

frameworks and processes of risk management of the site. 

At the same time, the Strategy for security and protection defines the basic 

framework of rules and instructions for operation of the System for security and 

protection. It regulates the determination of the means and procedures as well as the 

responsibilities of all staff involved in the process. The result of the implementation 

of the Strategy is to achieve support from the senior management for the overall 

system for security and protection. 

Development of the Plan for security and protection describes the processes and 

resources required to achieve the objective - ensuring business continuity of the 

object of critical infrastructure. It should contain, but without limitation, the 

following information [6]: 

• strategy for overcoming of the incident (in this case the realization of terrorist 

threat); 

• minimum requirements for the recovery of continuous operations; 

• list of team members, rights and responsibilities, and contact information; 

• list of materials delivered off-site; 

• activities organized by phases. 

The description of each activity must respond to the following questions: What 

should be done?; How it should be done?; Who should do it?; What is needed to do 

this?; Where is possible to do the action?; When to start?; How long can it last?; 

When should it finish? 

On the other hand, operations need to be grouped into the following phases (phase-

grouping of actions to provide the logic structure of the plan) [7]: 

Phase 1 – Initial assessment and response; 
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Phase 2 – Temporary measures for unforeseen events (to limit the impact of 

the event); 

Phase 3 – Provision of resources; 

Phase 4 – Recovery of operations; 

Phase 5 – Return to normal condition. 

 The steps in organizing preventive actions should be related to [8]: 

• taking preliminary steps to make sure, that will not appear any already found 

discrepancy; 

• analyzing system processes to determine how to build safeguards or their 

change / update to prevent the occurrence of inconsistencies.  

As interconnected, integral part with the preventive actions, corrective, in turn, 

should be directed to: 

• identifying and documenting the reason for the discrepancy; 

• review of the overall system to make sure that would not occur any other 

similar discrepancies; 

• analysis of the effect that non-compliance can cause and take appropriate 

action for a detailed review of the situation; 

• conducting follow-up inspection to make sure that the corrective action is 

effective and re-occurrence of non-compliance is prevented. 

Throughout the training is minimized the difference between the competence 

required for the job and the personnel, that is designated to meet the requirements 

for this position. Throughout the training the organization has to ensure that 

officials who are assigned on a specific job are competent on the basis of education, 

training and experience [9]. Application of a uniform policy for the training and 

qualification of personnel, aimed at achieving the objectives of security and 

protection, it is necessary to:  

• maintain strict and accurate control of the quality of teaching of the study 

material; 

• ensure and guarantee the high qualifications of the personnel conducting the 

training of various professionals; 

• provide and maintain modern educational facilities for quality education. 

2.2 Technical part 

In the technical part of the Model of system for security and protection can be 

divided to three secondary models [3]: 

• Model on the territory for deploying the critical infrastructure; 

• Model of risks and threats; and 

• Model of the equipment on site. 

They set the parameters, determined by possible means for influence by terrorists. 

In the same time are presented and characteristics of technical means for monitoring 

and warning of reaction forces - transport, IT, weaponry, evaluation of the area and 

determine the times to reach critical points, etc.. 
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Modeling the territory for deploying the critical infrastructure is performed in order 

to provide security and protection of this infrastructure by digital analogue for 

mathematical processing of the data. To solve this problem, the Model on the 

territory for deploying the critical infrastructure is described by a peripheral zone, 

lanes and segments. 

Depending on the risks and threats to the peripheral zone is divided into:  

• Green lane - this is the lane that is not guarded and is actually off-site; 

• Lane for detection, bounded by two lines:  

o Line to indicate entry into the peripheral zone of the object;  

o Line for light and sound warning for entry in the peripheral zone. 

• Detection lane bounded by: 

o Line for recognition of techniques and personnel; 

o Line for controled access.  

• Reaction lane. 

The purpose of the segments is to identify sectors with similar characteristics and 

identical facilities to provide effective security and protection of the site. 

Throughout the Model of risks and threats can be solved the following tasks: 

• determine the most likely areas to carry out terrorist attacks; 

• determination of forces and means that will have influence on the object; 

In conclusion, the Model of the equipment is built to determine the types of 

devices and systems, depending on the ability of terrorists to influence the object of 

critical infrastructure (including security, retention and intruder alarm (sensor 

environment)). 

2.3 Procedures for realization of policies, strategies and plans 

To be able to realize the established policies, strategies and plans to ensure the 

security and protection of critical infrastructure, the relevant managements should 

create the conditions for a detailed description of the implementation activities that 

are bound by time, place and responsibilities. The claim that this is done within the 

sectors / phases of the plan for security and protection is wrong and one of the most 

common cases of failure in the implementation of the plans is the lack of clear and 

orderly procedures for their implementation. 

The procedure is a way of carrying out a process or activity (may or may not be 

documented) [10] and its main goal is to support of the implementation of the 

policy and describes who, what, where, when and why needs to be done to achieve 

the set objectives on desired levels of security and protection. The final results from 

the creation of the procedures are converted into operating instructions, a set of 

actions or operations to be performed in the same way to achieve the desired effect 

under the same conditions. In many cases, the structure and content of procedures 

includes the question "how?", which in practice are specific instructions that detail 

the elements of the activities described in 2.1.  
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RESULTS 

An integrated Model for security and protection of critical infrastructure is not an 

end in itself and does not intend solely the effectiveness for the created for this 

purpose system. In this report is presented just of the alternatives that can be 

discussed between the experts and this version of the model has the following 

characteristics: 

• Organizational part – development of: 

i. An analysis and risk assessment; 

ii. Security and protection Policy; 

iii. Strategy for security and protection; 

iv. Plan for security and protection (including Business Continuity 

Plan); 

v. Corrective and preventive actions; and 

vi. Training programs. 

• Technical part: 

i. Model of complex for the deployment of the object; 

ii. Model of risks and threats; and 

iii. Model of the equipment on site. 

• Procedures for the implementation of policies, strategies and plans. 

On the basis of the above mentioned was developed and a Model for decision 

making in multivariate terrorist threat, which together with considered integrated 

Model creates the necessary conditions to significantly increase the systems 

efficacy. The Model for decision making in multivariate terrorist threat is the main 

result of the considered approach - through the development of models of the 

elements of an integrated security system to create conditions for increasing the 

security of critical infrastructure. This model allows the initial response forces to be 

adequate to the surrounding environment which will help to avoid such tragedies 

that occurred on 11 September 2001 in the US.  

The developed models have set the basis for standardization of a large part of the 

activities related to the construction of the Systems for security and protection. And 

the last is crucial, given that for an adequate response to the same emergency 

authorities involved and organizations in a country (not to mention the various 

countries) react in very different ways, leading to disparate results in many cases 

with insufficient effect. To significantly reduce insecurity and increased relevance 

of these reactions can be successfully used the above system models that have been 

developed by the project team with reference number HOME/2010/CIPS/AG/01. 

Another direct result of the development of the considered integrated Model is the 

opportunity of creating security levels for critical infrastructure which can form the 

basis for objective assessment of the security of the critical infrastructure. What this 

means? We are not sure how many reliable is an infrastructure. To make sure that 

our actions to ensure security have been adequate to our environment by 

implementing security levels we will have objective criteria for this evaluation. The 
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latter will allow these evaluation criteria to be standardized, which will enable them 

to be used by all specialists in this area. 

And last but not least, the integrated system for security and protection of sites of 

critical infrastructure provides an unsurroundable, key benefit - provides significant 

time resource for the forces for initial response, which allows to maximum extent to 

reduce the response time and creates conditions for preservation of life and health of 

personnel and protection of the integrity of the material resources.  

 

CONCLUSIONS 

On the basis of the above, can be made the following conclusions: 

• Ensuring adequate reaction of the forces for initial response to the terrorist 

threat can not be achieved with only organizational or technical means. 

Timely and targeted symbiosis between them embodied in integrated System 

for security and protection, can ensure a high level of adequacy against the 

threat, which in most cases can be a combination of multiple hazards; 

• Many possibilities for combating terrorism need to be systematized, various 

configurations of abilities to be tested and on this basis to select the most 

appropriate option for countermeasures. And this was done in the framework 

of this project, in the result of which was identified the model of the 

integrated system, subject of this document; 

• Response time of the forces for initial response is crucial for the number of 

fatalities, injuries and material losses in any terrorist attack. The integrated 

system allows the time to be significantly reduced; 

• The integrated model for security and protection is an open system that can 

and will be upgraded with the help of all specialists in the field of defense 

and security not only in our country but also by the member states of the EU; 

• The process of standardization for building integrated security systems of 

critical infrastructure will contribute the increasing the security of the latter 

and will give an opportunity for objective assessment of the level of security; 

• The use of uniform and standardized approaches to building security systems 

will allow to enhance success of learners and increase their skills and 

experience; 

• And last but not least, the exchange of experience between specialists 

involved in the fight against terrorism in different parts of the world will be 

much more effective because they will "speak the same language" using a 

unified methodology. 
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Abstract: There are numerous international standards and national requirements for the creation 

of physical and information security and protection of sites of critical infrastructure, risk 

management and ensuring business continuity, as well as providing financial security for the 

environment, health and occupational safety, management of human resources, corporate social 

responsibility and many others. All of them in one way or another, are directly or indirectly 

related to the provision of security and protection of the given site. Many of them are united by 

common methodologies and understanding of their nature, but between requirements to relevant 

systems in most cases there is no correlation and awareness of their integrity. At the same time, 

what is the criterion by which we can evaluate to what extent is ensured the security and 

protection of an organization? The last is of great importance not only for insurance companies, 

but in most cases it is vitally crucial for the life and health of employees in the organization and 

society as a whole. It is therefore necessary to determine the scale of the levels of security and 

protection of sites of critical infrastructure, as well as to identify and codify requirements for 

them.   

Keywords: security levels of critical infrastructure, security management system, business 

continuity management 

 
INTRODUCTION 

Various aspects of creating Management Systems
1
 for security and protection is 

regulated by a number of institutions, national, regional or international regulations 

and / or standardization documents. Bases, which set the framework of the 

requirements, are the following:  

• In the field of information security: 

o ISO 15443: "Information technology - Security techniques - A 

framework for IT security assurance"; 

o ISO/IEC 27002: "Information technology - Security techniques - Code 

of practice for information security management"; 

o ISO-20000: "Information technology - Service management", and 

o ISO/IEC27001: "Information technology - Security techniques - 

Information security management systems - Requirements" are of 

particular interest to information security professionals; 

o ISO/IEC 27005:2011  Information technology - Security techniques - 

Information security risk management etc. 

• In the field of Business Continuity Management: 

                                                 
1 Here will be used two terms - "system" when it comes to self-examination of the various areas of requirements to individual 

aspects of the functioning of an organization and "subsystem", where they are regarded as elements of the management system of 

the organization.�
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o ISO 22301:2012 Societal security - Business continuity management 

systems – Requirements; 

o ISO 22300:2012 Societal security - Terminology; 

o ISO 22320:2011 Societal security - Emergency management - 

Requirements for incident response; 

o ISO 22313:2012 Societal security - Business continuity management 

systems – Guidance etc. 

• In the field of Security Management: 

o ISO/DIS 34001 Security Management System – ������ 	
 ��
� 

“�������	� ������
	�” – ���� �. �	� 2013 �. 

• In the field of Risk Assessment: 

o ISO 31000:2009, Risk management – Principles and guidelines, 

provides principles, framework and a process for managing risk; 

o ISO Guide 73:2009, Risk management – Vocabulary;  

o ISO/IEC 31010:2009, Risk management – Risk assessment techniques 

etc.  

On the one hand, they all define detailed requirements for different aspects of the 

process of ensuring the protection of the organization
2
 and contribute significantly 

to increasing its security. On the other hand, there are two main objective facts that 

do not allow these and other related documents to provide a much needed efficiency 

of efforts towards the creation of the required Level of Security for the object of 

critical infrastructure: 

• They lack an unified structure, common terminology and basic definitions. In 

2011 the International Organization for Standardization (ISO) has launched 

a new approach to determine the requirements for the management of 

organization - creating integrated standards of ISO management systems 

(ISO Management System Standards (MSS)). This approach is developed in 

ISO Guide 83 of 2011 and amended in Annex SL (April 2012) of the 

International Register of Certificated Auditors (IRCA). It is aimed at 

developing new standards for Management Systems through a unified 

structure, identical text, general terms and basic definitions to improve their 

compatibility [1]; 

• Lack of conventional matrix, generally accepted methodology for linking 

them into a single system to provide a synergistic effect of their 

implementation. 

At the same time, in ensuring safety are introduced different methods to determine 

its appropriate levels (particularly in nuclear energy and not only). In support of this 

for granted can indicate the methodology for determination of Safety Integrity Level 

(SIL), which represents the relative level of reducing the risk of accidental damage 

of  technologic equipment provided by safety system [2]. This mean SIL is 

measurement of performances for requirements of Safety Instrumented Function 

                                                 
2 To avoid repetition, in this material will be used as synonymous the terms "objects of the critical infrastructure" and 

"organizations"�
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(SIF). In the current European safety standards there are defined four levels of 

safety. The highest reliability level 4, and the lowest level 1.  

On the other hand, in the determination of Information Security are used the 

following three architectural levels: 

• Strategical or conceptual; 

• Logical; 

• Systematic or technological (often referred to as level of realization). 

If we add to all three vertical divisions - people, information, technology, 

proposed by Gartner, Inc. [3], it forms a comprehensive Architectural Model for 

Information Security.  

All this shows that it is necessary to try to formulate certain levels for overall 

security of critical infrastructure sites. 

To overcome these problems (the lack of different methodologies for building 

systems that provide security to the organization) that not allow the maximum use 

of available standardization, normative and institutional tools to create high levels 

of security is necessary not only to build on the already gained vast experience from 

the application of some of them (eg in the field of information security and ensuring 

the internal security) and to unite around a single methodology for integrated use for 

the purposes of increasing the Security Level of the organization. 

 

CONCEPTION OF THE CRITICAL INFRASTRUCTURE SECURITY 

LEVELS 

The Management System of an organization consists of many subsystems that 

individually implement various organizational functions. If these subsystems are 

projected in the sphere of security and protection of the organization we can 

confidently say that we have the picture presented in Figure 1. 

The Figure is an attempt to visualize the relationships between the different 

elements of the Management System of the organization. Of course, these elements 

are not fixed and their number can be increased or reduced accordingly, as all of 

this depends on the analytical section of the goal we have set for researching (for 

example, Financial Security, in terms of security can be assigned to Information 

Security, taking into account its direct dependence on Information Systems). 

But this is not the focus of this paper.  

First of all, probably all would agree an input signal for the building of modern 

subsystems of the Management System are the results of the conducted Risk 

Assessment. And this relationship is one-way - from RA to each subsystem. And 

this is because RA is the source of information about how likely is to happen a 

certain event that allows the subsystem to take the necessary preventive and 

corrective measures to ensure the stability of its operation. As for the connection 

that is being unidirectional it is clear that the source of information for RA is the 

surrounding environment of the organization which provides data on potential 

threats to one, several or all of these management subsystems (here we assume the 

restriction that this is the beginning of the construction of these subsystems, because 

if they are already established, the situation is different, RA receives information 
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and from the process of their operation, not only from the environment). 

Fig. 1 Management System through the prism of security. 

 

Legend: RA – Risk Assessment; BCM – Business Continuity Management; QA – 

Quality Assurance; ITSEC – Information Security; FIN SEC – Financial Security; 

CI – Critical Infrastructure; IS – Internal Security; ES – External Security. 

 

At the same time, the relationships between Business Continuity Management and 

other subsystems are bilateral (in the general case BCM is constructed after the 

other systems are developed). The input signal to the other subsystems is Business 

Impact Analysis (BIA), and the reciprocal relations of each subsystem to the BCM 

are being commodificated from the data for the state of the critical elements of the 

subsystem (it is well known that RA is committed to all potential threats, while the 

BIA assesses only the critical for the system elements). 

The Figure shows only the connections between RA and BCM without attempting 

to illustrate relations between other subsystems. The reason for this is the danger of 

shifting the focus of the objective - codification of the different sub-levels for a 

comprehensive / integrated security of objects of the critical infrastructure.  

This is why I will try to present a vision on the structure and content of security 

levels that should be formalized for the sites of critical infrastructure if we want to 

increase their security and protection. For a better view and to avoid repetitions I 

present to the attention of the colleagues in the scientific community in the field of 

security the following structure and content of the Security Levels of the 

organization, presented in Table 1. 
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Table 1: Structure of Security Levels and Level elements 

LEVEL LEVEL ELEMENTS 

1
-st

 level 1,10 

2
-nd

 level 1,10,11 

3
-rd

 level 1,3,8,10,11 

4
-th

 level 1,3,4,5,6,8,10,11 

5
-th

 level 1,3,4,5,6,7,8,9,10,11 

6
-th

 level 1,2,3,4,5,6,7,8,9,10,11 

  

The topic is controversial and therefore this report will mark only the basic reasons 

which boosted my reasoning to suggest that structure of the levels and their content. 

1
-st

 Level is suggested to include RA � IS. Why? This is the lowest Level of 

Security that a self-respecting organization (especially if it is an object of the critical 

infrastructure) must establish. There is no case in which object of the critical 

infrastructure has no system of internal security. Of course, in many occasions RA 

is either not a mandatory step in the construction of IS or is executed proforma. 

Here is the place to note that is assumed RA is not a subsystem or system, and is 

process that underlies each of the subsystems presented here. Conversely, if 

perceived RA is a system, that means it will "obsess" the rest and than we will not 

talk about a number of subsystems or systems, but for a single system - RA. But in 

all cases, if you want to build (not stating if effective or efficient) system for 

Internal Security (Access Control System), this combination of RA and IS should 

be available. 

In the 2
-nd

 Level are included the subsystems RA, IS and ES. Why? There are 

numerous cases in which organizations set up an Access Control System, but there 

are very few in which it is built and External Security System too. This applies in 

almost all cases for sites located in cities or for organizations that "coexist" with 

other organizations in the same building. But even then it is possible to build a 

system for external security, it depends largely on the designer of the system, which 

can build the External Security System using both its own sources of information, 

and those that are owned by other organizations (in the shared building, for 

example).  

The 3
-rd

 Level includes RA, QA, Safety, IS, and ES. Why?  

The new subsystems are: QA and Safety. Not all organizations, especially the sites 

of critical infrastructure systems have QA and even for Safety. Of course, elements 

of these systems are developed at the sites of critical infrastructure, but in most 

cases, excessive "stumbled" on confidentiality does not allow the management to 

"swallow" the truth that international standards, which set requirements for these 

systems can help both to improve the management of the sites and to enhance their 

security. Practice has proven on many ocassions the logic and veracity of the last. 

Establishment of clear rules for effective management of organizations was first 

enshrined in the spirit of the standards ISO 9000 series (not accidentally structure of 
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the standard in 2012 was accepted as a standard in the creation of standardization 

documents, regulating requirements for management subsystems) which no one can 

argue is in the base of the good organization of the provision of security and 

protection.  

As for SAFETY, this is not just about safety, which will ensure the health and lives 

of the employees in the organization, but emphasis is placed on safety and lives of 

citizens near the site of the critical infrastructure and society as a whole (so it is 

critical infrastructure because it can threaten to one degree or another mainstay of 

society). Therefore, in the third, higher level are included these two additional 

subsystems (which should "go together") with the idea to become the subject of 

discussion and finally get into the "arsenal" of tools that organizations management 

uses to enhance their security and protection.   

The Fourth Level forms subsystems RA, QA, ITSEC, HUMAN RESOURCES, 

FINSEC, SAFETY, IS and ES. Why?  

The new here are: ITSEC, HUMAN RESOURCES and FINSEC. One of the most 

advanced subsystems of the Management System of the organization is that for the 

providing of Information Security ITSEC. It is not available to previous levels 

because: 1. not all of the critical infrastructure sites have Information Systems (eg 

certain ammunition depots) 2. requires significant investment to build them 3. are 

applicable, especially for complex organizations where Information Systems are at 

the heart of their operation. However, if the organization wants to move to a new 

higher level of security for his own good it should build such a subsystem (even 

ammunition depots must have such security because they do not operate 

independently, and are incorporated by a common system of warehouses and levels 

of government in which there is no way not to use Information Systems).  

HUMAN RESOURCES are regarded primarily as an important element of the 

financial prosperity of the organization, providing qualified personnel and 

developing its skills over the years. This is exactly its crucial role in providing 

security. In many cases, however, this system is not used for security purposes, 

because it is considered that it just needs to arrange the hiring of security guards and 

nothing more. But it must first have developed special procedures for their selection 

and to manage the development of their skills which is not taken almost anywhere 

as a mandatory element of security. And the staff providing security and protection 

are in the foundation of success!  

Systems for FINSEC on the one hand can be referred to as elements of ITSEC, and 

on the other hand at first sight they are not familiar with the objects of the critical 

infrastructure (they are connected mainly with the financial-credit institutions). In 

the first case we have in mind the Information Systems which are used to provide 

the Financial Security of the organizations. But it's not so much about them as about 

the ability and willingness of the organization to timely and adequately fund the 

activities necessary for ensuring their security and protection that is its financial 

stability and understanding on the side of the management. In the second case, it 

only seems at first sight that this subsystem is not valid for some of the objects of 

critical infrastructure. However, if applied to the above mentioned considerations it 

will be seen that this is not the case. Of course only an organization's ability and 
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willingness of the management is not enough to say that there is a FINSEC 

subsystem. The subsystem itself must be systematized in an orderly documentary 

framework, including (but not limited to) a clear policy, strategy, plans and 

procedures to ensure financial security as an essential element of the security and 

protection of the organization. 

The Fifth Level consists of the subsystems RA, QA, ITSEC, HUMAN 

RESOURCES, FINSEC, ENVIRONMENT SECURITY, SAFETY, 

CORPORATE SOCIAL RESPONSIBILITIES, IS and ES. The new here are: 

ENVIRONMENT SECURITY and CORPORATE SOCIAL 

RESPONSIBILITIES. Both subsystems are somewhat "aside" to the objects of 

critical infrastructure, in terms of that the main goal is to protect at all costs this for 

which the site provides security. But this is only at first sight. So for an example, 

providing ENVIRONMENT SECURITY is closely related to SAFETY in the 

organization and the above noted that here this is for the safety of citizens outside 

the site and the general public too.  

CORPORATE SOCIAL RESPONSIBILITIES are a relatively new field which 

yet goes at a fast pace in practice. In this case, it is extremely important for the 

motivation of the personal and especially the staff responsible for the security and 

protection of the organization. If you clearly and accurately recorded the 

commitment of management and there is a build system that ensures its 

implementation in the event of a realized  terrorist threat that there will be 

compensated not only the employees but also their families, then the performance of 

the professional duties will be at incomparably higher level from the daily activities 

when the slogan "just to me it would happen" is enshrined permanently in the minds 

of employees. Indicative is the case with Cantor Fitzgerald
3
 [4]. 

Finally, the main element of the Sixth Level, which includes all the subsystems 

pointed so far is the BCM system. For me it is the link between all the other 

presented in this material subsystems. In terms of security, it is essential not only to 

BIA, which is a detailed image of RA, but mostly by the plans for the operation of 

the system. Establishing such a subsystem completes the final step of an integrated 

security and protection system of the organization. In practice, there is no other 

subsystem except for the BCM system, which in one way or another to include 

mandatory requirements in relation to the other subsystems of the Management 

System of the business organization [4].  

 

RESULTS 

The above mentioned detail of the elements / levels of security aims primarily, but 

not exclusively, to create conditions for increased security and protection of sites of 

the critical infrastructure. Of course the last may be achieved in various ways, the 

base of which, according to some experts, a refinement of the technique and 

technology which are used in this field. But this is a special case of the integration 

approach proposed here. Alone by itself the technologies are not able to do anything 

                                                 
3 Cantor Fitzgerald losses on the 11.09.2001 �. all their 658 employees in the building of one of the World Trade Center Twin 

Towers. Undertakes agreement to provide 25% of the profits of the company over the next five years for benefits, and within the 

next ten years to pay health insurance to families of the victims of its 658 former employees. Currently employs more workers than 

before the September 11 attacks.�

219



if they are not managed. And this is the biggest confirmation of the claim that 

security is ensured by the joint use of technologies and organizational procedures 

for their management both together and united by individual items or complete 

systems for security and protection. 

Determining the different levels of security in these systems is a fundamental 

criterion for assessing the degree of confidence in the organization, which the 

systems can and should generate in the users of its services, as well as in society as 

a whole. Trust that can be materialized aside from anything else through insurance 

system, which is its objective measure. But before we get there it is needed to 

develop detailed requirements for each of the above levels of security, which 

subsequently to form the basis of created for the purpose international 

standardization documents. Development of technique and technologies separately 

for the subsystems is not sufficient to ensure our security. Therefore the skillful 

combination between them, combined with the best practices of management can 

create a flexible, reliable environment for the use of different combinations of tools 

and receive a synergistic effect of their use to ensure the required level of security 

of our organization. 

 

CONCLUSIONS 

In the realization of the project "Development of the tools needed to coordinate 

inter-sectoral activities to protect critical infrastructure in a situation of multiple / 

multivariate terrorist threat. Enhance the ability to protect key sites of critical 

infrastructure in Bulgaria”, on the Program of the European Commission 

„Prevention, Preparedness 
nd Consequence Management �f Terrorism 
nd Other 

Security Related Risks”, HOME/2010/CIPS/AG/019
4
 was clearly demonstrated the 

need for an Integrated Security System for critical infrastructure sites. But that was 

only the first step towards proving the need to develop new methods and 

mechanisms to enhance the security and protection of sites of critical infrastructure 

and increase confidence in the public that are taken adequate to our environment 

actions against the realization of potential terrorist threats. This report represents the 

second step in this direction and through it aims to provoke active discussion on the 

such given questions here. I don't claim that the therefore proposed structure and 

content of security levels are exactly those that will remain in the future and are 

exactly those that can form this trust in the management of both organizations and 

society. But I am convinced that such levels must exist! Mechanism for their 

implementation can follow the already known approach adopted by the ISO - 

development of standards with requirements to these levels and standards for audit 

and certification of same. Only in this very way, we can say that we have passed to 

the next stage of its development towards ensuring increasingly higher and higher 

reliability of our efforts to preserve the lifestyle that we have chosen - democracy. 

 

 

 

 

                                                 
4 The author was the coordinator of this project.�
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Abstract: On 14 July 2014 in Journal of Applied Security Research was published an article 

named: “Security Levels of Critical Infrastructure“. It presented a vision for the creation of a 

unified methodology for integrating existing standardization, normative and institutional tools to 

build higher levels of security for critical infrastructures. But this is only the frame to be filled 

with content. This content, however, may be the result of different approaches to formulate the 

packages of requirements for the separate elements of an integrated security system for the 

organizations, detailed in the generally accepted levels of security and protection. That is the 

focus of this publication to show the positive and negative effects of the choice of the alternative 

to create a single document, with the standardization requirements for building a comprehensive, 

unified system for security and protection of sites of the critical infrastructure based on clearly 

defined and documentary secured  matrix of ascending levels of security for the organizations.    

 

Key words security levels of critical infrastructure, standardization document for security levels 

of critical infrastructure, alternative approaches, integrated security management system  

   

 

INTRODUCTION 

 

The security that can be achieved through technical means is limited, and should be 

supported by appropriate management and procedures (ISO/IEC 27002:2005). 

Following this maxim, in the article Security Levels of Critical Infrastructure in 

Journal of Applied Security Research (Stoichev, 2014) were presented levels of 

security for critical infrastructure, which could be defined and can be in the base of 

the development of an Integrated Security Management System (ISMS), the levels 

are as follows: 

• 1
-st

 level - Risk Assessment (1) and Internal Security (2); 

• 2
-nd

 level - Risk Assessment, Internal Security and External Security (3); 

• 3
-rd

 level - Risk Assessment, Internal Security, External Security, Quality 

Assurance (4) and Safety (5); 

• 4
-th

 level - Risk Assessment, Internal Security, External Security, Quality 

Assurance and Safety, Information Security (6), Human Resources (7) and 

Financial Security (8); 

• 5
-th

 level - Risk Assessment, Internal Security, External Security, Quality 

Assurance and Safety, Information Security, Human Resources, Financial 
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Security, Environmental Security (9) and Social Corporate Responsibility 

(10); 

• 6
-th

 level – All above and Business Continuity Management (11). 

Of course this is only a conceptual proposal. Structure and content of these levels is 

still controversial and the scientific and professional communities will determine 

their final configuration. But that is not the issue. It is essential that after the final 

levels of security for the organizations
5
 are determined, to be created a practical 

mechanism for their creation and evaluation of their readiness for use, ie, to assess 

the level of security of the organization.   

In our opinion, this mechanism can be "dressed" in an international standard in 

which to describe the requirements for the different levels of security. As for the 

assessment of their readiness to use and the overall assessment of the security of the 

organization it is also necessary to establish a unified methodology, applied by 

individual standard or other document which to unify the efforts in this direction. 

Only in this way we will have an objective assessment and comparison tool for the 

security systems in the different organizations. At present there is no such approach 

in the evaluation of various systems in organizations, created based on international 

standards. For example, in assessing the underlying subsystem
2
 in the management 

of organizations - the system of quality assurance, there is no single document 

requirements for making this assessment (listed below ISO 19011 and ISO / IEC 

17021 regulate the requirements for the preparation of the audit teams and 

certifying organizations, but do not provide guidance on the objectives that are set 

during the construction of the various elements of the system and the criteria for 

assessing the achievement of these objectives). Each certifying organization has 

developed its own evaluation methodology, which applies in the course of auditing 

the relevant systems. The result is there, huge differences in the functioning of the 

systems  for quality assurance of the organizations, created and evaluated by various 

consulting and certifying organizations based on different methodologies, although 

basic, starting point is a single standardized document – ISO 9001:20008. If the 

latter is normal to evaluate the systems for quality assurance in which evaluation 

with appreciation of poorly functioning system can result in the worst case, loss of 

market positions, a similar situation is absolutely unacceptable for the evaluation of 

the security systems of organizations where the results are related to the health and 

lives of not only those working in the organization, but to the people of the 

surrounding environment too.    

As a result of these needs are formulated the objective and purpose of this article, 

namely, to try to outline approaches to create an international standard document 

regulating the requirements for a fixed matrix of ascending levels of security for 

organizations and to present the main points of sample methodology for their 

evaluation. 

Here it may be noted that the establishment of security levels of the sites of critical 

infrastructure is not an end in itself. The end result of their construction and 

                                                 
5
 For the purpose of avoiding repetition will be use the term "organization" ("organizations") instead “critical 

infrastructure”. 
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operation should be the formation of an ISMS for organizations (Fig. 1). Some will 

say that such a document, which includes regulations establishing such a system 

exists, ie that is ISO/DIS 34001 Security Management System. Unfortunately, now 

it should be noted that the procedure described in this standard methodology does 

not exceed the limits of Risk assessment (RA) and Risk management (RM). Of 

course these two tools are the first and indispensable condition for creating and 

ensuring the security of the organization, but by no means are the only. And in no 

case we must include extrinsic for them elements just to substantiate the theory that 

RA and RM are sufficient to guarantee the security of organization. Assuming such 

an approach it will be difficult to answer the question whether the organization has 

established the required level of security to ensure the continuity of their business. 

The proposed approach in this article to build integrated security management 

system recognizes the basic, fundamental nature of RA and RM, while covering all 

security components/subsystems of the management system of the organization and 

focuses on detailed individual requirements as for these elements and so on the built 

on their basis levels of security. Ie, there are two main "pillars", comprehensiveness 

and detail. 

 

Fig. 1 Integrated Security Management System. 

 

 

APPROACHES TOWARDS THE CREATION OF STANDARDIZATION 

DOCUMENT FOR SECURITY LEVELS 

There are at least three alternative approaches to define the requirements for 

different levels of security and their integration into a single mechanism or 

standardization document to become a guiding tool for building ISMSs for 

organizations: 

• Formation of the different levels of security by building the subsystems of the 

management system of the organization based on existing international 

standards. For example, if you want to build a sixth level of security you must 

build subsystems: Risk Assessment, Internal Security, External Security, 

Quality Assurance and Safety, Information Security, Human Resources, 

Financial Security, Environmental Security, Social Corporate Security and 

6th level – 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11 

5th level – 1, 2, 3, 4, 5, 6, 7, 8, 9, 10 

 

 

4th level – 1, 2, 3, 4, 5, 6, 7, 8 

3rd level – 1, 2, 3, 4, 5 

2nd level – 1, 2, 3 

1st level – 1, 2 

INTEGRATED SECURITY 

MANAGEMENT SYSTEM 
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Business Continuity Management, using the existing standardization 

documents for them; 

• Using the approach “tailoring”, ie, out of the existing standards only those 

requirements that we believe relate to the establishment of appropriate levels 

of security and include them in the organization's internal safety management 

processes; 

• Creating an entirely new international standardization document that 

incorporates the requirements for the creation of security levels and the 

development of a comprehensive, ISMS for organizations. 

The first approach is seemingly easy and its implementation would expedite the 

process of putting into practice the idea of building levels of security of 

organizations as a key tool to enhance their security. But is this so? Let's look at it 

and comment on the positive and negative sides.    

We can formulate the following positive effects of its implementation, but not only: 

• Requirements to individual subsystems of the management of the 

organization are standardized and easily accessible (everyone can buy the 

relevant standards); 

• There are clear rules and established practice of the application of those 

standards; 

• There are well-trained consulting organizations that successfully consult 

organizations wishing to establish such sub-systems based on existing 

international standards; 

• There are proved in time national and international certification organizations 

that are able to provide a relatively accurate assessment of the readiness of 

organizations to use the corresponding built subsystems; 

• There are a streamlined systems for staff training, that build and maintain 

these subsystems; 

• The construction of these subsystems and their inclusion as elements in the 

levels of security for critical infrastructure is an objective criterion for 

assessing the readiness of organizations to provide the needed level of 

security.   

However, there are a number of negative aspects that must be considered when 

assessing this approach: 

• The construction of these subsystems (based on international standards), their 

certification and commissioning requires a long period of time (a minimum 

of two years for each of the subsystems); 

• This will require significant funds for the construction, certification and 

maintenance of the subsystems (for each of them tens of thousands of euros), 

in which case no one can guarantee that it will be obtained the expected 

results in terms of security; 

• And finally it will require additional efforts to integrate these subsystems into 

a single ISMS. 

The most important of the positive effects is the one in which you can create 
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conditions for an objective assessment of the readiness of organizations to provide 

the needed level of security. But it is only at first sight. I think that making a 

decision on this approach, defining are the necessary additional efforts to integrate 

these subsystems into a single ISMS. In many cases, depending on the knowledge 

and skills of the staff who will maintain these systems, the effect of linking the 

subsystems may be mechanical collection of requirements without providing their 

real and full commitment to the objectives of enhancing the security of the 

organization. Adding that this process will be difficult and from the unequal 

structures of standards that describe the requirements for each subsystem, we will 

see that this approach can bring us not only relatively, but also false reassurance that 

in no case will achieve the main objective of the organization - to enhance its 

security to the extent necessary to ensure continuity of its operations in all situations 

and conditions.  

I do not focus on the other negatives mentioned above, but is not without 

significance that the essential financial, human and material resources should be 

provided for the formation of security levels and this may be disincentive for the 

organizations. So despite the fact that the negative moments are less than the 

positive ones, their relative weight in the direction of "yes" or "no" to this approach 

is significant and tends to offer not to be used for the purpose of constructing a 

ISMS, based on the established security levels.  

The second approach, which takes from the existing standards only those 

requirements that I believe relate to the establishment of appropriate levels of 

security (tailoring) is extremely flexible and adaptable, but when it is observed we 

still got both positive and negative effects too. Its possitives can be reduced to the 

following: 

• Already mentioned flexibility and adaptability. Both effects are extremely 

valuable in taking the specifics of the respective organizations. The latter is 

important in view of the fact that in this case, success can also be given with 

a cost-effective approach, ie, to find the best option, in which the expected 

results to be obtained best combination of financial, human and material 

resources;  

• It should also be noted the shorter terms (compared to the first approach), in 

which can be set up appropriate levels of security and the ISMS; 

• Relatively smaller amount of funds necessary to build the levels of security 

and system as well as for their maintenance.  

The negative effects can be outlined in the following frame: 

• Need for numerous, highly qualified personnel to build levels of security and 

of the integrated system; 

• Lack of a single, unified, and hence an objective tool to assess the readiness 

of the organization to implement and maintain appropriate levels of security 

and ISMS; 
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• As a consequence of the latter, there will be lack of confidence by the 

relevant state and insurance authorities in respect of the security of the 

organization. 

Leaving the insurance system for the purposes of achieving an acceptable level of 

security of critical infrastructures in the short term, we can with a high degree of 

certainty to note that this approach is preferable to the first approach described 

above. Moreover, there are numerous and highly qualified specialists in the law-

enforcement authorities that can be trained very quickly and to proceed immediately 

to the construction of ISMSs. But at first why don't insurance agencies and 

organizations use this approach? For them, and for the business organization that 

seeks to insure it business will be useful to use this approach to create a security, 

which will be much better and will bring many more benefits than the lack of 

established levels of security or ISMS.  

The third approach combines both positive and negative sides of the first two 

approaches. Positive results from its use can be summarized in the following 

directions: 

• There will be created targeted standardization document that unlike the first 

approach, in which adjust for security requirements in other documents for 

other subsystems will ensure that covered all aspects of the process to ensure 

the security of an organization; 

• There will be an objective tool to assess the readiness of the organization to 

achieve and maintain a reliable ISMS; 

• The funds to build the levels and the system will be relatively smaller than in 

the application of the first approach; 

• The use of such standardization documents of organizations will increase and 

strengthen their credibility by public authorities and insurance companies. 

But the approach also has its negatives such as: 

• Also requires an extended period of time for a single international standard 

that describes the requirements for the security levels and the creation of an 

integrated security management system for organizations. This will slow 

down in short term the increase of the security of critical infrastructure; 

• There will be the need to develop new training programs for all who are 

involved in the preparation, development, evaluation and maintenance of the 

levels and the ISMS (but this is typical and for the first two approaches). 

Ultimately, this approach solves most of the problems of the previous approaches, a 

significant negative effect of the implementation is relatively lengthy period that is 

required for the establishment of international standard and its practical application. 

But on the other hand, if the approach is adopted, then we will have a long-term 

strategic vision of how to create conditions for a continuous process of improving 

the security of the organizations. 

Why this approach is preferred, aside from the above mentioned positive effects? 

The answer is in itself, it is a systematic approach that ensures a very high level of 
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reliability obtained as a result of its use. Compared to the other approaches it would 

be extremely useful and for the insurance bodies which on its basis can improve 

their best practices and increase planned profits (by reducing the expected loss due 

to the higher level of security to the insurance organizations).  

In conclusion of this section is necessary to note that you need in the fastest possible 

way to start the training of specialists in the field of security towards their learning 

and use of a systematic approach in the implementing of the ISMSs in the 

organizations. We must be convinced that only RA and RM, whatever they may be 

accompanied by a well-developed plan for crisis management is not enough to say 

with reasonable certainty that we are ready to adequately respond to the colorful 

palette of daily increasing and evolving threats to life and health of our employees 

and the general public.  

   

METHODOLOGY FOR ASSESSING SECURITY LEVELS 

 

This stage of the creation and development of an ISMS is extremely sensitive.  

It is well known that there are three approaches for evaluation of a management 

system - “internal audits” (first party), “audits conducted by customers on their 

suppliers” (second party) and third party certification. From the three approaches 

acceptable for the respective organization is the internal audit only or first party 

certification. The other two approaches, at this stage, are unacceptable for critical 

infrastructure at least because it is not appropriate external for the organizations 

people to have access to their most well kept secrets.  

Certification by a second and a third party are the ways that build trust of the public 

authorities (talking about critical infrastructure that is under conservatorship by the 

government) and the general public in the ability of critical infrastructures to fulfill 

their activities and achieve goals. This trust is impossible if they do not have 

objective evidence of the security of these organizations. But this dilemma can be 

resolved. And this can be done by creating a specialized government structures or 

empower existing ones, which on the basis of methodologies established by the 

government to assess the security level of critical infrastructures.   

Before we get to this point, however, let's look at the current theory, practice and 

tools for assessing the management systems and the elements of a comprehensive 

security of the organizations. 

In first place it is vital to note the existence of ISO 19011 “Guidelines for auditing 

management systems” which provides guidance on the management of an audit 

programme, on the planning and conducting of an audit of the management system, 

as well as on the competence and evaluation of an auditor and an audit team. It 

provides guidance for all users, including small and medium-sized organizations, 

and concentrates on first party and second party certification. 

In the same time, the second edition of ISO/IEC 17021 “Conformity assessment — 

Requirements for bodies providing audit and certification of management systems”, 

was published in 2011, which transforms the guidances offered in ISO 19011 into 

requirements for management system certification audits (requirements for third 
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party certification).   

After many years of evaluation of the management of both the organization's 

internal departments and companies performing audits by a third party on the basis 

of developed themselves procedures was set uniform and objective basis for a 

unified approach in preparation for implementing this action. And that's great 

because once again goes to show that the unification of approaches, tools and 

building activities, evaluation and maintenance of management systems is the right 

way to establish confidence in their suitability to meet successfully the mission for 

which they were created. The last is in full force for the security management 

system of the organization. 

But can we use the above standards for the goals we have set for ourselves, namely, 

evaluation of security levels and ISMS?  

There should not be any obstacles. But this is not yet the methodology for 

evaluation. Both standards provide guidance only for the teams and the certification 

bodies for the preparation and conduct of audits, but in terms of their nature, these 

documents "remain silent".  

In support towards the efforts to create a methodology for security assessment of the 

critical infrastructures comes ISO/IEC 27002 “Information technology — Security 

techniques — Code of practice for information security management” which 

establishes guidelines and general principles for initiating, implementing, 

maintaining, and improving information security management in an organization (it 

comprises ISO/IEC 17799:2005 and ISO/IEC 17799:2005/Cor.1:2007). Generally 

in terms of information security International Organization for Standardization has 

done much to ensure the integrity and timely access to necessary information.  

The very structure of the standard shows that it goes in the same direction with the 

creation of tools to enhance the overall security of the organizations, namely, the 

establishment of an ISMS. Briefly the main elements of this structure are: 

• Security Policy; 

• Organizing Information Security; 

• Asset Management; 

• Human Resources Security; 

• Physical and Environmental Security; 

• Communications and Operations Management; 

• Access Control; 

• Information Systems Acquisition, Development and Maintenance; 

• Information Security Incident Management; 

• Business Continuity Management; 

• Compliance. 

Are you having the impression that the structure of the standard is made in the 

direction of reasoning that we use to identify and bring to your attention the security 

levels of an organization, ie, the integration of interdependent elements with direct 

and indirect influence over the information security management? 

But more importantly, in each of the aforementioned structural elements are 
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included "n" number of security categories. The last virtually detail every one of the 

above mentioned structural elements as set out the key objectives that must be 

attained to achieve information security through the implementation of appropriate 

structural element and the criteria for assessing the level of success. 

Each main security category contains: 

• A control objective stating what is to be achieved; and  

• One or more controls that can be applied to achieve the control objective.  

Control descriptions are structured as follows: 

• Control - Defines the specific control statement to satisfy the control 

objective; 

• Implementation guidance - Provides more detailed information to support the 

implementation of the control and meeting the control objective.  Some of 

this guidance may not be suitable in all cases and so other ways of 

implementing the control may be more appropriate; 

• Other information - Provides further information that may need to be 

considered, for example legal considerations and references to other 

standards. 

This is one of my favorite approaches to development and use of a methodology to 

assess the levels of security of critical infrastructures and the ISMS. It is necessary 

for each of the identified levels of security to be clearly defined: control objectives 

stating what is to be achieved and one or more controls that can be applied to 

achieve the respective control objective. For the purposes of examining the 

methodology can be replicated by ISO/IEC 27002 aims sections to be transformed 

for the integrated management of security, not just for information security 

management. For example, Security Policy, Organizing Information Security, 

Human Resources Security, Physical and Environmental Security, Access Control, 

Business Continuity Management and Compliance, can be fully used as elements of 

the considered methodology to assess the levels of security and the integrated 

security management system.   

Of course for the objective evaluation can be applied mathematical apparatus, and 

many other additional elements to the methodology to enhance its practical utility 

and increase its credibility and the received on its basis results.  

However, the methodology must maintain a balance between excessive complexity 

and the guarantee of objectivity and accuracy of the results of its application. Ie, a 

widespread opinion is that the more complex a mechanism is the more "modern" it 

is. However in this case is not valid. Moreover, it should also take into account the 

fact that for the application of the methodology have to be trained many auditors 

whose precision in performance of their duties is essential to the security of 

organizations and from there to the health and lives of their employees.       

 

RESULTS 

The result of the choice of method for creating levels of security and methodology 

for their evaluation will be developed and put into practice as a set of standardized 

documents, procedures, training plans, and generally the whole range of activities 

230



supporting the functioning of the management system, in this case, ISMS of critical 

infrastructures.   

In turn result from the application of this tools will enhance the security of the 

organizations. Someone will ask, what forms this process, what is its nature? The 

short answer is this - the system under consideration will enjoy all the benefits of 

integrated management and most importantly, will create conditions to multiply the 

speed and adequacy of the response of the security forces to counter threats of any 

kind for the life and health of employees and the business of the organization.   

 

CONCLUSION 

 

Issues related to security are intertwined in all areas of the life of an organization. 

Many of them are considered and documented organizational and provided within 

the respective area/subsystem of the management system of the organization. For 

example, information security management is detailed and reliably described in the 

international standards. And this is natural, considering the importance of this type 

of security and the fact that information technology lie at the core of almost all 

organizations (its hard to imagine life in our company without computers and the 

Internet). Among other things, these standards can become the starting point for the 

development of the documentary basis for ISMS, ie, we will not "go from scratch" 

and will continue the development of methodologies, procedures and best practices 

lying behind them in the direction of creating conditions for the development of an 

integrated security for the organization.    

In the mean time however, it is necessary to go a long way to reach the ultimate 

goal of improving security of the organizations by developing integrated 

management systems for business security. There needs to be addressed numerous 

issues without the decision of which we will not be able to say that we have 

achieved this goal. The least we can do is to identify security issues in all control 

subsystems, to describe them in neat procedures and follow them consistently. This 

is in the power of the security bodies in every single organization. As for the 

formation of security levels and the develop into this activity in ISMS, this is an 

ongoing process that needs to be done by all professionals and the concerned with 

security authorities and organizations (primarily governmental such).  

As it was mentioned at the beginning of this article, the security that can be 

achieved through technical means is limited, and should be supported by 

appropriate management and procedures. Terrorists not only develop new 

technologies and means of terrorist attacks, but also organizational practices for 

getting the best results from the use of these funds. Therefore, we must be "one step 

ahead" in front of them both in technical and organizational terms to ensure an 

adequate response to counter their efforts.  
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INTRODUCTION 

In a series of papers presented and further developed the idea to build a security 

system that integrates all known as the professional audience elements and 

subsystems of the management system of the organization first, directly related to 

solving security issues, and those who indirectly affect the risk of realization of 

potential terrorist attacks. In one case, formulated the idea of an integrated model 

for security and critical infrastructure protection (Stoichev K., 2014, 1), and in the 

other, creating layers of security of critical infrastructure upon which to build an 

integrated system of security and protection (Stoichev K., 2014, 2; Stoichev K., 

2015).  

Both ideas are two sides of the same "coin". In confirmation of this is formulated 

definition of system security and protection - "The system for security and 

protection is a set of components operating in a single security concept, 

purposefully managed in a common informational environment to ensure processes, 

aimed early detection of threats and preventive response to prevent adverse effects" 

(Yachev R. 2013). In the first case the integrated model includes three main 

modules (Vitanov L., 2013):  

• Organizational part - analysis, evaluations, policies, strategies, plans;  

• Technical part; and  

• Procedures for the implementation of policies, strategies and plans.  
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In the second, were presented levels of security for critical infrastructure, which 

could be defined and can be in the base of the development of an Integrated 

Security Management System (ISMS). The levels are as follows:  

• 1-st level - Risk Assessment and Internal Security;  

• 2-nd level - Risk Assessment, Internal Security and External Security;  

• 3-rd level - Risk Assessment, Internal Security, External Security, Quality 

Assurance and Safety;  

• 4-th level - Risk Assessment, Internal Security, External Security, Quality 

Assurance and Safety, Information Security, Human Resources and Financial 

Security;  

• 5-th level - Risk Assessment, Internal Security, External Security, Quality 

Assurance and Safety, Information Security, Human Resources, Financial 

Security, Environmental Security and Social Corporate Responsibility;  

• 6-th level – All above and Business Continuity Management.  

 

As demonstrated above, the creation of ISMS requires the efforts of specialists with 

knowledge and experience in numerous and different in nature and content subjects. 

At the same time, for the most part (if not everywhere) systems and methodologies 

for training of specialists and only include topics in the areas of physical and IT 

security, without considering the organizational aspects of security (including 

disciplines such as: Quality Assurance, Safety, Human Resources, Financial 

Security, Environmental Security, Social Corporate Responsibility, Business 

Continuity Management - exists only in the IT security, etc.). As for the ability to 

create practical application procedures for implementation of the elements of ISMS 

can from experience say that is achieved with hard work and profound knowledge. 

The lack of theory and practice in this field in the plans and programs of training 

institutions, is one of their weaknesses.  

This is the purpose of this article, namely, the formulation of the range of issues that 

have additionally to be included in the plans and training programs for professionals 

who are involved in the design, construction, testing, operation and development of 

integrated security systems and protection of critical infrastructure. Of course it is a 

comprehensive process and will therefore allow me to narrow the range of subjects 

and to emphasize mainly on the requirements of professionals responsible for the 

design of these systems, taking into account the fundamental nature of this activity 

for the successful construction and operation of the latter. Of course, maybe there is 

no such specialization or position "Designer of Integrated Security Management 

System", but that does not mean that after a thorough discussion with the 

professional community, we can not create it.  

 

 

234



STATE OF THE PROCESS OF TRAINING SPECIALISTS IN SECURITY 

There are various methodologies and schools for the training of specialists who 

work or want to work in the field of security and protection of critical infrastructure. 

In an article like this can not be presented and analyzed all. But I will try to outline 

the trend in this area.  

Above all, the efforts of training organizations are aimed at training students to the 

physical security of the infrastructure (this is conditional division, because there are 

no training programs for physical security, the trend is just focusing on this type of 

security). There are a number of disciplines, such as learning in the construction of 

buildings, access control, perimeter security, etc. Just as an example in this respect 

can be referred to the Facilities Standards for the Public Buildings Service (P100). 

This document establishes design standards and criteria for new buildings, major 

and minor alterations, and work in historic structures for the Public Buildings 

Service of the General Services Administration (US General Service 

Administration, 2003). In it, except on Structural Engineering, Mechanical 

Engineering, Electrical Engineering and Fire Protection Engineering are presented 

and issues of Security Design. Of course this is a standardization document 

requirements for the design and construction of buildings that need to be met by the 

designers and builders of buildings, but at the same time is the basis for the training 

of the past. There are many such documents, corporate, national or international, the 

combination of them, in order to train specialists in security depends on the 

leadership of the respective schools.  

This direction - training in terms of physical security, is one of two main directions 

on which the stress in the preface of this article. Given the evolution of technology 

is difficult to say whether it dominates all other areas, but it can certainly be argued 

that it has the longest history in the development of theory and practice to ensure the 

security of the facilities. But this is not essential in this article, and the fact that such 

training is required, but not sufficient to ensure security and protection of critical 

infrastructure.  

The other main direction in the training of security experts is training for the 

acquisition of knowledge and skills in the field of IT Security. Essentially, this 

activity involves mastering the requirements of ISO / IEC 27002 "Information 

technology - Security techniques - Code of practice for information security 

management" (and the related standardization and regulatory documents in this 

area). The last establishes guidelines and general principles for initiating, 

implementing, maintaining, and improving information security management in an 

organization (it comprises ISO / IEC 17799: 2005 and ISO / IEC 17799: 2005 / 

Cor.1: 2007). In the last decade huge leap in the development of information 

technology has accelerated development and methods for providing IT Security, 

which in fact, in many cases, exceeded the scope and dynamics of training in terms 

of physical security. In povarzhdenie of this finding is the structure of ISO / IEC 

27002, which includes, among other things, and addressing issues such as: Asset 

Management, Human Resources Security, Physical and Environmental Security, 

Access Control, etc.  
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In general, the process of building an Electronic Security System passes through 

four distinct phases: conceptual design, design development, vendor selection and 

construction administration (Daniel M. O’Neill and Douglas Early, January 2012). 

On this basis have created a number of cocks for training, such as: CISSP Training 

Course, CEH Training Course for Certified Ethical Hacker Certification, ISO27001 

Certified ISMS Lead Implementer Masterclass, CISA - Certified Information 

Systems Auditor Training Course, etc..  

And this is natural because basically the development of mankind increasingly 

depends on the progress of information technologies.  

But as well as physical security, training of specialists in IT Security does not cover 

all topics that are relevant to the development of integrated systems for security and 

protection of critical infrastructure and all objects that require the provision of 

security and protection. In confirmation of this are the following lines of this section 

of the article.  

Global Security Services group, which brings together organizations that have 

developed and conducted a number of courses for certified security officers, but not 

only acknowledges that Security consultants and system designers are confronted 

with a wide array of certification options in both the physical and the Information 

Technological worlds (securityspecifiers.com, 2015) In witness of the above, these 

organizations organize training courses for security specialists who acquire these 

certificates after successfully passing exams of the training:  

• International Advancing Security Worldwide (ASIS):  

o Certified Protection Professional (CPP);  

o Physical Security Professional (PSP);  

• BICSI – advancing the information and communication technology 

community:  

o Electronic Safety and Security (ESS);  

o Registered Communications Distribution Designer (RCDD);  

• The Construction Specification Institute Construction:  

o Documents Technologist (CDT);  

o Certified Construction Contract Administration (CCCA);  

o Certified Construction Specifier (CCS);  

o Certified Construction Product Representative (CCPR);  

• Electronics Technicians Association:  

o Electronic Security Networking Technician (ESNT);  

• International Association of Professional Security Consultants:  

o Certified Security Consultant (CSC);  

• Inspiring a Save and Secure Cyber World:  
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o Certified Information Systems Security Professional (CISSP); and  

• Security Industry Association (SIA):  

o Certified Security Project Manager (CSPM).  

 

If we look closely at the name, but also in the content of the above courses, we see 

that each of them considered solely on individual aspects of the physical and / or IT 

Security. Only CSPM course assumes that students have transferred knowledge and 

experience in all areas of security and protection, not only in terms of physical and 

IT Security, but overall, ie, the integrated security system! But is that so?  

If we look at the definition of the SIA for CSPM will see that the course contains: 

„The SIA Security Project Management Training Seminar gives security project 

managers the tools to execute projects efficiently and mitigate the risks for your 

clients and company“ (Security Industry Association, 2015). This course is only for 

Project efficiency and mitigation the risks, nothing more, i.e. nothing for the 

integrity of the activities that need to be taken into account when building 

management system of the organization and in the case when building integrated 

security system In support of the above, and the contents of the course, which 

includes (Security Industry Association, 2015):  

• The self-study prerequisite courses cover the following topics:  

o Project Management Fundamentals;  

o Background for CCTV Systems and Applications;  

o Background for Access Control Systems and Applications;  

o Background for IP Systems and Applications;  

o Bidding Case Study;  

o Understanding Financial Statements.  

• The CSPM training program curriculum consists of the following one-day 

classroom courses:  

o Security Project Management;  

o Estimating Security Projects;  

o Contracts, Codes and Risk Management;  

o Project Financial Management;  

o Managing the Project Team.  

As we all see from what has been said here in this stage of the existing training 

courses for specialists and managers in the security of critical infrastructure (and not 

only) focuses on the acquisition of knowledge and experience in the areas of 

physical and IT Security. Training in the establishment and maintenance of 

integrated security systems, not be organized and conducted, ie, a large part of the 

organizational aspects of security, such as: Quality Assurance, Safety, Human 
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Resources, Financial Security, Environmental Security, Social Corporate 

Responsibility, Business Continuity Management, etc. not included as subjects in 

the curricula.  

NEED TO IMPROVE THE PROCESS OF TRAINING SPECIALISTS IN 

SECURITY 

I think, to improve the training of professionals and managers in the security and 

protection of sites of critical infrastructure, in order to acquire knowledge and skills 

for construction and maintenance of integrated security systems, it is necessary to 

choose one of the following approaches:  

• training for all security-related disciplines, ie, professionals to be trained by 

existing training programs and plans in terms of disciplines: Risk 

Assessment, Internal Security, External Security, Quality Assurance and 

Safety, Information Security, Human Resources, Financial Security, 

Environmental Security and Social Corporate Responsibility and Business 

Continuity Management training that includes selected parts of the above 

disciplines enshrined in standardization and/or regulations or existing plans 

and programs, ie, using the method "tailoring”; or  

• the creation of an entirely new, standardized at international level training 

program for construction and maintenance of integrated security systems.  

Unlike the article; Alternative Method for Establishing of Security Levels, Journal 

of Applied Security Research (Stoichev K., 2015), where I presented the idea that 

the construction of the security levels of the integrated security system is preferable 

to using a single international standard document that be developed by the 

professional community here would like to propose an approach "tailoring". Of 

course keep in mind that the best from each perspective, and especially in terms of 

system approach is the creation of entirely new, internationally standardized 

training program for construction and maintenance of integrated security systems. 

Only in this way will create a reliable basis and criterion for assessing the ability of 

the organization to ensure the establishment of its desired levels of security and 

protection. This approach (standardization of international processes in the area, in 

case security) is the basis of the assessment and certification of the level of 

compliance with certain requirements in different areas of social and economic and 

social life of society. In this case it is the assessment and certification on the basis of 

uniform criteria for the level of success of the students in the mastery of knowledge 

and experience for building integrated security systems.  

But this is a long process that will take a long time for its implementation, and the 

dynamics of the development of terrorist threats of any kind not wait. We are all 

witnesses of the creation in 2014 the Islamic state in the Middle East and the 

terrorist act of Al-Qaeda in Paris against the employees of the French satirical 

magazine "Charlie hebdo" in January 2015 in Paris. These are just two of the many 

cases in which terrorism has shown that it can accept all forms and to implement 

terrorist attacks worldwide.  
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As the first approach, training for all security-related disciplines, I would not 

recommend to be applied especially in terms of the need for an extended period of 

time to manage by one person or by all professionals of all security-related 

disciplines and because of the huge costs that have to be provided. And here is the 

place to mention that when we talk about education, I mean experts and individual 

manager, ie, what should be his training to be able to participate adequately in the 

development of integrated security systems. Certainly in priektniya team building of 

the system should be involved specialists in different disciplines listed above, but 

not every one of them or Project Manager to be trained in all disciplines combined. 

Appropriate and only in high risk sites of critical infrastructure (eg nuclear power 

plants) where security must be provided at the highest level with all available means 

and in all known ways. But even in these cases the need for continuous training of 

professionals or part of them in all subjects is unacceptable (funds in these cases are 

irrelevant, but training time is a crucial factor - the terrorists will not wait to be 

trained in all disciplines).  

But back approach "tailoring". Its essence consists in from all disciplines take these 

requirements, which we believe relate to the construction of an integrated security 

system. It is preferable because of the following positive aspects:  

• Exceptional flexibility and adaptability, which account the specificities of 

relevant organizations. In this event with success can that be applied and 

approach "Committed expenses - received Effects ", i.e. to found - best 

embodiment, wherein which planned results learning to be obtained with the 

best combination of financial, human and material resources;  

• Brief time (compared with the first and the third approach), in which can that 

be trained professionals and managers;  

• Relatively small, acceptable for most organizations, the financial resources 

needed for training.  

But which of the above disciplines must be the linchpin to integrate knowledge 

from other disciplines related to the provision of the business?  

I think this is Business Continuity Management (BCM) and it is wrong that this 

course is part of the ISO / IEC 27002 "Information technology - Security techniques 

- Code of practice for information security management" (this fact brings a certain 

ambiguity in the specialists, which is leading the construction of integrated security 

systems - BCM or IT Security). Rather, this standard should be part of the BCM. 

Why? Just because virtually no other subsystem except BCM system in which one 

way or another included mandatory requirements in relation to the other subsystems 

(in this case of the above disciplines, which set out the requirements for the 

subsystems) of the management system of the organization.  

For example, the BCM system has absolutely all the elements of the structure of the 

system for quality management and using its methodology in the process of its own 

construction. Placing requirements subsystems for environmental management, 

health and safety, human resources, information technology and data protection, 

corporate social responsibility, risk management, are prerequisite for the 
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development of policy, strategy and plans for BCM. And most of all, a serious 

section of this system borrow management requirements of the financial subsystem 

management system of the organization (as opposed to quality management, where 

these requirements are only touched upon). Requirements for this subsystem, 

refracted through the requirements to communication and information systems are 

extremely detailed and targeted, and what determines my comment that in the case 

of providing security and protection should be leading standards BCM, not IT 

standards.  

Of course, evidence of the thesis that the BCM system is the integrating link in the 

Management System of the organization are numerous and easily verifiable, as I 

presented some of them in a number of other publications (Stoichev K., 2014, 10).  

At the same time, BCM introduced Business Impact Analysis (BIA), which 

complements the Risk Assessment (RA), thereby providing the specialists who plan 

and design the construction of integrated security systems, a great tool to ensure the 

desired level of security . In support of this assertion is the fact that the BIA 

explores the events that lead to significant interruptions while RA examine all 

potential events that may affect the business of the organization, ie, both the 

analysis are two sides of the "the same coin" and complementing each other ensure 

the achievement of the planned security.  

That is why professionals who are involved in the design of integrated security 

systems as well as relevant managers should master the art of conducting and 

possess the ability to correctly interpret the results of the two analysis - BIA and 

RA. And generally, they must necessarily be trained in building a Business 

Continuity Management System, which, as already noted, is fundamental in the 

management system of the organization and there is also leading the design, 

construction and maintenance of integrated security systems. Therefore they must 

be trained in any of the following courses or their peers (ECP-601, 2003):  

Disaster Recovery Institute International (DRII.org):  

• ABCP (Associate Business Continuity Planner);  

• CBCP (Certified Business Continuity Professional);  

• MBCP (Master Business Continuity Professional);  

Business Continuity Institute (TheBCI.org):  

• ABCI (Associate of the Business Continuity Institute);  

• MBCI (Member of the Business Continuity Institute);  

• FBCI (Fellow of the Business Continuity Institute);  

National Institute for Business Continuity Management (NIBCM.org):  

• ACM (Associate Continuity Manager);  

• CCM (Certified Continuity Manager).  
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In which of these courses must be trained professionals is relevant decision of the 

management of the organization. But only in training them in itself is not enough. It 

must be supplemented with relevant topics in Risk Assessment (this discipline is 

taught in courses BCM), Internal Security, External Security, Quality Assurance 

and Safety, Information Security, Human Resources, Financial Security, 

Environmental Security and Social Corporate Responsibility.  

However, the inclusion of those subjects or of a part thereof in training of 

professionals is not sufficient. This approach includes only the organizational part 

(see the beginning of this article) in the construction of integrated security systems. 

What about the training of professionals capable of developing the technical part 

and writing procedures for the implementation of each of the activities related to 

security and defense? As already mentioned, not all of the team to build the system 

can know everything, for this purpose there are specialists in different disciplines 

and subsystems of the management system of the organization. But I think two 

people should have at least general knowledge of all subjects relating to the 

provision of security and protection of critical infrastructure. This is the Designer of 

Integrated Security Management System and Security Project Manager. Both 

should make sure you have knowledge and experience in the establishment of the 

organizational part of the system. As for the technical part, the Designer must 

master, above all, the specificity of information technology, while the Project 

Manager needs to know how they should be managed for security purposes (IT are 

at the heart of building security systems). Someone will say that for that purpose, 

system administrators or engineers in the IT area. This will answer that "narrow" IT 

professionals should always have corrective in the face of security specialists, the 

latter is necessary to master the basic principles in the IT area. This is a must if we 

don’t want IT specialists always to offer us for building security systems to buy the 

most expensive "toys" in their area (this is the mentality of most of his colleagues 

who really deep knowledge in IT area). Namely security specialists must have the 

ability to make accurate analysis of cost-benefit and build security levels of the 

organization, taking into account its specific needs in this area. And such a security 

expert in this case must be the Designer, which laid the foundations of the security 

system.  

As for writing the procedures for implementation of security, it is necessary to be 

specific trained professionals with the Designer to participate in the construction of 

the system (the Designer is not able to do everything himself).  

Only after the inclusion of the above subjects in the curricula and training programs 

for security specialists, taking into account the technical and procedural aspects of 

the construction of integrated security systems, we can talk about Certified 

Protection Professional, Certified Security Designer, Certified Security Project 

Manager and etc. That is, we need "integrated" training for professionals involved 

in the construction of integrated security systems of critical infrastructure.  
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CONCLUSION 

Reflections presented in this article is not a criticism of existing methodologies and 

training schools of security specialists. This is an attempt to try to satisfy the needs 

of the dynamic and rapidly changing environment of terrorist threats. Technology 

(organizational and technical aspect) are in the process of continuous development 

and the means by which terrorists may affect the socio-political and socio-economic 

life of society every day increased. We should not be "catching up" in this race and 

to increase their chances for successful preventive action against terrorism must be 

at least "one step" to the knowledge, experience and capabilities of potential 

terrorists threaten our health or to take someone's life. This can and should be done 

primarily through the training of our staff, committed to providing security and 

protection of the organization. Only through "integrated" training we can be sure 

that the level of security that we want for ourselves and for the organization in 

which work can be achieved at the desired time and the planned price. Otherwise, or 

we will have options when built security systems can not resist terrorist threats 

(examples are numerous in this respect), or those cases in which we reinsure a very 

high price, which in turn does not guarantee 100% security.  

Of course, the approach is not a panacea and if we want to move forward 

successfully in the field of training in this area it must be carefully and thoroughly 

discussed by the professional community, which define the scope and content of the 

curriculum for each post security . But that we need to apply such an integrated 

approach, I'm sure!  
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CONCLUSION 

One of the main guidelines for increasing the effectiveness of the fight 

against terrorism is the creation and development of new more successful forms, 

methods and technologies. Their improvement can become the basis of focused 

research, development and practical application of advanced technologies and their 

resultant systems, most of which with success can be used to counter the effects of 

natural disasters and/or emergencies. Protection of individuals and infrastructure is 

a social product and as such is a function of state authorities at the highest level and 

that is why, in all these situations, their main goal and task must and is the utmost 

limit the number of victims and injured. The latter will only be possible if the 

necessary equipment and managerial procedures are provided to the initial reaction 

forces. The adequacy of their reaction is exclusively crucial to minimize human and 

material losses in times of crisis or emergency situations. 

  A common "recipe" for increased security levels, reaching the "five nines" of 

communication and information systems (99.999%), which can be taken as a 

reference in solving security matters is difficult for someone to offer, but it is 

difficult for one to deny that we should not strive for it. Example of this is what is 

done, what is doing now and what will be done in future to improve safety (and 

hence the security, viability and sustainability) in the field of nuclear energy. This is 

not only an example of the theoretical, technological, technical and organizational 

knowledge and skills towards providing the most safe and secure operating 

conditions for one of the riskiest sites of critical infrastructure, but also a different 

way of thinking (such complexity and detail) which is not present in the practice of 

any of the guides on any of the objects from the rest of the critical infrastructure. 

What caused this is not the object of study or proposal to improve the individual 

processes (technological or organizational) in this document. But the mindset is 

crucial for effective and efficient management of sites of critical infrastructure in all 

spheres of socio-economic life of the country.  

  Of course, the problem should not be generalized. Not everything can be 

unified and be limited to strict and detailed procedures to apply for a nuclear power 

plant and for a civil airport or site of the infrastructure such as gas transmission 

system.  

  Each of the objects of critical infrastructure has its own peculiarities, both in 

terms of its past predetermined technological and technical requirements and 

implemented actions to create objects (buildings, machinery and equipment), and in 

terms of geographical features and organizational traditions and specifics. 

 But all this must be based on uniform principles and methods of thinking and 

action. Not less important for the security of the country, its people, economy or 

finances could be the realization of the terrorist threat against a nuclear power plant, 

than attack on international airport, bus or railway station, site of the chemical 

industry or other objects from other, very risky and key to the country's security 

sites of the critical infrastructure. 
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  Namely on the basis of the above mentioned, it was structured and 

presentated the information in this Collection, taking into account the need for 

standardization of both organizational requirements and technological and technical 

development of systems for security and protection, which contribute not only to  

increase the levels of security for the sites of nuclear power, but also those who in 

one way or another are related to themselves and represent a critical infrastructure. 
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