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To the Readers 

This monography examines the issues of nuclear security in terms of its 
improvement through proven its usefulness and feasibility management system - 
Business Continuity Management System.  

The latter does not mean that there are problems with nuclear security and in 
particular the object of the study presented in this book. On the contrary, the theory 
and practice in the field of safety and security of nuclear power plants have provided 
and provide reliable tools, knowledge and experience to ensure their reliable and safe 
operating. But they evolve as each of lifes areas develop, including science, the 
production of electricity and the operation of power plants, especially nuclear power 
plants. 

The above is a guarantee that the preventive measures taken to ensure the 
security and protection of such sites are adequate for the rapidly changing security 
environment in national, regional and international plan. And it could not be 
otherwise, because we have not yet fully responded to the question, how secure is the 
protection that we provide for these objects, what is the level of their security? Most 
likely some colleagues have answered this question and have built systems for 
objective assessment of the levels of security, but a different opinion, which may give 
a rise to discussion in this area I think is not negligible. 

In the following lines I will emphasize on the methodology for creation of a 
management system principles for operation and requirements that are set out in 
international standards, ensuring their applicability. I do not set a goal, and in the 
book you will not find messages about the technical side of the process of ensuring 
the security of nuclear power plants. This is a very specific issue which is in the 
responsibilities of the respective managers and has confidential character. And not 
only that, the design of the technical systems for security, the technologies used, 
components and systems are high priority to these managements. Dynamics of their 
development is so great that it is difficult to offer ready-made models - the actuality 
of the same can be changed the next year. 

In conclusion, it is necessary once again to be noted that the author hopes here 
presented ideas and practical tools to be useful to readers, but wishes them never to 
use them in a real crisis situation caused by a terrorist act. 

By the author 
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By the Reviewers 

The actuality of the topics in this monograph is not subject to doubts. Questions 
about the safety of nuclear power were and will always be a key issue that underpins 
the whole organization of their management. Along with safety, security issues are 
part of the activities of all employees, managers, scientists and professionals who are 
committed to the issues of nuclear energy.  

Means, methods and mechanisms for ensuring the security of NPP are numerous 
and in many cases interrelated, in order to increase security levels, including through 
the synergy of the implementation of the various instruments in this direction. But as 
in all other areas of public, economic and social life, needs and the means to satisfy 
them are in a constant process of development. In this case, the need to develop ways 
to improve the security of the NPP is essential, taking into account the escalation of 
terrorist acts around the world (no need to go into details, but can not miss two 
significant examples in this direction - the creation the Islamic state in the Middle 
East and the terrorist act of Al-Qaeda in Paris against the employees of the French 
satirical magazine "Charlie hebdo"). Proposals in organizational and/or technical 
aspect in this direction are small stones that could contribute to a reliable 
"watchtower", which to be able to protect not only the employees of NPP, but also 
the people in the adjacent regions and the world as whole from attempts of the 
terrorists to disrupt operations or to destroy nuclear plant. 

Using Business Continuity Management System to enhance security of NPP is 
an original approach by the author who greatly contributes to the development of the 
theory and practice in the concerned area, primarily in terms of improving and 
upgrading the management system of nuclear power plants. The proposed by the 
author methodology, for implementation of the principles of operation and 
requirements for these systems, which are enshrined in international standards for 
Business Continuity Management, for the purpose of increasing the security of NPP, 
is his essential practical contribution in this area. 

In conclusion, the monography can be used for training of professionals, 
managers and students working and studying on the problems of nuclear security and 
International Atomic Energy Agency, as well as all educational organizations can 
successfully use its advantages. 

Professor Dimitar Dimitrov, PhD 

Professor George Kamarashev, PhD 
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Foreword 

Nuclear security is not a new matter for those working in the field of nuclear 
energy, but compared to nuclear safety is a very young science, structuring and 
development of which is on the rise in recent years.  

In the field of training of specialists in this area leading are the publications of 
International Atomic Energy Agency - IAEA Nuclear Security Series. In it there are 
considered in exceptional detail almost all aspects of nuclear security and its 
organizational and technical aspects.  

In the recent years, in life and business practices enters Business Continuity 
Management (BCM), including the activities of the management of nuclear safety in 
nuclear power plants (in Bulgaria I introduced this practice in 2011, leading European 
Project HOME/2010/CIPS/AG/019). Specific issues BCM considered one way or 
another, in one form or another form and content are known for the specialists and 
many of them are enshrined in the IAEA Nuclear Security Series. The main 
difference between them and the professionals applying BCM is the emphasis on the 
latter detail and targeted efforts to systematize the synergies of achieving the intended 
results. 

BCM worldwide is an area of business practice with a long tradition of formal 
elements and requirements in international standards and a number of national 
regulatory documents with internationally recognized institutions and a network of 
means of disseminating best practices, many of which are an integral part of these 
requirements in the process of updating the standards and normative requirements 
against which individual companies organize and carry out their activities and 
achieve planned business objectives. 

BCM is a subsystem of Business Management System (BMS) and interacts with 
all other subsystems of BMS. The latter entirely applies to the management systems 
of nuclear power plants (NPP). The improvement of any subsystem of BMS improves 
the overall management of the organization. In this case, the improvement relates to 
security of NPP and from there to the continuity of the activities as a whole. 

Considering the above, in this monography I will bring to the attention of the 
readers practical methodology applied to build Business Continuity Management 
System, which I developed in the course of implementation of the aforementioned 
European project. Model system was developed for the System for removing the heat 
and its transforming into kinetic power of the steam turbine rotation of NPP with 
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steam generator of reactors WWER - PWR type. The aim was to develop such system 
model for one of the elements of the control system of the NPP, which is 
approximated to the entire control system of the nuclear power plant and to improve 
its security. This plant uses steam generator of reactors WWER - PWR type, which 
are installed in European Union countries such as Bulgaria, the Czech Republic, 
Slovakia, Hungary and Finland. The considered methodology can be used not only 
for this type of nuclear power plants, but for all who use nuclear power to generate 
electricity.  

That is why, in the following lines will be presented the actually built elements 
of the model and the methodology for Business Continuity Management System, 
which was developed and applied in practice in the NPP. Here I must emphasize that 
the focus for their development was placed on the ability to provide adequate 
preventive and countering terrorist threats, ie, potential threats from human impact on 
the plants safety. 

Of course, this sector is a vast ocean of requirements, techniques and tools for 
their application and I am far from thinking that the reviewed in this material 
questions cover all aspects of the problems to be solved by the construction of the 
Business Continuity Management Systems. But I am deeply convinced that the 
proposed practical tools will contribute to improving the knowledge and skills of 
managers at all levels in nuclear energetics who decide to bring their activities in 
compliance with the acquired international recognition requirements to ensure the 
business continuity of their business organization and from there to ensure the 
necessary conditions for improving the security of nuclear power plants. The latter 
will greatly help them not only to feel secure and confident that in a future crisis they 
will have the opportunity for an adequate response, but will bring them short-term 
and direct benefits of having an established Business Continuity Management System 
by the international standards and this system will be certified and officials will 
receive their certificates from international organizations that carry this. On the other 
hand, university students, who mastered this material can successfully be leaders of 
the construction of such systems in all companies in which they decide to start or 
continue their career development. 

And lastly but not least monography can be used in the process of education in 
Master in Nuclear Security at the University of National and World Economy – 
Bulgaria (but not limited to).  
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Chapter One 

Business Impact Analysis of the NPP System 

 

1.0 Introduction 

The scope of the technological/business continuity processes comprises 
management activities and integrated plans that create conditions to maintain the 
continuity of critical for certain organization processes [1]. This scope covers all 
aspects of an organization unit, which take part in the maintenance of the critical 
processes and they are: personnel; buildings; suppliers; technologies; data. Its 
determinative role particularly grows when the case in point is to guarantee the 
continuous operation of critical infrastructure objects and most of all those defined as 
such in power engineering. 

The assurance of nuclear power plants continuous operation is key moment of 
their function connected both with the risk of considerable economical losses and 
with presence of danger for the health and life of the people working in them, abiding 
in their territory or in the region they are situated in.  

From this point of view, the Methodology of planning and the Model of 
Business Continuity Management System of the critical infrastructure objects is 
needed for the NPP Management System. 

There are numerous approaches, methods and means to create conditions of 
critical infrastructure objects continuous operations which reflect in different degree 
their specificity. Therefore, there are various security degrees and levels to guarantee 
their operation continuity. 

The improvement of the theory and practice for continuous operation planning 
as well as the exchange of experience and good practices contribute to the increase of 
the security of the respective economical or organizational subjects but the 
unavailability of unified models for one-type objects results in rise of uncertainty in 
relation to their viability degrees, i.e. there is no objective criterion for comparison 
and assessment of the object resistance degree in different critical situations. 

Considering also the fact that such objects are in the base of the critical 
infrastructure of all European Union member countries, it is of particular importance 
to create conditions for reliable assessment and achievement of the necessary security 
degree and level to guarantee their development. 
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All these imposed the necessity of creating unified Мethodology and Мodel of 
Business Continuity Management System of the critical infrastructure objects in the 
field of nuclear plants which can be also used in other critical infrastructure objects 
such as for instance gas depots or international airport terminals. The development of 
the above mentioned Мethodology and Мodel can contribute to the achievement of 
the following benefits for the critical infrastructure objects: 

•  Providing conditions of carrying out reliable assessment of the critical 
activities and processes and improvement of their viability which guarantee 
acceptable operation of the objects under conditions of impact on their performance 
and characteristics; 

•  Increase of the training efficiency of the officials in charge of the objects 
continuous operation; 

•  Providing conditions to improve the continuous operation good practices; 
•  Decrease of the expenditures for building Business Continuity Management 

Systems of critical infrastructures and objects; 
•  Multiplication of the above said results in the critical infrastructures of power 

engineering and transport of the EU member countries. 

The Business Continuity Management is not only the preparation of plans. It is 
necessary, after the planning phase, to develop activities in support of the progress of 
the efforts in direction of permanent improvement of the planning and transformation 
of the accompanying processes in a part of the overall culture of the respective 
organization. 

For that purpose a Business Continuity Management System of the NPP System 
for removing the heat and its transforming into kinetic energy of the steam generator 
of reactor WWER- PWR type were developed. 

The developed in advance Methodology of Business Continuity Planning can be 
used for providing documentary base of the System planning phase. In the frames of 
this phase the System scope were defined which include obligatory but will not limit 
to: 

•  Business Impact Analysis of the NPP system for removing the heat; 
•  Analysis of the probability of the potential terrorist attack effect on system 

continuous function (Risk Analysis); 
•  Business continuity management Policy; 
•  Business continuity management Strategy; 
•  Business continuity plan of the NPP System for removing the heat, its 

transforming into kinetic power of the steam turbine rotation; 
•  Preventive and corrective actions; 
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•  Mastering Business continuity plan and training. 

This sequence of construction of the documentary on one of the basic parts of 
the Business Continuity Management System (BCMS) will be described in the 
following chapters. All these activities and documents developed on their base form 
the basis of the Business Continuity Management System of  the NPP System for 
removing the heat and its transforming into kinetic energy of the steam generator of 
reactor WWER- PWR (below are presented and another elements which are included 
in this System). Inter alia, they make up and the Manual of the BCMS. The structure 
of this Manual is following the structure of ISO 9001 “Quality systems - Model for 
quality assurance in design / development, production, installation and servicing” 
which launched a new approach of determining the requirements for business 
organization management – creation of integrated ISO standards for management 
systems (in December 1987, the International Organization for Standardization (ISO) 
published this standard). The goal is that all ISO standards containing requirements 
for management systems to be structured in the same manner and to improve their 
interoperability. 

Of course during the creation of BCMS were developed and other documents as: 
•  Sources and methods to provide the necessary resources; 
•  Procedure of selecting critical materials and services suppliers; 
•  Procedures of training the personnel and establishment of competency level 

traceability and maintaining the specialists competence; 
•  Various plans of counteraction against the consequences of different kinds and 

types of threats; 
•  Procedures of activating the plans; 
•  Procedures of maintenance, inspection and audit of the activities; 
•  Procedures of management inspection and provision of proofs for permanent 

improvement, etc. 

The above mentioned procedures, however, are proprietary information of NPP 
and therefore are not presented in this book. Some elements of these are reflected in 
other submissions, but as a whole the details of them remain the property of the NPP. 

  

1.1 Nature of Business Impact Analysis 

Business Impact Analysis - BIA is main activity, based on which is build the 
management of the continued operation of a given process or system. The impact 
analysis on the activity defines and determines the amount and type of impact in case 
of loss, business interruption or termination of technology/business processes of an 
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organization and provides information on what appropriate measures (strategies) for 
business continuity can be determined [2, 3]. 

The analysis of the impact of the organizations business can be used to 
determine the timing and extent of impact of the suspension of the activity of 
multiple management levels within an organization, for example, to investigate the 
effect of [4, 5]:  

•  loss of ability to deliver products or services in order to take informed 
decisions on the scope of the program for Business Continuity Management; 

•  cessation of internal and external activities that could lead to an interruption in 
the supply of products and services in order to provide a selection of options to 
ensure business continuity and secure the necessary resources options; 

•  interruption of activities in order to support the preparation of a detailed 
organization plan. 

What is the difference between the impact analysis of the business and the Risk 
analysis? The answer to this question can be given if we make a comparison between 
the characteristics of the process of Risk Management and the Business Continuity 
Management process, Tab. 1-1 [6]. 

 

Table 1-1 Comparison between Risk Management and Business Continuity 
Management 

Characteristics Risk Management Business Continuity Management 
Key methods Risk Analysis Analysis of the impact on business 
Key 
characteristics 

Impact and 
Probability 

Impact and Timing 

Types of 
incidents  

All types of events 
Events which result in significant business 
interruptions 

Size of the 
events 

All size (costs) events 

The strategy is planned to address 
incidents of vital importance for the 
survival of the organization, but can 
manage events of any size 

Scope 

Emphasis is placed 
primarily on the 
management of risks 
to key objectives 

Emphasis is placed primarily on incident 
management, in most cases outside the 
core competencies of the business 

Intensity 
All processes from 
"gradually" to 
"suddenly" 

Suddenly and rapidly occurring events 
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All this is well known for the specialists in Business Continuity Management 
and I will not engage the reader's attention with significant theoretical postulates of 
this matter. On its basis, however, was developed Business Impact Analysis of the 
System for removing the heat and its transforming into kinetic power of the steam 
turbine rotation of NPP, which will be presented in the following lines.  

 

1.2 Conducting of BIA of the NPP System 

1.2.1 Description of the System 

The System under consideration (System for removing the heat and its 
transforming into kinetic power of the steam turbine rotation of NPP) consists of the 
following subsystems: 

•  Circulating water system – from the Circulation pump station to the turbine 
condensers and from there to the warm water channel and through it to the Danube 
River; 

•  System for industrial water supply of the normal operation systems 
consumers – from Danube River through Coastal pump station in the cold water 
channel to the Circulation pump station; 

•  System for industrial water supply of the safety systems consumers – to 
the spray cooling ponds and from there to the atmosphere. 

The function, subject of this analysis, is securing the continuity of the electric 
power production of NPP. 

The Main Goals 1 of the BIA are: 

•  Determination of the risks of the System critical functions for continued 
operation;  

•  Determination of the impacts on the System in case of extended interruptions 
in those functions; 

•  Identification of the strategies that can be used to reduce the risks and/or 
mitigate the impacts. 

The specific objectives of the BIA are to: 
•  Establish the maximum duration of time each function can be suspended in a 

crisis situation/terrorist attack; 
•  Determine the minimum resources required to resume each critical function at 

the lowest acceptable level of operation;  

                                                           
1 The main goals, limitations and methodology of the analysis implementation, as well as the 
terminology, are in accordance to sources of information [1, 2, 3, 4 and 5]. 
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•  Determine the priorities for systems recovery and operations resumption. 
The followed assumptions were accepted: 
•  The analysis will cover predominantly the System for heat removal and its 

transformation into kinetic energy of the Steam Generator for reactors of WWER 
(PWR) type.   

•  There will be examined only critical processes (and related equipment), 
supporting implementation of the technological process (primarily critical processes 
of the System) at maximum loading;  

•  Leading analytical direction is the analysis and evaluation of the necessary 
conditions to ensure continuous operation of the plant and safety is viewed as a 
minimum obligatory requirement for the continuity of the process. Nevertheless, the 
analysis will not go into assessment of potential financial and economic losses as 
a result of interruption of the plant operation but will focus on its continued 
operation from the viewpoint of safety.  

•  The requirement to ensure the continuity of the process is based on the 
likelihood of a terrorist threat to the System. From this point of view, the analysis will 
focus on plant infrastructure objects in which the System subsystems operate: 

•  The industrial water supply system which comprises Coastal pump station 
(incl. also the emergency pump station), Circulation pump station, cold and warm 
water channels; 

•  The “circulating water” system in the turbine hall. 
•  There are not considered scenarios in which аs a result of a terrorist act 

conditions are created for seismic deviations beyond design basis, threatening 
equipment and systems located at the site. These scenarios are properly described and 
response measures in these situations are clearly regulated in a set of documents on 
the activities of the plant. 

BIA of the System is conducted through the implementation of the following 
main stages: 

• Determination of the main functions; 
• Determination of all resources for the processes that contribute to the proper 

performance of functions; 
• Determination of the critical point in the business cycle of each process;  
• Determination of whether a process is critical for the normal performance 

of the fu 
• nctions;  
• Assessment of possible impact and time frame to restore the activities of 

functions;  
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• Ranking of critical processes.  

The methodology requires and threat scenario, on the basis of which the analysis 
is carried out, but it is internal information of the NPP. 

 

1.2.2 Terminology and Abbreviations 

1.2.2.1 Terminology 

Business 
Function 

- A logical group of business processes, which consist of 
procedures and/or tasks having the objective of meeting a 
business need 

Business 
Process 

- A set of tasks and/or procedures that accept a specific work 
input and generate a specific work output 

Component - Equipment, devices, pipelines, wires and other products, 
which ensure implementation of preset functions separately 
or in composition of systems and which are considered as 
structural units in the analysis of reliability and safety. 

Constructions, 
systems and 
components 
(CSC)  

- All components of the nuclear power plant except the human 
factor. Constructions are passive components, as buildings, 
vessels and screens. The system is composed of several 
components, assembled in a way to perform specific (active) 
function. 

Critical 
Business 
Function 

- A function that must be continued or resumed under all 
circumstances for company survival 

Critical 
Business 
Process 

- A process that must be continued or resumed under all 
circumstances for company surviva 

Critical 
Personnel 

- The minimum number of people needed to accomplish a 
business function 

Critical Impact - The point in time after which a business function begins to 
suffer severe impact. The impact is normally damaging to the 
total company 

Critical 
Application 

-  A computer based business system application, which 
supports a critical business function 
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Legislative 
documentation 

 

-  Documents, laying down requirements for objects of 
standardization, mandatory to be met in certain fields and 
activities, developed in established order and approved by 
the competent authorities.   

Safety 
assessment 

-  Review of all project aspects and exploitation of nuclear 
facility or other source of ionizing radiation, related to its 
safety and population protection, including analysis of 
measures for nuclear safety and radiation protection, and the 
risks in normal conditions and in events of emergency. 

System - Set of components designed to perform certain functions. 

Building 
constructions 

- Parts of buildings and equipment of NPP performing bearing, 
surrounding and protective functions. 

Facilities, ensuring base, strengthening, coverage or volume 
to store different environments and could be as follows: 
separate buildings, technical sites, fundaments, 
hydrotechnical facilities, tanks, ventilation tubes (chimneys), 
overpasses, etc.  

Recovery Point 
Objective 
(RPO) 

- The point in time to which data stored on the technology 
systems is critical. 

Recovery Time 
Objective 
(RTO) 

- The overall time frame within which the business function or 
application system must be put back into operation 
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1.2.2.2 Abbreviations 

AAB Automatic activation of backup   

AFE Automatic fire extinguishing 

AR Automatic Restart 

ARES Automatic regulation of the excitation system 

ASS Automatic staged starting 

ATJS Actualized technical justification of safety 

BPS Back-up power section  

BSP Boron solution pump  

CDW Chemically desalted water  

CGCB Complex generator circuit breaker  

CnPS Circulation Pump Station  

CPS Coastal Pump Station 

DCS Direct current shield  

DG Diesel Generator  

DGS Diesel generator station  

DSSF Dry storage of spent fuel  

ECCS Emergency core cooling system  

EDG Emergency diesel generator 

EFR Exhausted fuel repository  

EMT Emergency make up tank 

EP Emergency protection 

EST  Emergency Supply Tank  

EPS Electric power system  

FAD-А Fast –acting reduction device for vapor release into the 
atmosphere  

HESFP Heat exchanger for cooling spent fuel pond  

M&A Monitoring and automatics  
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MCR Main Control Room  

MG Main generator  

MSC Main steam collector  

NPP Nuclear Power Plant 

ODI Open distribution installation  

PC Pressure compensator  

PSP Pumped storage plant  

PTC-CSS Program-technical complex of control safety systems  

PU Power Unit   

RCP Reactor control and protection system  

RCS Reactor containment system  

RPSS Reliable power supply system   

SG Steam Generator  

SFP Spent fuel Pond  

SPA Safety probability analysis  

SS  Security system  

STG Security technical grounding  

SV Safety valves 

TDFP Turbine driven feed pump  

TH Turbine Hall  

WFS  Water filtration system  

WWER Water-water energy reactor (WWER)  

 

1.2.3 General description of the studied NPP  

Nuclear facilities  

On the site there are constructed 6 units, with total capacity of 3760 MW, 
designed and delivered from Russia. The units are built and commissioned in three 
stages:  
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Stage 1: 1970 - 1975: Units 1&2, WWER-В-230, 440 MW:  
- Pressurized water reactors (PWR), first generation Soviet design, with two 
turbines;   
- Discontinued - on 12.31. 2002  for decommissioning.  
Stage 2: 1973 - 1982: Units 3&4, WWER-440, В-230, 440 MW:  
- Pressurized water reactors (PWR), improved design of the reactors first 
generation, Soviet design, two turbines; 
- Discontinued – on 12.31. 2006, for decommissioning.  
Stage 3: 1982 - 1991: Units 5&6, WWER-1000, В-320, 1 000 MW:  
- Pressurized water reactor (PWR), second-generation, Soviet design, and single 
turbine.  

Nuclear fuel is not stored within the range of units 1 and 2.  

Units 3 and 4 are equipped with reactors WWER-440 type. The fuel of the two 
units is removed from the core, and it is stored on lower shelve in the reactor spent 
fuel ponds. First (primary) and second loops are filled with preservative solution to 
suppress the corrosion process.  

Currently, the installed capacity for Units 5 and 6 of NPP is 2000 MW - two 
power units, each of 1,000 megawatts equipped with reactors WWER-1000 type.  

The plant is connected to the electric power system (EPS) of Bulgaria via three 
own outdoor switchgears of voltage 400 kV, 220 kV and 110 kV. The connections 
between them are realized by means of autotransformers. The installation 400 kV is 
implemented under the scheme "double sectionalized busbar system", installation 220 
kV - the scheme "double busbar system", installation 110 kV - the scheme "double 
busbar system with by-pass bus". 

 

Fig. 1-1 Satellite photograph of the site of NPP   
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1.2.4 Main data for units 5 and 6 

1.2.4.1 Main characteristics of units 5 and 6  

Type of the reactor  

Each power unit has an installed capacity of 1000 MW (electric) and includes 
reactor installation with reactor WWER-1000/V-320 type, main generator  
installation with turbine K-1000/60-1500-2 and electric generator TWW-1000-4U3. 

WWER-1000/V-320 is a heterogeneous water - water reactor of thermal 
neutrons, reactor pressure vessel type. Coolant and moderator in the primary loop is 
chemically desalted water with dissolved boric acid in it, whose concentration 
changes during operation. 

Core (fuel system) includes 163 fuel assemblies and each of them is composed 
of 312 fuel elements. Primary loop pressure is 15.7 MPa, the water temperature at the 
inlet of the reactor is 288°C. 

The fuel is low enriched uranium dioxide, enrichement of up to 4.4% 
concentration of U235. Primary loop coolant is heated, passing through the reactor 
core. Then it goes to the steam generators where the heat is transfered to the water of 
the second loop. 

The basis of the technological process in NPP is consecutive transformation of 
the nuclear energy from the reactor core in heat energy in the steam generator, which 
is subsequently converted into mechanical energy in the turbine and electrical power 
in the generator. 

The functional diagram of the transformation of energy is presented in Fig. 1-2. 

Under the conditions of normal operation the process of transformation of 
energy is provided by the water-water reactor with pressurized water, with three 
loops - the first/primary (radioactive), second (not radioactive) and third loop, which 
includes all the equipment, building constructions and channels which are located in 
the security area and outside the structure of groups of objects of the primary and 
second loop. 
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Fig. 1-2 Functional diagram of the energy transformation process   

Primary loop has four circles, each of them has one main circulation pump and 
a horizontal steam generator for each. Auxilliary systems are connected to the 
primary loop. It serves the purpose to remove the heat produced in the reactor core 
and its transmission to the second loop. 

Second loop includes: Steam Generators (steam generating part), main steam 
piplenes, turbine generator, condensers and systems for condensate heating. The 
elements of the second loop are not radioactive and they are designed to absorb the 
heat energy from the primary loop and convert it into kinetic energy of rotation of the 
steam turbine. 

Third loop  elements are designed to provide cooling of the turbine condensers. 
They use water from the Danube River. The third loop ensures that the water from 
Danube Rive does not get in contact with the water from the primary loop. From the 
Coastal pump station of NPP the water is sent by channels to the nuclear power plant, 
from where the pumps of the Circulation pump station supply the water to the 
condensers of the turbines. 

Thermal power 

Table 1-2 presents some of the main technical characteristics of units 5 and 6: 

Table 1-2: Main characteristics of units 5 and 6 

Characteristics Value 
Reactor thermal power 3000 MW 

Electric power of the unit 1000 MW 
Efficiency (gross) of the unit 34,17 % 

Primary loop pressure 15.7 MPa 
Second loop pressure 6.27  MPa 
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Spent fuel pond  

The spent fuel pond is used for storage and maturation of the exhausted fuel (to 
decrease of the decay heat removal to permissible level). Its capacity is 612 fuel 
assemblies and provides maturation of the spent fuel for not less than three years 
(Chapter 9 of [8, 9]). It is equipped with stillages for gasketеd fuel storage and 
consists of 4 parts - three compartments designed for direct storage of exausted fuel 
assemblies and universal house for conducting transport operations with fresh and 
exausted fuel. It accomodates the transport container for exausted nuclear fuel and 
containers of fresh nuclear fuel and hermetic canisters. The division of the spent fuel 
pond in three compartments allows for conducting repairs in one of them in the 
emplacement of exausted fuel assemblies in the other two compartments. 

1.2.4.2 Systems ensuring or sustaining the main safety functions  

In the design of the systems and equipment important for the safety, design 
solutions are used based on both active as well as passive operating principle. There 
are included the fail-safe principle and the properties of internal self-defense 
(selfregulation, thermal inertia, feadback of reactivity, natural circulation of coolant) 
and other natural processes.  

The specific technical decisions, applied to the security systems are: 
multichannel structure (redundancy), physical separation and variety. The 
combination of these decisions ensures resistance of the security systems to failures 
due to general cause, i.e. total loss of the security systems capability to fulfil their 
functions. 

A.1. Reactivity control  

A.1.1 Systems, providing the core sub-criticality in airtight reactor  

The control and monitoring of reactivity both in reactor operational mode as 
well as in event of reactor decommissioning is performed by two independent 
principles of action: 

•  By moving the regulating devices in height of the core; 
•  By variation of the dissolved boric acid concentration in the coolant of the I-st 

loop  

In normal opeartional modes, the sub-criticality of the core in case of 
decommissioned and airtight reactor in hot condition, cooling from hot to cold 
condition and suspension for repairs is provided by integrated in the body 
regulatories and the feed-and-bleed system of the I-st loop.  
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After reactor decommissioning through change of the boric acid (H3BO3) 
concentration the change of reactivity is comepensated, which is associated with the 
decomposition of the xenon and cooling of the coolant to cold condition, and the 
necessary sub-criticality during refueling is also provided, which is not less than 2%. 

In emergency situations with loss of offside power and/or isolation of the 
Reactor Containment System, sub-criticality of the core is provided through the 
integrated regulatories, the system for emergency introduction of boric solution in the 
core – high and medium pressure - and the emergency core cooling system. 

In an accident with a large loss of coolant, sub-criticality of the core is provided 
by the emergency core  cooling system (ECCS) - passive part, the system for 
emergency introduction of boric acid in the core - high and medium pressure - and 
system for emergency core cooling. 

A.1.1.1 Fast acting reactivity control systems  

Reactor control and protection system 

The reactor control and protection system has the following potection functions:  

•  Reactor emergency protection; 

•  Rapid reactor power reduction in case of failure of unit basic equipment; 

•  Unloading and limiting the power of the reactor when shutting down major 
equipment of the unit; 

•  Operational regulation of the power of the unit. 

System controls are constructed in a way that in normalmode of operation they 
are sustained in upper or middlе position by electromagnets. In event of activation of 
the Emergency protection system or of power supply failure for any reason, the 
electromagnets switch off and the system controls enter the core under gravity, i.e. 
passive activation of the protection is performed.  

The effectiveness of the emergency protection is selected on the basis of the 
need to compensate the rapid changes in reactivity associated with bringing the 
reactor into sub-criticality condition from whatever level of  power, taking into 
account the reduction in efficiency resulting from the postulated “jam” in upper end 
position of the maximum effective system control, and use of the others for 
operational regulation and equalization of the energy release field, providing sub-

criticality not less than the minimum permissible (required) value, equal to 0.01 ∆c/c, 
i.e. 1% (chapter 4 от [8, 9]). 



 

 24 

A.1.1.2 Systems for smooth reactivity control 

Systems for smooth reactivity control are all systems that affect the reactivity 
through change of boric acid concentration in I-st loop. They are related both to the 
systems for normal operation, and to the safety systems. 

Normal operation systems, used for reactivity control.  

Feed-and-bleed system of I-st loop  

One of the main functions of the system is conducting operational regulation of 
boric acid concentration in I-st loop and thus precise regulation of the power of the 
reactor. The system could be used both in normalopeartion mode as well as in other 
emergency modes when the reactor containment system is not isolated. In event of 
loss of offsite power supply in order to use the system it is necessary the additional 
diesel–generator to be in operation and at least one channel of the safety system. By 
means of the feed-and-bleed system of I-st loop, the boric acid removal is caried out 
during the time of  reactor decommissioning in critical condition, with power 
increase, at compensation of poisoning and other processes associated with gradual 
introduction of positive reactivity. 

System of boric concentrate 

The system is designed to supply with boric concentrate, concentration 40 g/kg, 
the suction part of the supplying pumps in mode of  increasing the boric acid 
concentration in the first loop.  

System boron containing water in reactor section  

The system is designed to collect the coolant, which is taken out from the I-st 
loop. The system is also used for storage and supply of coolant with concentration of 
boric acid  above 16 g/kg in the I-st loop (with boric acid standing concentration). 

Emergency systems, used for reactivity management  

System for emergency introduction of boron - high pressure 

The system is designed for emergency supply of boric concentrate in I-st loop, 
with concentration 40 g/kg, in event of loss of offside power or in case of lack of 
possibility to supply boric acid through the supply and purge system of I-st loop, and 
necessity to shutdown the reactor at high pressure in I-st loop (90-180 kgf/cm2). 

System for emergency  boron introduction – middle pressure  

The system is designed for emergency supply of boric concentrate in I-st loop, 
with concentration 40 g/kg, in event of loss of offside power or in case of lack of 
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possibility to supply boric acid through the supply and purge system of I-st loop, and 
necessity to shutdown the reactor at middle pressure in I-st loop (below 110 kgf/cm2). 

A.2 Heat removal from the reactor to end absorber  

A.2.1 Heat removal schemes 

Heat removal schemes can be divided mainly into 2 types: 

•  Heat removal to final absorber – Danube River; 

•  Heat removal to final absorber – atmosphere. 

Main final absorber of heat from the reactors of units 5 and 6 is the water of 
Danube River. In case the main final absorber is lost, systems are provided to remove 
the heat to final heat absorber – the atmosphere.  

The heat removal to the main final absorber is provided by Circulating water 
system; the heat is transferred through the condenser to the turbine by means of 
cooling the steam which enters it, to the circulating water that on its part returns into 
Danube. This process is used both during unit operation and when the turbine is 
stopped at temperature of the I-st loop up to about 120°C. In case of loss of the main 
heat absorber, Danube, it is possible to turn to final absorber – the atmosphere. That 
can be performed by removing the heat from the steam generators to the atmosphere 
by means of releasing steam through the system of quick-acting reducing devices for 
steam release in the atmosphere. In this case the steam generators can be supplied 
from the systems of feedwater supply or emergency feedwater supply and if possible 
maintenance of the coolant resource should be ensured in these systems.  

When the temperature of the I-st loop goes below 120°C the only method of 
cooling remains the so called water-water cooling which in turn uses the atmosphere 
as end heat absorber. Heat removal from the reactor is performed by the emergency 
and planned core cooling of the system  “Industrial water for critical consumers” 
which circulates in a closed loop and transfers the heat from the reactor to the 
atmosphere through spray cooling pond.  

In the design of the system “Industrial water for critical consumers”, there are 
applied the principles of redundancy, physical separation and independece of the 
channels.  

On the other hand, in case of loss of group “A” industrial water system, cooling 
the fuel in the reactor can be provided by use of an alternative system for supply of 
the Steam Generator- SG (cooling the fuel in Spent fuel pond can be provided by the 
filling systems of SFP). 
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A.2.2 Heat removal systems  

System for emergency and planned cooldown of the core “low pressure” 

The system for emergency and planned cooldown of the core “low pressure” 
combines the functions of protective safety system and normal operation system. 

Heat removal systems to main final aborber  

Circulating water system 

The system serves the purpose to supply water to the turbine condensers, 
pumping it from cold water channel (water from Danube River), and to transfer the 
heated water after the condensers to the hot water channel. 

Fast-acting reducing device system for steam release from the header to the 
condenser  

The system is designed to release steam from the main steam header to the 
turbine condenser (turbine bypass). Transfers the heat from the SG directly to the 
condenser in modes of switching on, switching off or transitional modes with sudden 
load reduction, when the turbine power is lower than reactor power , i.e. in steam 
cooling of the I-st loop and temperature above 120°C.  

Steam Generator feedwater system  

The feedwater system is designed to supply feedwater to the Steam Generators 
in all modes of normal operation, transitional modes and deviations from normal 
operation, in which the systems are available in the turbine hall, (Chapter 6 of [8, 9]).  

The feed water from the two deaerators is passed to the steam generators by two 
groups of pumps: 

• Two turbine drived pumps, designed to operate when the reactor installation 
works at power of above 6-7 %; 

• Two auxilliary electrical pumps designed to operate in trasitional modes at 
power below 6-7%. 

Steam Generator emergency feedwater system  

The emergency feedwater system for Steam Generators is a protective system 
that is part of the safety systems designed to provide feedwater to the Steam 
Generators in case of loss of offside power supply for the unit or disturbance in the 
regular supply of feedwater in the Steam Generators. The system consists of three 
idnependent channels. The first channel can provide water to all Steam Generators, 
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the second channel can provide water to Steam Generators 1 and 4, and the third 
channel can provide water to the 2 and 3 Steam Generators. 

Steam Generator alternative feedwater system  

The Steam Generator alternative feedwater system is a control system of beyond 
the design basis accidents and it is designed to provide feedwater to the steam 
generators in conditions of full loss of alternating current supply which aims to 
provide reliable removal of decay heat emission from the core  for a period of not less 
than 24 hours (Chapter 12 of [8, 9]). 

Electric power supply of the pump and Control equipment is realized by diesel 
generator. 

The pump suction piping is connected by T-junction to the suction piping of the 
first channel pump of the emergency feedwater supply system for the Steam 
Generators. Pump connection is made by a manual valve. Pressure pipeline is 
connected to the first channel pump pressure header of the emergency feedwater 
supply system for the Steam Generators. Pump connection is realized by two 
successively positioned manual valves. 

Systems for heat removal to the alternative final absorber – design solutios  

Critical customers industrial water system  

The systems provides water to the users of the safety systems. It includes spray 
cooling ponds removing the heat to the atmoshpere, pumps and pipelines to heat 
exchangers. The system is part of the safety systems. 

Emergency and planned cooling system – low pressure 

Emergency and planned core cooling system - low pressure, combines the 
functions of protective safety system and system for normal operation (Chapter 12 of 
[8, 9]). The system is designed for:  

• emergency cooling of reactor core and subsequent continuous removal of 
decay heat from the core under emergency conditions related to leakages from the 
primary loop, including rupture of the main circulation pipeline, providing boric acid 
delivery in the primary loop with concentration more than 16 g / kg, and consumption 
- 250-300 m3 /h at pressure in the primary loop ≤ 2.16 MPa and 700-750 m3 / h at 
atmospheric pressure in the primary (1-st) loop.  

• planned cooling of the 1-st loop during reactor shut down and decay heat 
removal from the core for repairs and refueling;  
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The system is part of the safety systems and consists of three independent 
channels each of the channels providing 100% of system functions.  

System of fast–acting reducing device for steam release in the atmosphere   

The system of fast–acting reducing devices to the atmosphere is designed for 
steam release from the main steamlines to the atmosphere. It removes the heat from 
the steam generators directly to the atmosphere during steam cooling of I-st loop. 
Fast–acting reducing device system for steam release into the atmosphere  is an 
emergency system and it is used when the system of fast–acting reducing devices to 
channel is inoperable. Its use requires compensation of large quantities of water in the 
steam generator feeding systems. Steam generator feeding when fast–acting reducing 
device for steam release into the atmosphere is in operation is carried out from the 
feedwater systems listed in the preceding paragraph.  

Emergency boron supply system - medium pressure  

This is a protective system that is part of the safety systems designed for 
emergency supply of boric acid solution in the first loop with initial concentration of 
40 g / kg and consumption over 130 m3/h, under emergency conditions of preserved 
high pressure in the primary loop (≤ 110 kgf / m2), and also for compensation of 
leakages in modes of loss of primary loop airtightness.  

By means of the system, as well as by means of all other systems, supplying 
boric solution to the I-st loop there can be realized heat removal from the primary 
loop under scheme "Bleed and feed". This means disposal of the coolant from the 
primary loop through the leakage (if any) or opening a valve of the I-st loop to the 
hermetical zone, and compensation of the leakage by these systems. The released 
steam-water mixture liquidizes by core spray system, falls to the bottom of the 
hermetical zone and runs into the tank for emergency supply of boric solution (Boric 
acid tank). From the Boric acid tank the coolant is cooled by heat exchangers of 
critical consumers industrial water system , i.e., the heat is transferred to end 
alternative absorber – the atmosphere, and by the systems pointed out above it is 
delivered again to the I-loop.  

Emergency core cooling system - passive part  

Emergency core cooling system (ECCS) - passive part is potective system 
(Chapter 12 of [8, 9]), and it is a part of the safety systems designed for flooding the 
core in an accident with a large loss of coolant when the primary loop pressure falls 
lower than 5.9 MPa (60 kgf/cm2). 
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The boron concentration in the hydraulic accumulators is 16 g / kg and provides 
sub-criticality in the reactor core. The system is designed so that the volume of boric 
acid solution in three hydraulic accumulators to be sufficient in case of bilateral 
rupture of the main circulation pipeline for cooling the core until switching on the 
pumps for planned and emergency cooling of the primary (1-st) loop. 

A.2.3 Arrangement of heat removal schemes and measures to extend the 
efficiency of systems 

Equipment and pipelines of all channels of the safety systems are physically 
separated and protected from external influences, which ensures impossibility of 
failure of two or more channels simultaneously for a common reason. Channels of 
industrial water supply system of critical consumers are spatially separated. Thus the 
systems are capable of performing its functions reporting a single failure.  

Sources of power supply and stocks of operational environment and cooling 
water provide autonomy for safety systems for not less than 72 hours.   

A.2.4 Alternating and direct current power supply of the heat removal 
systems  

Power supply of the active components for each channel of the safety systems is 
ensured by the respective channel of the system for reliable power supply I-st and II-
nd category.  

The equipment that can not be switched off for period of time longer than 20 ms 
is powered by I-st category power, i.e. from storage batteries. For units 5 and 6 it has 
been proved that a storage battery of a safety system channel can endure full load 
over 10 hours.  

The capacity of the fuel storage tank of each emergency diesel generator is 100 
m3 and allows operation for 72 hours at full load, i.e. provides power II-nd class for 
time not less than 72 hours.  

Power supply of normal operation systems is category III, in event of the loss of 
offsite power supply they can be powered from the additional diesel generator 
manually, by a special procedure. 

The alternative supplying system for the steam generators is power supplied by 
the mobile diesel generator [10, 11].  

A.2.5 Alternative cooling schemes and equipment 

Besides the alternative supplying system for the Steam Generators of units 5 and 
6 there are other means for realization of alternative schemes for cooling the core in 
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beyond design basis accidents. There is provided an opportunity to supply technical 
water from the antechambers of circulation pump stations (CPS) 3 and 4 to the first 
channel of "Industrial water supply for critical consumers” by the diesel pumps for 
feeding the spray cooling ponds.  

In addition, there are elaborated procedures and trained personnel to perform the 
“feed and bleed” procedure along the primary loop.   

A.3 Heat removal from the hermetical/pressurized zone to the final 
absorber  

A.3.1 Schemes for heat removal from the hermetical zone to the main 
absorber  

In modes of normal operation the heat removal from the pressurized zone is 
performed by ventillation cooling systems whose air coolers are cooled by the 
channels of the critical consumers industrial water supply system. 

In case of accidents connected with pressure increase in the hermetical zone the 
heat is removed by the spray system and again to the channels of the critical 
consumers industrial water supply system. 

A.3.2 Heat removal systems 

Spray system 

The system is designed to localize accidents through condensation of the 
evaporated part of the coolant emitted in the pressurized zone.  

The system fulfills the following tasks:  

•  Cools and decreases the pressure in the containment to the atmospheric by 
spraying cold borated water in the pressurized zone;  

•  Emergency feeding the spent fuel pond compartments in case of spent fuel 
pond cooling system failure.  

Ventillation system 

The cooling of the premises and equipment in the pressurized zone when the 
unit is in modes of normal operation, transitional modes and mode of loss of offside 
power is performed mainly by the following recirculation ventillation systems: 

•  Cooling system of the premises in the pressurized zone, without the central 
hall, which consists of three channels with two aggregates each; 
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•  Cooling system of the upper part of the Steam Generators confinements and 
central hall which consists of three channels with one aggregate each; 

•  Cooling system of the volume between the concrete cavity and reactor dry 
protection which consists of three channels with one aggregate each. 

Each channel of these systems is ensured by the corresponding channel of the 
relible power supply system and critical consumers industrial water supply system 
(Chapter 9 of [8, 9]). 

A.3.3 Arrangement of heat removal schemes and measures to extend the 
efficiency of systems  

The channels of the systems are built in compliance with the principles of 
physical separation and independence, every system being capable of performing its 
functions reporting a single failure.  

A.3.4 Heat removal systems AC and DC power supply  

The power supply of the active components for each channel of the systems is 
provided by the corresponding channel of the reliable power supply system of I-st 
and II-nd category.  

A.3.5 Alternative cooling schemes and equipment  

In pursuance of the program for units 5 and 6 modernization, a pressure decrease 
filtering system is installed.  

A.3.5.1 Pressure decrease filtering system  

The pressure decrease filtering system mitigates the consequences of major 
accident by peventing overpressure in the pressurized zone and consists of:  

A.4 AC power supply for house loads 

A.4.1 Distribution of power supply for house loads  

A.4.1.1 Main cable routings and sections  

The offsite power supply of units 5 and 6 of NPP is performed by outdoor 
switchgear 400 kV, (operational) and outdoor switchgear 220 кV, (backup). 

The connections 400 kV (to the main transformers) and 220 kV (to the auxilliary 
transformers of unit 5) are realized by air lines that connect the transformers sites of 
units 5 and 6 with outdoor switchgear. The emergency transformers of unit 6 are 
powered from outdoor switchgear 220kV by means of cable 220kV laid in a passable 
underground cable channel. The cable channel is equipped with fire detection system, 
(Chapter 8 of [8, 9]). 



 

 32 

The conections 6 kV and 0.4 kV are made by cables located in protected cable 
rooms, corridors, wells and channels with automtic fire extnguishing and fire doors. 
All cables are coated by fire non-spreading coating. Cable connections from the 
diesel generator station to the safety system sections are placed in autonomus cable 
channels and premises. 

The cable connections of the backup power supply between the units and a part 
of the plant common objects are placed on overhead road in special metal beds. 

A.4.1.2 Schemes, location and protection against internal and external 
impacts  

The house loads of units 5 and 6 of NPP in normal operation are provided for by 
power supply from busbars 24 kV after the generator switch through house loads 
transformers with forked windings 24/6/6 kV, capacity 63/31.5/31.5 MVA, which 
power sections for normal  operation. For the normal operation of the unit, 
simultaneous operation of both house loads transformers is required, i.e. two house 
loads transformers for one unit are considered a single component from the view 
point of reliability. 

The consumers of electrical power in NPP in units 5 and 6 are divided into three 
categories according to the type of the electric power consumed by them and the 
degree of reliability of their power supply: 

•  Consumers of I-st category – consumers of alternating and direct current that 
do not permit, under the safety conditions, break in supply for more than half-cycle, 
20 ms, in all modes, including in mode of complete loss of alternating current voltage 
from the operational and emergency house loads transformers (mode of power 
failure); 

•  Consumers of II-nd category – consumers of alternating and direct current 
that have higher requirements to electric power supply reliability and permit break in 
supply for time specified by the nuclear safety conditions up to 1 minute (the time for 
the diesel generator activation and automatic switching-on of the consumers by 
Automatic staged start);  

•  Consumers of III-rd category – consumers of alternating current that do not 
have higher requirements to their electric power supply reliability than the 
requirements for availability of Automatic backup power switching-on. For the III-rd 
category consumers the system for normal operation is the single source of electric 
power, (Chapter 8 of [8, 9]).  

A.4.2 Backup power 
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A.4.2.1 Sources of backup power  

By means of Automatic backup power switching-on in case of house loads 
transformers supply failure, power is supplied from group of transformers for backup 
supply to unit 5 or to unit 6 from outdoor switchgear 220 kV, depending on the 
selected priority of the Automatic backup power switching-on. A set (two for unit) of 
emergency transformers can power both units.  

The auxiliary unit sections are powered by outdoor switchgear 220 kV through 
backup transformers whose function is to provide backup power of the unit house 
loads in case of switched off house loads transformers. 

A.4.2.2 Independence, physical separation and protection against external 
and internal impacts of the backup power  

Each of the units has an individual set of backup-starting transformers. They are 
located on the respective unit site, physically separated one from the other. The 
transformers are protected from the neighbor transformers on the transformer place 
by firewall. The set of transformers of unit 5 is powered by airline and the set of 
transformers of unit 6 by underground cable line. The cable connections 6kV from 
the auxiliary transformers of the respective units are laid in different, isolated from 
each other routings.  

A.4.2.3 Limitations in the arrangement of the backup power sources and 
external measures for operational time extension  

The arrangement of the backup power is related to the presence of voltage of 
outdoor switchgear 220kV. In case of voltage loss of the three installations 
400\220\110 kV, voltage can be received from the following corridors: 

•  Romania - substation „Tsantsareni”; 
•  Substation „Sofia-West” in direction from pumped storage plant ”Chaira” or 

from Serbia, substation ”Nish”. 

The time of power failure of the outdoor switchgears 400\220\110 kV, is 
determinative for discharging the storage batteries necessary for manipulation with 
the equipment in the installations. 

A.4.3 Emergency power supply 

A.4.3.1 Sources of emergency power supply  

Sources of emergency power supply are the diesel generators of capacity 6.3 
MW each and the storage batteries. 
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Consumers of the safety systems are the mechanisms which ensure reactor 
cooling and localization in the different emergency modes as well as in case of 
complete voltage loss of  normal operation sections. This group of mechanisms is 
powered from sections II-nd category 6 and 0.4 kV and the assemblies to them.  

Operational source of the reliable power systems are sections 6 kV ІІІ-rd 
category, normally powered by their own generator or from the Electric Power 
System. 

Emergency power supply of the safety systems II-nd category in case of voltage 
loss of normal operation sections is provided by the diesel generator stations. In case 
emergency situation arises, the starting signal for every diesel generator is given 
independently. The switching-on of the diesel generators to section ІІ-nd category is 
carried out for time up to 15 s, which is longer than the time of action of Automatic 
backup power switching-on of the main sections 6 кV. The loading is performed 
automatically in stages. The selection of the diesel generators power is made for the 
most unfavorable combination of emergency situations. The power of the starting 
stage does not exceed the maximum permissible power of the diesel generator. The 
diesel generators are permanently in Hot standby mode and they are ready for 
automatic starting and taking load. The diesel generator is designed to operate under 
nominal load with no service for 240 hours. 

The reliable power supply system II-nd category is intended for power supply of 
the safety systems. 

A.4.3.2 Location, independence, physical separation and protection against 
external and internal impacts  

The diesel generators of the emergency power systems are located in individual 
buildings, isolated one from the other. They are distributed in three groups, 
geographically apart one from the other. The cable floors, channels, routings and 
sections of the individual diesel generator stations are autonomous and independent 
from each other. Every diesel generator station has autonomous reserve of fuel, oil 
and starting air. The cooling water required for the operation of the diesel generator 
stations is from the critical consumers industrial water supply system which is also a 
part of the safety system. 

A.4.3.3 Constraints in the arrangement of the emergency power sources 
and external measures for operational time extension  

The diesel generators are designed to operate for 72 hours in off-line mode 
which is determined by the available diesel fuel. Fuel can be filled up in the outside 
fuel tank, \100 m³\ by pipelines through the overpass or by motor transport. The fuel 
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transportation by the overpass requires availability of voltage for the pumps in the 
naphtha-oil department. The starting air in the balloons of every diesel generator 
station is adequate for 6 starts. The availability of cooling water is a condition for the 
operation of the diesel generator stations which is determined by the availability of 
water in the spray cooling ponds. They can be filled up with water by diesel pumps in 
the circulation stations or artesian water from the well pump stations powered with 
electric energy by the coastal pump station. 

A.4.4 Alternative sources of power supply  

A.4.4.1 Auxiliary stationary diesel generator stations  

In case of loss of offside power, units 5 and 6 have at their disposal diesel 
generator stations for general use from which in compliance with a procedure (for 
time up to 30 min.) there are powered normal operation sections and part of the 
normal operation equipment which is necessary to relieve the mode of the reactor 
installation cool down. 

The auxilliary diesel generator aggregate has nominal capacity of 5.2 MW and 
its purpose is to supply power for unit consumers in case of complete loss of offside 
power. The capacity of the fuel storage tank is 100 m3 and permits operating for 72 
hours of full load. 

A.4.4.2 Potential connections and schemes with neighbor units  

There are connections of backup power between units 5 and 6: 
•  Backup power 6 kV – 2-nd backup power; 
•  Backup power for part of the sections 0,4 kV. 

Between the units 5 and 6 on the one hand and units from 1 to 4 on the other 
hand there are no active direct electric connections. All the electric connections are 
through the outdoor switchgear. 

A.4.4.3 Mobile sources of power supply  

A mobile diesel generator is ensured for providing emergency power supply for 
consumers of the safety systems in conditions of total and continued loss of voltage 
for house loads. There is possibility the mobile diesel generator to fulfill the functions 
of emergency diesel generator which if necessary can provide electric power supply 
for part of the consumers of one channel of the safety system. 

The mobile diesel generator is the last resource to supply voltage 6 kV to house 
loads power supply II-nd category in the cases when all the remaining sources of 
electric power are unusable. 
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Procedure is prepared for transportation and switching-on of the mobile diesel 
generator to the sections in the premises of the pumps for the emergency supply 
system of the steam generator. The defined success criterion is that the time from 
giving the signal of total power supply loss to pump switching-on is not longer than 2 
hours.  

A.4.4.4 Arrangement, parameters and characteristics of alternative power 
supply sources and the constraints related to that  

The mobile diesel generator is equipped with all systems and electric 
apparatuses necessary for its independent operation. The diesel nominal capacity is 
1645 h.p. The generator nominal capacity is 1100 kW, 6000 V, 50 Hz. The mobile 
diesel generator starting is manual by means of storage battery. The maximum fuel 
consumption is about 320 liters per hour. The fuel tank has storage capacity of 3 tons 
that is sufficient for aggregate operation in full load for about 9 hours. The power 
cable 6 kV which connects the generator with the respective section (length ≈ 140 m) 
is on the platform of the installation. 

A.4.4.5 Readiness to use the alternative sources of power supply  

The mobile diesel generator is intended for open wiring, positioned on platform 
together with fuel tank, control board and power cable wound on drum and in case of 
necessity to be used it is transported by means of truck. 

There is a Program of emergency power supply of pumps intended for 
alternative power supply of steam generators in mode of total power failure. The 
operational staff is trained by this program. The time for the program fulfillment is of 
the order of 50 minutes. The switching-on of this scheme in operation provides water 
supply to the steam generators in mode of total loss of power including loss of 
emergency power supply. 

A.5 Direct power supply 

A.5.1 Storage batteries [12]  

The storage batteries are intended to provide power to the consumers I-st 
category of direct and alternating current (by invertors) in case of loss of power of the 
respective rectifier. They operate in mode of constant boost charge; their charging 
and recharging being provided by two rectifiers. The storage batteries are a 
constituent part of the reliable power supply systems which provide permanent power 
to the consumers I-st category of the safety systems. The units have at their disposal 
reliable power supply systems I-category as follows: 

•  Storage batteries of the channels of the safety systems – total number 3; 
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•  Storage battery for normal operation equipment, (main storage battery); 
•  Storage battery of computer information system; 
•  In addition, the computerized systems have individual UPS. 

The storage batteries of the safety systems of both units, with the exception of 
the second system of unit 5, are equipped with batteries of 106 cells connected in 
series. The capacity of one battery is 1133 A/h for 10-hours value. The operational 
life is 240 months. 

The storage battery of the second system of unit 5 is equipped with 106 storage 
components connected in series and installed on antiseismic metal shelving. The 
battery capacity is 1200А/h for 10 hour discharge to 1,8 V for component at 
temperature 20°С. The operational life is 240 months. 

For power supply of the equipment necessary to start the emergency diesel 
generators there are used nickel cadmium storage batteries of nominal capacity 270 
А/h for 10-hour discharge. 

A.5.2 Consumers powered by storage batteries  

There are two types of consumers: consumers powered by direct current and 
others powered by alternating current through invertors. In normal operation the 
storage batteries are on boost charge and the battery and the consumers are powered 
by 2-nd or 3-rd category through rectifier. 

The direct current power supply of the consumers is realized by direct current 
switchboard. From the busbars of the direct current switchboards of the safety 
systems there are powered the respective devices of relay protection, control and  
signaling, safety systems automatics devices, automatics and signaling of fire 
detection and fire extinguishing, emergency lights, etc. From the direct current 
switchboard of the corresponding diesel generator there are powered the starting 
systems, diesel generator control and its auxiliary equipment, emergency lights and 
fire control signaling. 

Alternating power supply of the consumers is realized by invertors. Consumers 
powered in this way are control equipment and automatics, important for the safety 
accessories, etc. 

A.5.3 Location and separation of the storage batteries. Protection against 
internal and external impacts  

The storage batteries of the safety systems are located on altitude mark 13,20 of 
the rigging of the reactor compartmant, in the premises of the respective system. 
They are geographically separated one from the other. 
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The storage batteries of the corresponding diesel generator are located in the 
respective diesel cell independently one from the other. 

These storage batteries meet all the requirements of first category equipment, i.e. 
physical separation, independence, no connections between the different channels, 
seismic reinforcement, restricted access, etc. They are all located above altitude mark 
0,00, which means they can not be flooded in case of inundation. 

A.5.4 Alternative possibilities of storage batteries recharge  

The storage battery preservation and working capacity extension could be 
realized in two ways: 

•  Power supply of the rectifiers of the respective storage batteries from outside 
source; 

•  In mode of power failure when the storage batteries remain without power 
supply, decrease of the storage batteries load by switching off duplicated loads or 
limitation of the loads. 

1.2.4.3 Circulating water system [13] 

Circulating water system in turbine hall, is designed to supply cooling water to 
the condensers of turbine К-1000-60/1500-2, (SD11, SD12, SD13), the condensers of 
the turbodrives of the turbine feedwater pump ОК-12, (SD51, SD52), the oil coolers 
of the system for turbine bearings lubrication (SC11÷14W01), etc. 

The circulating water to the consumers in the turbine hall is supplied by 6 
circulation pumps VC11,12,13D01,02 located in circulation pump stations 3/4. 

Pumps VC11,12,13D01,02 supply water by separate pipelines of ∅2020 to the 
respective half of condensers SD11,12,13. Every condenser consists of two sections 
and water is supplied to each section by one circulation pump. From the pressure 
pipeline of the six pumps, immediately before they enter the turbine hall, there two 
branches with disk shutters for each, which supply water to two headers of ∅820. 

These two headers unite in a common header of ∅1420, through which the 
circulating water enters the turbine hall. Part of it is passed for cooling the condensers 
of the turbine feedwater pump, (SD 51, 52), after that the water passes through filters 
VC21,22,23N01 and is distributed to the other consumers of the system. 

After passing through the condensers of turbine К-1000-60/1500-2 the heated 
circulating water outflows by six pipelines of ∅2020 in drain pits № 1,2,3, and from 
there by three low pressure channels it goes in distribution pit 1. Every out-flowing 
pipeline of ∅2020 has installed disk shutter. The water outflow from the condensers 

of the turbine feedwater pump, /SD51,52/ goes through common pipeline of ∅1420 
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into drain pit № 1. The outflow of circulating water from the remaining consumers in 
the turbine hall is realized in the antechamber of the circulation pump station 3/4. 

1.2.4.4 Industrial water supply system for consumers of the normal 
operation systems  

The technical water supply of NPP is performed by direct flow scheme with 
waters from Danube River. The scheme comprises three coastal pump stations (CoPS 
1, 2 and 3), incoming cold water channel (CC 1), outgoing warm water channel to 
Danube River (WC 1), four circulation pump stations (CiPS 1, 2, 3 and 4), low 
pressure channels, emergency pump station (EPS) with pipelines and other 
installations. 

A.1 Coastal pump stations (CoPS) and channels, [14] 

For the needs of NPP, in August 1974, there are put in operation CoPS – 1, 
channel of cold and channel of warm water and CiPS – 1, together with the industrial 
water systems of the plant. Later on, there are built coastal pump stations 2 and 3 
with common entrance channel and circulation pump stations 2, 3 and 4 with the 
necessary pipelines, closed low pressure channels, spray cooling ponds and other 
installations. The installations in CoPS-2 and CoPS-3 are modified version of the 
installations in CoPS-1, where the motors of the pump units are positioned on higher 
altitude mark with the purpose of trouble-free operation in case of eventual building 
of hydrosystem Nikopol-Turnomagurele. 

They pump water (total flow rate 180 – 200 m3/s) from Danube River which 
through channels of total length 7,5 km goes to the site of NPP and then returns back 
into the river. The corresponding circulation pump station accommodates the pumps 
(their power supply and control) for supply of cooling and industrial water to the 
normal operation systems of the unit. 

The water used for heat removal goes back in the so called low pressure 
channels (underground) and after that through the warm channel returns to Danube 
River. 

A.1.1 Location and features of the site  

The coastal pump stations 1, 2 and 3 are located in flat ground (at km 687th of 
Danube River) on lower terrace compared to the site of NPP and the circulation pump 
stations are built in the area of the site of NPP. The selection of the site is made so as 
to avoid at most the alluvium depositions and the river level fluctuations. 
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A.1.2 Main characteristics of coastal pump station and channels  

The water from Danube River goes in entrance channels which lead it in 
specially shaped antechambers located in front of CoPS 1, 2 and 3. The antechambers 
provide smooth transition to the suction holes of 37 coastal water pumps, the number 
of the water pumps in operation depending on the plant momentum power and the 
level of Danube River. 

The water pumped by the pump units goes in outflowig installations in which 
the outgoing chambers of the pressure pipelines are situated. Each chamber has metal 
barrages – control gates that serve the purpose of drying certain sectors. It is possible 
by means of individual control gate to pass water from the warm channel to the 
antechambers with the purpose to avoid freezing of the water in them during the 
winter.  

Through the pressure pipelines the water is delivered to the so called “cold” 
channel, by which it reaches due to gravity to the circulation pump stations that 
provide the industrial water supply of the nuclear installations. The cold channel has 
length 7023 m and depth 5.60 m, with trapezoidal cross section and bottom width 20 
m. 

The water for industrial watersupply, after it has fulfilled its function, returns to 
the river by the so called warm channel. It has length of 6930 m, trapezoidal cross 
section with bottom width 12 m at the beginning and 15 m of the remaining part. The 
warm channel conductivity is 180 m3/s and it depends on the altitude mark of the 
overflow after the low pressure channels and on the water level of Danube River. 

The emergency pump station is located immediately next to CoPS – 2 and 3. 
Three emergency pump units are installed in it which in case of offside power loss 
ensure water supply in the emergency volume of the cold channel and thus secure the 
emergency industrial water supply. 

In case it is needed, alternative technical water supply could be provided from 
reservoir “Shishmanov Val” from which the water due to gravitation passes through 
open channel and then by branching off through pipeline flows in the emergency 
volume of the cold channel. 

A.1.3 CoPS power supply  

The offside power supply of CoPS is realized by outdoor switchgear 220 kV 
through distribution lines “Atom” and “Neutron” and distribution line “Harlets” 110 
kV. The voltage is transformed from 220 kV or 110 kV to 6 kV and delivered to the 
pump units of the CoPS. 
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In case of power failure of all the three distribution lines the critical consumers 
are supplied by the reliable power system. These are consumers that are in relation to 
the systems of nuclear and fire safety as well as the connected with them house loads. 

Diesel generator station is equipped in CoPS which consists of two diesel 
generators in permanent readiness and active power of 1600 kW each. The diesel 
generators deliver power to the emergency pump station that supplies industrial water 
in the emergency volume of the cold channel. The supplied water can be used by all 
circulation pump stations [8, 9]. 

Two storage batteries are installed in CoPS. They guarantee continuous power 
supply to the following consumers:  

• Power supply of constant voltage for control, protection and signaling 
systems; 

• Technological measurements and control devices; 
• Operational voltage for circuit breakers 6 kV and 0.4 кV; 
• Operational voltage for the schemes of diesel generators automatics; 
• Emergency lighting. 

CoPS has undergone multiple modernizations – implementation of automatic 
observation system of the level of Danube River, replacement of circuit breakers, 
change of measuring transformers, change of electrical and technological protections 
of diesel generators, etc.  

A.2 Circulation pump stations [15, 16] 

For the needs of NPP “Kozloduy” 4 circulation pump stations (CiPS) in total are 
built: one for each of the two decommissioned couples of units 1-2 and 3-4, (WWER-
440) and one for each of the two nuclear units 5 and 6, (WWER-1000). 

Circulation pump station 3 and circulation pump station 4 support the units in 
operation, unit 5 and unit 6 respectively, for cooling the turbine condensers and the 
consumers in the nuclear installations. Both pump stations are identical. In each 
pump station there are installed:  

• Electrical pumps for cooling the turbine condensers by taking water at 
altitude mark 29 m; 

• Electrical pumps for industrial water supply of consumers of the normal 
operation systems in the turbine hall, reactor hall, auxiliary building and the 
chemically desalted water system by taking water at altitude mark 28 m; 

• Electrical pumps for water supply of the spray cooling ponds by taking 
water at altitude mark 28 m; 
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• Diesel pumps for water supply of the spray cooling ponds by taking 
water at altitude mark 26.3 m, practically from the bottom of the cold channel; 

• Fire prevention pumps taking water at altitude mark 26.3 m, practically 
from the bottom of the cold channel. 

A number of design measures are realized to prevent the loss of the connection 
with Danube River – measures to prevent the loss of the pump stations, facilities to 
prevent blockage of the cooling water main inlet, alternative routes of water supply, 
etc.  

The coastal pump stations and the double channel are built in the Kozloduy 
lowland which is protected from the Danube high waters by embankment with 
altitude mark crown 31.80 ÷ 33.00 m. The site of the coastal pump stations is at 
altitude mark + 33 m. The maximum water level at kilometer 687th considering the 
destruction of hydrosystems “Zhelezna vrata” 1 and 2 and accumulation of rainfall 
and rough water is 32.93 m.  

Draining of the discharged industrial water from the NPP site (units 5 and 6) to 
Danube River is backed up by second warm channel. 

Installations are built for returning warm water in the cold channel with the 
purpose to prevent freezing. 

There is built an automated observation system of the water levels. The 
condition, security and behavior of the built hydrotechnical installations for industrial 
water supply of NPP are controlled in compliance with observation programs. 

Current and seasonal actions are planned for maintaining the installation 
condition. Planned and periodical repairs of the low pressure channels and other 
hydraulic structures are carried out according to schedule. 

There is also a non-design but already built alternative system for water transfer 
to the emergency volume from reservoir “Shishmanov Val”.  

For water delivery to the spray cooling ponds of units 5 and 6 a separate water 
supply is provided from the Danube River terrace from 6 wells and 6 well pump 
stations. The quantity of water that can be supplied from the well pump stations to the 
spray cooling ponds is sufficient to compensate the losses from the six spray cooling 
ponds as a result of evaporation and blowing-off in calm weather (wind speed 2 m/s). 
The water from the well pump stations is delivered to the spray cooling ponds by 
independent steel pipeline.  

Cooling of the consumers of units 5 and 6 is carried out by: 
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• Industrial water supply system designed for cooling the consumers of the 
normal operation systems – end heat absorber is Danube River.  

• Industrial water supply system designed for heat removal from the safety 
systems equipment in all operational states and emergency conditions. Every one of 
the three system channels works in closed loop, the water cooling being carried out in 
the spray cooling ponds. End heat absorber is the atmosphere. 

1.2.4.5 Industrial water supply system of the safety systems consumers – 
spray cooling ponds and spray cooling installations [17] 

A.1 Spray cooling installations, (SCI). 

The spray cooling ponds are the basic water reservoir of the system “Industrial 
water for critical consumers” which is designed for cooling the systems of nuclear 
safety, diesel generators and some other equipments and systems of units 5/6 of 
WWER 1000 type. 

The industrial water system of every reactor unit consists of three independent 
systems I, II и III.  They operate in a closed cycle and the water is cooled in the spray 
cooling ponds. There are built two spray cooling ponds for each system. The 
temperature of the cooled water is from +40C to +330C.  

Every spray cooling pond is calculated to cool the reactor hall in emergency 
conditions in the range from +4o to +33oC. 

The spray cooling ponds have dimensions 68/65 m. The side slopes of the ponds 
are 1:3, their upper edge being at altitude mark +35.00 m, and the bottom at altitude 
mark +32.00 m. 

The maximum water level in the spray cooling ponds is -0.5 m compared with 
the relative altitude mark 0.00 of the reactor hall, (about 35.00). The maximum 
volume of every spray cooling pond is 8250 m3. The volume of the water in every 
spray cooling pond is sufficient to supply water in the cooling systems for 30 hours 
without additional feeding. The minimum quantity of water in every spray cooling 
pond is 1650 m3. 

Three of the spray cooling ponds are built on artificially filled area and the 
remaining three are dug in the natural terrain. During the time of building the pond 
bottoms have been made even at altitude mark 30.65 m. 

The original terrain level (before building) varies from 28 to 37 m. After the 
terrain leveling the ponds have been formed by filling. The materials of the filling are 
compacted to packing density 18 kN/m3. The bottom and slopes of the ponds are 
covered by loess-cement layer of thickness 70-90 cm and 30 cm fine gravel. Over the 
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gravel there is laid the steel-concrete coating of the pond. The coating consists of two 
steel-concrete plates, plasters and hydro-insulation. 

A.2 Spraying installation  

The discharged (warmed) water goes from the reactor hall to the spray cooling 
ponds through underground pipelines. In the control chamber, before flowing into the 
spray cooling ponds, the pipelines divide into two lines. The first line Dy 600 is 
connected with the spraying system and the second Dy 400 flows directly into the 
pond. 

The spray cooling system consists of five longitudinal (parallel to the incoming 
pipeline Dy 600) pipe branches which contain the system sprays. The five 
longitudinal branches unite by a transverse pipe branch where the feeding pipeline 
flows in. The whole system is supported by 43 consoles anchored in the steel-
concrete coating of the pond bottom. All supports of the piping system on the console 
stands (but one) allow axial movement of the pipes. The whole system has only two 
fixed supports – in the penetration through the wall of the sliding valve well and at 
one of the console stands. 

Each spraying system has 30 sprays with the following characteristics: 
− pressure – 10 m; 
− flow rate of one spray - 110.5 m3/h; 
− radius of the water fountain - 9.2 m; 
− height of the water fountain - 5.1 m. 

 

1.2.5 Critical functions 

The basic functions, which are critical and whose loss results in undesired 
consequences for the plant functioning, related not only to its safety but which 
guarantee as well its continuous operation, are: 

•  Loss of power; 
•  Loss of final absorber. 

1.2.5.1 Loss of power 

A.1 Autonomy of the emergency power supply sources and measures for 
operational time extension   

•  Emergency diesel generators – When two emergency diesel generators are 
in operation (one for each unit) the total reserve of fuel and oil for the emergency 
diesel generators is sufficient for more than 38 days; 
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• Storage batteries – The capacity of one battery (3 batteries for each unit in 
total) is 1133 А/h for 10-hours value;  

• Diesel generators of coastal pump station – The total reserve of fuel and oil 
at the CoPS site provides continuous operation of both diesel generators for 56 hours 
and 45 minutes. 

A.2 External power supply outage and loss of emergency diesel generators 

A.2.1 Design schemes of the permanently installed sources of auxiliary 
emergency power supply on the site, capacity and readiness for commissioning  

There is one auxiliary autonomous diesel generator for every two units. The 
design function of these diesel generators is to provide voltage to the sections of 
reliable power supply by which, in case of loss of normal power of second loop, to 
provide warm water supply in the steam generators from the deareators instead of 
cold water from the tanks for emergency supply system of second loop. In this way 
the rise of thermal stresses in the pipe bundle of the Steam Generators is prevented. 
The auxiliary diesel generators are in hot standby state. 

The total reserve of fuel and oil of the auxiliary diesel generators ensures 
continuous operation of each of them for more than 4 days.  

A.2.2 Capacity of the batteries, operational time and possibilities of 
battery recharge  

There is no possibility envisaged to recharge the safety system storage batteries 
from the auxiliary or mobile diesel generator. Their charging is made from the 
emergency diesel generator of the respective channel of the safety system. The main 
storage battery and the one of the computerized information system can be charged 
from the auxiliary diesel generator.  

A.2.3 Time to reaching major accident in the given conditions. Threshold 
values in plant behaviour.  

The assessment is made only for units operation at full power: 



 

 46 

Table. 1-3 Assessment of time till fuel damage in case of loss of normal and 
emergency power and failure of the emergency diesel generators  

Variant 
Time till 

fuel damage 
(h:min) 

. 
Full power operation 
(It is considered switching-on of mobile diesel generator and 
use of water reserve in tanks of emergency supply system of 
steam generators) 

115:45 
(4.8  days) 

 

The first threshold value is storage batteries discharge (about 10 hours after the 
complete loss of alternating current sources). As a result of that the operational staff 
loses the information about unit parameters. By that time the valves necessary for 
accident management should have been positioned, (relief valve of pressure 
compensator, fast–acting reducing device for steam release in the atmosphere, line for 
emergency steam and gas mixture removal, etc.). 

The second threshold value is exhaustion of water in the chemically desalted 
water tank, (pump supply of the auxiliary system for steam generator supply) and in 
the tanks of emergency supply system of Steam Generators, (supply by emergency 
supply system of Steam Generators). 

In full power operation the exhaustion of the three tanks of the emergency 
supply system of Steam Generators and the chemically desalted water tank is 
expected after more than 3 days.  

The third threshold value is exhaustion of the fuel reserve of the auxiliary and 
mobile diesel generators. The fuel reserve of the auxiliary diesel generator is 
sufficient for more than 4 days and of the mobile diesel generator – for 60 hours. 
The oil reserve of both diesel generators is sufficient for this period of time. In case 
of emergency diesel generators failure the quantities of fuel and oil intended for them 
can be used by the diesel generators in operation, this ensures their operation for 
more than 30 days. 

A.3 External power supply outage, loss of emergency diesel generators and 
of auxiliary diesel generator  

A.3.1 Time required to secure alternating current supply and to recover the 
core cooling before fuel damage occurs. Threshold values in plant behavior  

The assessment is made only for units operation at full power: 
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Table: 1-4 Assessment of time till fuel damage in case of loss of normal and 
emergency power and failure of all emergency diesel generators, failure of 
auxiliary diesel generator  

Variant 
Time till fuel 

damage 
(h:min) 

. 
Full power operation 
(It is considered passive supply of steam generator; 
switching-on the emergency supply system of steam 
generators powered from mobile diesel generator. The time 
depends on the configuration of the steam generators 
passive supply) 

45:00 - 49:00 

 

The storage batteries discharge has threshold effect on the process progression 
(after about 10 hours). After that the operator does not have information about unit 
parameters and should fulfill actions of accident management „blindly”. 

When the event occurs in full power operation, threshold effect is the exhaustion 
of the water reserve in the tanks of emergency supply system of steam generators. In 
this case the effect is expected after about 28 hours. 

A.4 External power supply outage, emergency diesel generators, auxiliary 
diesel generator and mobile diesel generator  

A.4.1 Time required to secure alternating current supply and to recover 
the core cooling before fuel damage occurs. Threshold values in plant behavior  

The assessments are made for units operation at full power described in Section 
Chapter 15 of [8, 9]. For the purpose the operator actions covered by the analyses, 
directed to extension of time  till fuel damage occurs, are desribed. 

Table: 1-5 Assessment of time till fuel damage in case of loss of normal and 
emergency power, failure of all emergency diesel generators, failure of auxiliary 
diesel generator, failure of mobile diesel generator   

Variant 
Time till fuel 

damage (h:min) 

. 
Full power operation 
(It is considered the passive supply of Steam Generator) 

16:15 
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The storage batteries discharge has threshold effect on the process progression 
(after about 10 hours). After that the operator does not have information about unit 
parameters and should fulfill actions of accident management „blindly”. 

When the event occurs in full power operation threshold effect is drying of the 
steam generator. In order to prevent the fast temperature increase of the fuel it is 
necessary in the frames of 6-8 hours to provide water supply to the steam generator. 

A.5 Strategy of improving the stability in case of loss of power supply  

•  To deliver 2 new mobile diesel generators and the available one to remain in 
stock for the rest of the installations in the NPP area;  

•  To realize power supply for charging one of the storage batteries of the safety 
systems from mobile diesel generator. 

1.2.5.2 Loss of final heat absorber  

A.1 Design principles for removing the heat to the main final absorber at 
different operating states.  

Sources of decay heat in units 5 and 6 are: 
- Decay heat removal in the core; 
- Decay heat removal in spent fuel ponds. 

Main end heat absorber from the nuclear installations in NPP is Danube River. 
The connection with the end absorber is performed by direct flow scheme of the 
industrial watersupply system through couple of channels. The water from Danube 
River is passed in the cold channel by pumps situated in the coastal pump stations.  

The connection with Danube River is backed up by means of Emergency pump 
station which provides independent water supply in the emergency volume of the 
cold channel through two separate pressure steel water pipelines.  

The last sector of the cold channel of length 950 m, located at the NPP site, is 
built entirely in excavation and separated by seismically secured overflow barrier 
designed to prevent level decrease in this section below altitude mark 29.25 m. In this 
way an emergency water volume is ensured that can be used by the nuclear 
installations in case the connection with Danube River is lost for any reason. The loss 
of water from the emergency volume is prevented also by barrier equipment at the 
beginning of the warm channel as well as by the Warm water recirculation 
installation in front of Circulation pump station 1. The emergency volume contains 
80866 m3 water, 74026 m3 of which can be used by units 5 and 6. 
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The water for cooling the turbine condensers and for cooling the consumers in 
the nuclear installations is supplied by circulation pump stations with antechambers 
and pumps, pressure steel pipelines and filter premises with filtering installations. 
The equipments for warm water removal are outlet steel pipelines, siphon wells with 
overflow, low pressure outlet channels, outlet well with antechamber and overflow, 
inlet and revision wells.  

During nuclear units full power operation the main routes for heat removal to 
final absorber are: 

•   By circulating water system – from turbine condensers to warm water channel 
and through it – to Danube River; 

•   By industrial water supply system of the normal operation system consumers  
– to warm water channel and through it – to Danube river; 

•   By industrial water supply system of safety systems consumers – to spray 
cooling ponds and from there – to the atmosphere. 

After reactor shutdown the decay heat removal from the fuel in the core is 
realized/removed in two stages:  

(1) by means of the second loop in steam-water mode from hot state to a state 
when it is possible to proceed to cooling by the emergency and planned cooling 
systems. 

(2)  along the 1-st loop, by the emergency and planned cooling systems through 
the cooling loop. The cooling of the safety systems consumers is through the 
industrial water supply system for the safety system consumers into the atmosphere. 
Subcriticality is secured by introduction of the regulatory bodies and boric solution 
injection systems in the 1-st loop.  

In case of complete unavailability of the second loop systems, the access to the 
1-st loop parameters, at which it is possible to proceed to loop cooling operation, can 
be realized by applying the „feed-and-bleed” procedure. 

A.2 Loss of main final absorber 

A.2.1 Schemes and procedures of heat removal to alternative heat 
absorbers  

In case of inaccessibility to Danube River because of simultaneous loss of 
coastal pump stations and/or loss of low pressure channels, emergency pump stations 
and the pipelines from the emergency pump station to the emergency volume, the 
decay heat removal from the cores of the nuclear units 5 and 6 is realized in closed 
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circuit, by industrial water supply system of the safety system consumers through the 
spray cooling ponds into the atmosphere.  

Every spray cooling pond is calculated to remove the entire heat quantity 
released in emergency mode of the unit and to ensure temperature of the industrial 
water at the inlet for cooling the safety system consumers in the range from +4oC to 
+33оС.  

A.2.2 Time limitation for using alternative heat absorber and possibilities 
to extend the available time.  

At initial water level in certain spray cooling pond corresponding to the 
maximum one and wind speed below 2 m/s the pond can operate without refill for 
30 hours. In this case, the water level in it decreases by 1.5 m. The losses from 
evaporation and water blow off are 170÷175 m3/h.  

For the filling of one spray cooling pond up to the minimum permissible level 
there are required 2526 m3 of water and to the maximum level – 7650 m3 water.  

Water supply to the spray cooling ponds can be made from: 

•  Electrical pumps of the industrial water system for normal operation 
consumers cooling system, 2 for every unit, each of flow rate 1440 m3/h. The pumps 
can operate at cold channel level above altitude mark 28 m; 

•  Diesel pumps of the industrial water system for normal operation consumers 
cooling system, 2 for every unit, each of flow rate 290 ÷ 500 m3/h. The pumps draw 
practically from the bottom of the cold channel and can use the entire emergency 
reserve of 52264 m3 in the antechamber of the circulation pump station 3 and 
21762 m3 in the antechamber of the circulation pump station 4; 

•  The pumps in the well pump stations, each of flow rate 180 m 3/h. The pumps 
are two groups and have different power supply. One pump of the group can work in 
every well pump station. The total water flow to the spray cooling ponds is 
1080 m3/h. 

The assessment of the time for emergency volume exhaustion is made under the 
following preconditions: 

•  One channel of the industrial water system for critical consumers cooling is 
sufficient for the decay heat removal from the reactor and spent fuel pond; 

•  One couple of spray cooling ponds ensures the cooling of both units 5 and 6 
through one channel of the safety systems. 
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Assuming that at the beginning of the water delivery to the ponds they are empty 
(the water has been completely carried away) for the filling of a couple of ponds to 
the minimum level of their operability 2х2526 = 5052 m3 of water are required. The 
time necessary for that is: 

•  53 min by means of the electrical pumps of the industrial water system;  
•  2 h 35 min by means of the diesel pumps of the industrial water system.  

In order to compensate the losses from evaporation and water blow off in one 
couple of spray cooling ponds (340 – 350 m3/h) it is enough one of the electrical 
pumps or one of the diesel pumps to be in operation. 

Taking into account the emergency water reserve for circulation pump station 3 
and circulation pump station 4 (total 74026 m3) and the volume required for filling 
two spray cooling ponds to the permissible minimum (on condition they have been 
completely dried) the losses from evaporation and blow off from all spray cooling 
ponds can be compensated for 197 hours, (8.2 days).  

A.3. Loss of final heat absorber and loss of alternative absorber  

A.3.1. External actions planned to prevent fuel damage  

The necessary external actions are connected with the refill of couple of spray 
cooling ponds and they should be undertaken within 8 days after the initial event. At 
this stage such actions are not envisaged in the emergency plan which comes to show 
that requirements should be described in the Business Continuity Management plan, 
(BCM Plan). 

A.3.2. Time required to recover one of the lost heat absorbers or initiation 
of external actions to recover core cooling before fuel damage in different 
operational conditions  

The following Table summarizes the results of the assessment of the stability of 
units 5 and 6 in case of loss of end heat absorber and alternative heat absorber. 

• Full power operation (for initial event 1 and initial event 2); 
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Table 1-6 Assessment of time till fuel damage in initial events with loss of end 
absorber  
Initial 
event 

Variant Time till fuel  
damage  

- Loss of coastal and well pump stations  

1 Loss of vacuum in turbine condenser  Referred to 
initial event 3, 
initial event 4 2 

2 Complete loss of feedwater to steam generator  Referred to 
initial event 3, 
initial event  4 

3 Loss of first loop cooling because of failure of the 
emergency and planned cooling system at sealed first 
loop and drained Steam Generators 
(It is considered supply of the steam generators by 
emergency supply system of steam generators and by 
one of the auxiliary feeding pumps from the chemically 
desalted water system tank) 

> 295 h (12.3 
days) 

4 Loss of first loop cooling because of failure of the 
emergency and planned cooling system at sealed first 
loop and not drained Steam Generators 
(It is considered supply of the steam generators by 
emergency supply system of steam generators and by 
one of the auxiliary feeding pumps from the chemically 
desalted water system tank) 

> 298 h (12.4 
days) 

- Interruption of the connections from spray cooling  
ponds to nuclear units 5 and 6  
1 Loss of vacuum in turbine condenser 

(It is considered supply of the steam generators by 
emergency supply system of Steam Generators and by 
one of the auxiliary feeding pumps from the chemically 
desalted water system tank) 

> 99 h 30 min 
(4.2 days) 

                                                           
2 I.е., this means that event 1 is in close dependence of events 3 and 4 (Loss of primary loop cooling 
due to failure of the emergency and planned cooling system at sealed primary loop and drained (not 
drained) steam generators) 
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Initial 
event 

Variant Time till fuel  
damage  

2 Complete loss of feedwater for steam generators  
(It is considered supply of the steam generators by 
emergency supply system of Steam Generators) 

27 - 31 h 

3 Loss of first loop cooling because of failure of the 
emergency and planned cooling system at sealed first 
loop and drained steam generators  
(It is considered supply of the steam generators by 
emergency supply system of Steam Generators and by 
one of the auxiliary feeding pumps from the chemically 
desalted water system tank) 

97:50 h 
(> 4 days) 

4 Loss of first loop cooling because of failure of the 
emergency and planned cooling system at sealed first 
loop and not drained steam generators  
(It is considered supply of the steam generators by 
emergency supply system of Steam Generators and by 
one of the auxiliary feeding pumps from the chemically 
desalted water system tank) 

100:50 h 
(> 4.2 days) 

 

A.3.3 Loss of final heat absorber in combination with complete power 
failure, (i.е. loss of offside and emergency power supply at the site). 

Simultaneous loss of power supply and final heat absorber is considered as: 
•  Loss of offside power and all stationary alternating current sources at the site 

of NPP, (emergency and auxiliary diesel generators); 
•  Loss of the main final heat absorber defined as loss of installations for water 

supply from Danube River.  
As a result of the postulated external initial event it is assumed that operational 

capabilities lose: 
•  Outdoor switchgears of NPP; 
•  Emergency diesel generators; 
•  Auxiliary diesel generators; 
•  Coastal pump stations and equipments in them, including diesel generators; 
•  Well pump stations. 
For accident management the following can be used: 
•  Mobile diesel generators and powered by them equipments; 
•  Emergency water volume in the cold channel; 
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•  Pumps with individual diesel engine, including fire extinguishing pumps; 
•  Consumers of I-st category power supply to the discharge of the storage 

batteries of safety system;  
•  Manual accessories; 
•  Other installations whose operation is not impeded by the initial event. 

A.3.3.1 Time of the site autonomy before fuel damage starts due to loss of 
water from 1-st loop.  

Further below the reaction of nuclear units 5 and 6 is examined at full capacity 
operation.  

 

Table: 1-7 Assessment of time till fuel damage at initial events with loss of 
power supply and final absorber  

Initial unit state  Assessment results 

 Operation at full power  The event is referred to the scenario of loss of 
normal and emergency power supply, failure 
of all emergency diesel generators and 
auxiliary diesel generators.  

Time till core damage: 45 – 49 hours 

 

A.3.3.2 External actions planned to prevent fuel damage.  

The emergency plan envisages use of the mobile diesel generator. 

A.4 Strategy to improve the resistance to loss of final absorber 

To make assessment of the condition, efficiency and emergency system 
availability to supply water from reservoir “Shishmanov Val”.  

 

1.2.6 Assessment of the processes/equipment in the System  

From the view point of direct terrorist threat prob abilities and engagement 
in normal operation and therefore continuous plant function, the following items 
will be examined and assessed: 

•  Circulating water system; 

•  Industrial water supply for normal operation systems consumers  
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There will not be examined and assessed: 

•  System for removal to alternative final absorber, in particular its 
subsystem of industrial water supply for safety systems consumers. This system 
and its subsystems are designed to deliver water to the safety systems consumers and 
therefore they do not correspond to the basic limitation of the analysis – only the 
functioning of the plant/reactors in full power is analyzed. The basic characteristics of 
the spray cooling ponds, the basis of the industrial water supply system of the 
safety systems consumers, are presented in item 1.2.4.5; 

•  System of heat removal from the spent fuel pond to the final consumer – 
the system is related to safety assurance and does not secure continuous operation of 
the reactors in full capacity; 

•  Systems of heat removal from the hermetical zone to final absorber – on 
the one hand, some of the systems (e.g. fan system) are not critical and particularly 
important for the continuous reactor operation and from the other, the degree of 
safety of the hermetical zone against terrorist threats is extremely high and in practice 
excludes the chance of external impact on the systems positioned in it; 

•  Control equipment and automatics – this system is of extreme importance 
for the continuous operation of the plant/reactors. It is not analyzed and assessed 
because: 

o The electric power supply is four times backed up – main, auxiliary, 
emergency and alternative sources (auxiliary diesel generators and mobile diesel 
generator). From this point of view it is practically uninterruptible in providing 
control equipment and automatics serviceability; 

o The thickness of the ferroconcrete reactor vessel guarantees 100% 
protection against electromagnetic weapon attack; 

o The level of reactors physical protection by means of consecutively 
embedded  circuits-levels of physical access guarantees 100% protection against 
physical penetration in the restricted area with the purpose of virus infiltration; 

o The system has no access to external information systems, which 
guarantees impossibility to infiltrate computer virus in it from external source; 

o The system is backed up, by «duplicate control hall », based on the 
principles of physical separation and independence. 

1.2.6.1 Circulating water system - in turbine hall 

A.1 Main function 

The Circulating water system in turbine hall is designed to deliver cooling 
water to the condensers of turbine К-1000-60/1500-2, (SD11, SD12, SD13), the 
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condensers of the turbodrives of turbine feedwater pump ОК-12, (SD51, SD52), oil 

coolers of the system for turbine bearings lubrication, (SC11÷14W01) etc. System 
commissioning in operation is one of the conditions to start vacuum gain of the 
turbine and turbodrives of turbine feedwater pump. The system provides also the 
cooling of the turbine and generator bearings. 

A.2 Equipment and systems 

A.2.1 Equipment: 

•  Circulating water pumps in circulation pump station - VC11,12,13D01,02 
– described and analyzed in item 10.4.2; 

•  Condensers SD11,12,13 – designed to condensate the waste steam in turbine 
К-1000-60/1500-2 and the steam exhausted through fast-acting reducing device for 
steam release to channel and through drains leading in it. The condenser has module 
layout of the pipe system of surface type, two-stroke, double-flow, realized in three 
shells situated under the turbine. The circulating water in the condenser is delivered 
in the bottom half of the water chamber and removed from the upper half; 

•  Condensers of turbine feedwater pump (SD51,52 ) – designed to condense 
the waste steam in turbine ОК12А; 

•  Filters  VC21,22,23N01 – designed to filter the circulating water coming at 
the inlet of pumps VC21,22D11; 

•  Oil coolers of plant transformers - SV11÷14W01, SV21÷24W01; 

•  Circulating water booster pumps - VC21,22D11 – horizontal, single-stage, 
screw type, with bilateral supply of working liquid to the rotor. They are designed to 

operate with water at temperature up to 56°С, the rotor rotation direction is left; 

•  Coolers of the generator gas, (closed loop) - ST31,32,33W01 – designed to 
cool and maintain the temperature of ST water; 

By pumps VC21,22D11, the water is delivered to the rest of the system 
consumers: 

•  Oil coolers of the turbine - SC11÷14W01 – designed to cool the oil 
delivered to the header for lubrication of the turbine assembly bearings; 

•  Cooling of generator busbars - VC43W01,02; 

•  Oil coolers of generator shaft seal system - SU21,22W01; 
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•  Oil coolers of turbine feedwater pump - SC51,52W61,62 – for cooling the 
oil delivered to oil the reducer gearing; 

•  Oil coolers for the lubrication/oiling system of SU91W01÷03 – to cool the 
oil delivered to seal the generator shaft against hydrogen leaks; 

•  Cooler of complex generator circuit breaker - VC23W01. 

A.3 Resources: 

•  Required power supply; 

•  Operable and in perfect condition mechanical, electrical, control equipment 
and automatics, availability of spare parts; carrying out regular activities of technical 
maintenance, (current – every 12 months and basic every 4 years repair) of the 
equipment in compliance with the respective schedules and  in accordance with the 
requirements of the producer; 

•  Available required number of qualified staff: 

- Operational staff for monitoring and control of the process, periodical 
rounds;  

- Repair staff – for current service and maintenance and for emergency 
duty. 

A.4 Critical points: 

•  Condensers of turbine feedwater pump, (SD51,52 ); 

•  Circulating water booster pumps - VC21,22D11; 

•  Distribution well. 

A.5 Processes – criticality: 

•  Provision of turbine vacuum; 

•  Provision of cooling of turbine and generator bearings; 

•  Collection of the discharged circulating water and its delivery to the warm 
channel. 

A.6 Assessment of the potential impact and time frame for main function 
recovery  

A.6.1 Assessment of the potential impact  

•  Break of the condensers mechanical integrity  
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•  Mechanical damage of the booster pumps or power supply failure for them; 

•  Mechanical damage of the distribution well. 

A.6.2 Determination of time frame for main functions recovery  

 

Table 1-8 
Function/Process Time of 

function 
recovery 

Document 
Source 

Break in providing the turbine vacuum  
- by damage  (explosion) of condenser   
 

1-2 months 
 

Engineering 
evaluation 

Break in the cooling of turbine or generator 
bearings  
- by failure of booster pumps or their electric 
motors  

1 - 2 days Engineering 
evaluation 

Break in collection of discharged circulating 
water and its delivery to the warm channel  
-  by damage  (explosion of distribution well 
wall); 

2-3 months Engineering 
evaluation 

 

A.7 Determination of the critical processes importance (in relation to 
technological process continuity)  

•  Critical / vitally important; 
•  Important / very necessary; 
•  Necessary / required. 

Table 1-9 
Process Description Importance in 

relation to 
technological 

process 
continuity 

Ensuring turbine 
vacuum   
 

In case of break of the mechanical 
integrity of condensers, the turbine 
vacuum is disturbed and the safety 
switches-on  

Critical / vitally 
important 
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Cooling of turbine 
and generator 
bearings  

In case of break of the mechanical 
integrity of booster pumps or failure of 
their power supply, the cooling of the 
oil for cooling the bearings will stop 
and the turbine or steam generator will 
switch off  

Important / very 
necessary 

Collection of 
discharged circulating 
water and its delivery 
into the warm channel  

Collapse of the distribution well will 
result in flooding the site and the 
operators will have to shutdown both 
power units  

Critical / vitally 
important 

 

 

A.8 Strategy to ensure continuous operation of the circulating water system  

- Elaboration of detailed recovery plan in case of system components 
destruction; 

- Surrounding the distribution well with wall and realization of second level of 
physical protection; 

- Securing permanent reserve fund for the described above activities. 

1.2.6.2 Industrial water supply system for the consumers of the normal 
operation systems  

A.1 Coastal pump station 

A.1.1 Main function 

The main function of the coastal pump station is by means of special water 
catchment from Danube River through two approach channels to deliver water for 
industrial water supply by cold channel (CC-1) of the NPP.  

In emergency situations by 3 emergency industrial water pumps water is 
supplied to the antechamber of the Circulation pump station.  

Water catchment from Danube River is performed by means of two approach 
channels; one of them has, in front of Coastal pump stations 2, 3 in the antechamber, 
water catchment equipment with grid for initial cleaning of the water from Danube 
River. The approach channel to Coastal pump station 1 has no water catchment 
equipment. There is a connection between the two approach channels and the warm 
channel outflow with the purpose of natural removal of coarse floating subjects. 
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The water catchment channel in front of Coastal pump station 1 has length ≅ 

340m and average width 68m, in front of Coastal pump station 2 width ≅ 40m and the 

bottom of the channels is ∇ 1750. 

In front of the buildings of Coastal pump station 1, 2 and 3 there are 
antechambers whose task is to form smooth approach to the water catchment holes of 
Pumps coastal water.  

Behind the buildings of Coastal pump station 1, 2 and 3 there are built outflow 
installations where the outlet chambers of the pressure pipelines are situated. There is 
a control gate for each chamber. 

A.1.2 Equipment and systems in Coastal pump station  

a. Main equipment in Coastal pump station  

The following equipment is located in the area of Coastal pump stations:  
• Approach channel to Coastal pump station – 1;  
• Approach channel to Coastal pump stations – 2, 3;  
• Water catchment equipment with grid in front of  Coastal pump stations - 2, 

3;  
• Connection between warm and cold channels; 
• Antechamber in front of Coastal pump station -1; 
• Antechamber in front of Coastal pump stations - 2, 3; 
• Turbine hall of Coastal pump station -1;  
• Turbine hall of Coastal pump stations - 2, 3;  
• Administrative building, (with Electric- Control hall 1);  
• Outflow equipment behind Coastal pump station -1; 
• Outflow equipment behind Coastal pump stations - 2, 3;  
• Outlet chambers of pressure pipelines behind Coastal pump station -1;  
• Outlet chambers of pressure pipelines behind Coastal pump stations - 2, 3;  
• Premise of Artesian pump station (next to the building of Coastal pump 

station -1).  
In the buildings of the Coastal pump station the following main equipment is 

located:  
• In Coastal pump station 1 there are located 10 Pumps-coastal water that are 

not physically separated;  
• In Coastal pump stations 2 and 3 there are located 24 pumps that are 

physically separated in 4 sections of 6 pumps in each section. 

b. Auxiliary systems  
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b 1.1 With the purpose to deliver water for lubrication of the rubber bearings of 
Pumps-coastal water two systems are built: 

b 1.1.1 Artesian water system: 

•  Pumps-artesian water – 3pc. for Coastal pump station - 1 with the respective 
accessories and pipelines;  

•  Pumps-artesian water – 3pc. for Coastal pump stations - 2, 3 with the 
respective accessories and pipelines;  

•   Clear water tank – 2pc. for Coastal pump station -1;  
•  Clear water tank – 4pc. for Coastal pump stations - 2, 3;  
•  Local control room for Pumps-artesian water for Coastal pump stations -  2, 3;  
•  Premise for Pumps-artesian water for Coastal pump station -1;   
•  Premise for Pumps-artesian water for Coastal pump stations - 2, 3.   

b 1.1.2 Lubricating water system: 

•  Pumps-lubricating water - 4 pumps for  Coastal pump station 1;  
• Pumps-lubricating water – 8 pumps for Coastal pump stations 2 and 3, divided 

in 2 pumps-lubricating water for each section;  
•  Emergency pumps-lubricating water – 2pc. for providing lubricating water for 

emergency pumps-industrial water. 

b 1.2 Draining-drying system  

b 1.2.1 In the building of Coastal pump station - 1: 

•  Pumps water-well– 4pc. to drain the water from the chambers of 1÷10 Pumps-
coastal water when they are dried for repair and to drain the water from the collecting 
well between 1÷10 Pumps-coastal water in the turbine hall of Coastal pump station 1;  

•  Pipelines, accessories;  
•  Local control rooms.  

b 1.2.2 In the building of Coastal pump stations 2 and 3: 

•  Pumps water-well – 8pc. to drain the water from chambers of 11÷34 Pumps-
coastal water  when they are dried for repair and to drain the water from the 
collecting well between 11÷34 Pumps-coastal water in the turbine hall 2 of Coastal 
pump stations 2, 3 (2 pumps water-well for each of the four sections);  

•  Pumps water-well – 1pc. auxiliary;  
•  Local control room of pumps water-well (in the building of Coastal pump 

stations 2, 3).  

b 1.3 Control gate equipments: 
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The technological part of the hydraulic equipment of Coastal pump station 
comprises also the inlet and outlet control gates (regulating valves) of the pumps. 
Their function is to close and open the water-way holes of pumps-coastal water 
during main repair and after its finish providing reliable back-up of the function of 
water delivery for industrial water supply by cold channel 1 of NPP. 

b.1.4 Emergency industrial watersupply system: 

Consists of 3 emergency pumps of Circulating water emergency pumps situated 
in a separate room in the building of Coastal pump stations 2 and 3. Each pump has a 
separate pressure pipeline, the pressure pipelines combining in one pressure pipeline 
which in turn divides into two pressure pipelines to deliver water in the antechambers 
of Circulation pump station 1, (Circulation pump stations 1, 2, 3 and 4 are connected 
in series). 

b 1.5 Power supply: 

•  Operational power supply – from outdoor switchgear of NPP – input  
“Neutron”, 220 kV, (supplies I, II, III, IV section, 6 kV );  

•  Operational power supply – from outdoor switchgear of NPP - input  “Atom”, 
220 kV, (supplies V, VI section, 6 kV );  

•  Backup power supply – from outdoor switchgear of NPP, input “Harlets”, 110 
kV, (manual auxiliary, by order);  

•  Diesel generator station, consists of two diesel generators of active power 
1600 kW each;  

•  Turbine hall of Diesel generator station;  
•  Storage batteries – 2pc. – (storage battery Electric- Control hall and storage 

battery Diesel generator station).  

b 1.6 Cooling system of electric engines of Pump-coastal water:  

•  Pumps-cooling water for cooling the oil bath of 11-34 Pumps-coastal water  
(14pc. pumps-cooling water, one for each 11-34 Pumps-coastal water);  

•  Oil  system for cooling the bearings of electric engines of 1-10 Pumps-coastal 
water of Coastal pump station -1;  

•  Oil system for cooling the bearings of electric engines of 11-34 Pumps-coastal 
water of Coastal pump stations -2,3.  

b 1.7 Fire detection and fire extinguishing systems:  

•  Fire extinguishing system for cable tunnels of Coastal pump stations -2,3;  
•  Fire detection at altitude mark 28.70 m – of Coastal pump stations 2,3;  
•  Fire detection system in the turbine hall of diesel generator station.  
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The described auxiliary systems are located in Coastal pump stations 1, 2 and 3 
which provides reliable backup of the function for water delivery for industrial 
watersupply by cold channel-1 of NPP. 

A.1.3 Resources: 

•  Required electric power supply; 
•  Sufficient water level of Danube river;  
•  Passability  through the grids of the suction part of pumps- coastal water:  
o Technically reliable facilities for cleaning the rough grids of Coastal 

pump stations 1, 2, 3. 
•  Reliable and technically in good shape mechanical, electric and contol 

equipment and automatics, available spare parts; carrying out regular activities of 
technical support (current repair every 6 months and main repair every 5 year) of the 
equipment in compliance with the schedules in accordance with the requirements of 
the producer; 

•  Available required number of qualified staff: 
- Operational staff for control and monitoring of the technological process, 

regular rounds;  
- Repair staff – for current service and maintenance, and emergency duty;  
- Authorized staff to clean the grids in case of plugging, (reduction of 

passability); 
•  Quality of water – absence of duckweed, petroleum spots, etc.  

A.1.4 Critical points:  

• Water level of Danube River;  
• Water catchment equipment with grid front of Coastal pump station -2, 3;  
• Grids of the suction chambers of Pumps-coastal water, (reduction of 

passability), (minimum level to altitude mark 20.70 м);  
• Minimum number of pumps – for providing the required flow of circulating 

water for the units, (18 pumps);  
• Power supply – main and backup. 

A.1.5 Processes – criticality: 

• Suction of water from the suction chambers ; 
• Water delivery of the required flow to the Circulation pump station; 
• Cooling of the bearings of electric engines; 
• Control (Control equipment and automatics).  
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A.1.6 Assessment of the potential impact and time frame for main function 
recovery  

A.1.6.1 Assessment of the potential impact  
a. Grids pollution/plugging: 
- by duckweeds, trees, bushes, biological wastes;  
- ice drift; 
- industrial wastes, (petroleum and others). 

b. Grids tearing:  
- pumps mechanical failure. 

c. Power supply failure of Pumps–coastal water:  
- main and auxiliary – transition to operational mode of power supply by 

emergency diesel generators of Circulating water  emergency pump. 

d. Water delivery of the required flow to Circulation pump station: 
The cold channel level for normal operation of the units depending on the 

industrial water consumption is: 
 = cold channel maximum level – altitude mark 32,40; 
 = minimum level of cold channel 1, in case of working units 5 and 6 and non 

working warm water recirculation at Circulation pump station is altitude mark 31,80; 
 =  minimum level of cold channel 1, in case of working units 5 and 6 and warm 

water recirculation in operation at Circulation pump station 1 is altitude mark 31,65; 
 = minimum level of cold channel -1, with one unit in operation and not 

operating warm water recirculation at Circulation pump station 1 is at altitude mark 
31,50; 

е. Loss of cooling of the bearings of electric engines:  
 - automatic stop of Pumps-coastal water at temperature of bearings above 

70оС. 

f. Control (Control equipment and automatics):  
 - there is 100 % loss of the possibility to control the inlets 220/110 kV. 

A.1.6.2 Determination of time frame for the main functions recovery 

Table 1-10 

Function/process Time for function 
recovery 

Document  
Source   

Contamination /silting up of the rotating 
grid  

  

- by duckweeds/biological wastes 20-30 minutes Engineering 



 

 65 

assessment 
- industrial wastes (petroleum and other  
by-products) 

30-60 minutes Engineering 
assessment 

Failure of pumps power supply  10 minutes 
 
 
 
 
 

1-24 hours to 
recovery of  power 

supply 220/110 
kV 

 

10 min. – in case of 
failure of main and 
manual  switching 
over of auxiliary 

power supply 
 

1-24 hours in 
failure of auxiliary 

power supply 
depending on the 

cause 
Engineering 
assessment 

Mechanical damage of pump electric 
motor  

7 days to 6-7 
months 

Engineering 
assessment; 

7 days – if the 
storehouse of the 

plant-successor has 
available one 

6-7 months – if 
there is no 

available in the 
storehouse 

Disabled Control hall  – with destruction 
of sections Control equipment and 
automation  

from 15 days 
to 1-3 months 

Engineering 
assessment 

Loss of cooing of electric engines 
bearings  

Up to 24 hours Engineering 
assessment 

 

A.1.7 Determination of the critical processes importance (in relation to the 
technological process continuity) 

• Critical / vitally important;  
• Important / very necessary;  
• Necessary / required. 
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Table 1-11 

Process Description Importance in 
relation to 

technological 
process 

continuity  
Contamination /silting 
up of the grids    

Contamination by duckweeds, trees, 
bushes will lead to decrease of the 
pump flow rate and their gradual stop, 
(lowering of the level of cold channel 
1)  

Necessary / 
required 

Failure of pumps 
power supply  

In case of main power supply failure 
the auxiliary power is manually 
switched on. When the auxiliary power 
supply   fails the pumps stop and the 
time for recovery varies from 1-24 
hours depending on the damage cause, 
place and size  

Important  / 
very necessary 

 

Mechanical damage 
of the pump (for more 
than 50 %, i.e. 17 
pumps-coastal water )  

In case of mechanical damage of one 
pump the time for recovery is from 1 
day to 3 days. 
In case of repair of one pump, 5 
remaining pumps of the section for 
Coastal pump stations 2, 3  are in 
operation  

Important  / 
very necessary 

 
 

Mechanical damage 
of electric engine (for 
more than 50 %, i.e. 
17 pumps-coastal 
water)  

Mechanical damage of electric engine 
of one pump takes 1 day to 3 days for 
recovery. In repair of one pump, 5 
remaining pumps of the section for 
Coastal pump stations 2, 3  are in 
operation  

Important  / 
very necessary 

 

Destruction of 
Control hall – panels 
Control equipment 
and automatics of 
main and auxiliary 

When Control equipment is lost, the 
control of main and auxiliary power 
inlet is lost. Pumps-coastal water in 
operation remain in operation. No 
possibility to switch-on Pumps-coastal 

Critical  / 
vitally important 
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power inlets – control 
of inlets 220/110 kV 
is lost  

water. The time for recovery is assessed 
at about 15 days to 1 month. 

Stop of cooling water 
for the electric 
engines of the pumps  

Pumps stop. Depending on the cause 
the time for recovery varies from 1-24 
hours. 

Important  / 
very necessary 

 
 

A.1.8 Strategies to ensure continuous operation of the Coastal pump 
stations  

- Elaboration of a detailed recovery plan in case of Coastal pump station 
destruction; 

- Trained specialists of maintenance and repair – keeping up their qualification; 
- Providing minimum required reserve of spare parts and facilities; 
- Providing permanent financial resources for the above described activities. 

A.2. Circulation pump stations 3, 4 (for units 5, 6) 

A.2.1. Main functions  

The main function of Circulation pump stations 3 and 4 is to secure the normal 
operation of units 5 and 6 for production of power by delivering the necessary 
quantity of water to cool the turbine condensers of both units. 

Coastal pump station 3 and Coastal pump station 4 have identical structure. 

A.2.2 Equipment and systems in Circulation pump station: 

• Circulating water pump station: 
o Circulation pumps VC11,12,13D01,02; 
o Pressure filters of circulation pumps VC11,12,13N01,02, (in filter 

room); 
o Draining system of Circulating water pump station; 
o Rotating belt sieves. 

• System for holding back mechanical contamination at pumps inlet – 
designed to hold back mechanical contamination of size over 5mm at the inlet of 
circulation, engineering and antifire pumps and to remove the collected 
contamination in the warm channel: 

o Rotating grids – 6 pc. for circulation pumps; 
o Rotating grids – 2 pc. in the common antechamber; 
o Collecting well; 
o Dry chamber; 
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o Water chamber; 
o Crusher; 
o Sinking pumps with cutting knifes. 

• Industrial water supply pump station: 
o Industrial water pumps for non critical consumers – 6 pc.VB11 – 16D01 

– deliver water to the condensers of the steam ejection machines, technological 
condenser, oil baths of pumps in the turbine hall, consumers of apparatus room, etc.; 

o Industrial water pumps for consumers in the specialized building – 2 pc. 
; 

o Industrial water pumps for Chemical Freshened Water – 2 pc.; 
o Pumps for spray cooling ponds make-up - 2 pc.;  
o Diesel pumps 2 pc. to deliver water to the spray cooling ponds in case of 

failure of the pumps for spray cooling ponds make-up. 

• Fire protection pump station – 6 pc. electric pumps, which deliver water 
to turbine hall, apparatus room, Circulation pump station 4 and all outside objects as 
well as 2 pc. diesel antifire pumps in case there is no electric power supply; 

• Lubrication water system to deliver lubricating water for the bearings of 
circulation, engineering and antifire pumps: 

o Sand filters – 4 pc.; 
o Precipitation tanks – 2 pc.;  
o Lubrication water pumps – 4 pc. for circulation pumps; 
o Lubrication water pumps – 4 pc. for engineering pumps; 
o Lubrication water pumps – 2 pc. for antifire pumps. 

A.2.3 Resources: 

•  Required power supply; 

•  Sufficient water level in the antechamber; 

•  Passability through the grid of the suction part of circulation pumps; 

•  Operable and technically accurate mechanical, electrical and control 
equipment and automatics – availability of spare parts; 

•  Availability of the necessary number of qualified staff: 
 - operational staff for monitoring and control of the technological process, 

regular rounds; 
 - repair staff – for current service and maintenance and for emergency duty; 
 - authorized staff for cleaning the grids in case of plugging, (reduced 

passability). 
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•  Quality of water – no duckweeds, petroleum spots, alluvium; 
•  Integrity and passability of the filters installed at the pressure of the circulation 

pumps (in the filter room). 

A.2.4 Critical points: 
•  Grids, (rotating grids); 
•  Filter room; 
•  Premise of the pumps – altitude mark 0 and altitude mark - 9.60 for circulation 

pumps; 
•  Control hall – sections of the equipment control, section electric power supply, 

panels and cabinets of control equipment, (situated in one hall).  

A.2.5 Processes – criticality: 
•  Suction of the water from the antechamber; 
•  Delivery of water with the necessary flow to the condensers; 
•  Delivery of lubricating water to the electric motors of circulation pumps; 
•  Control (control equipment and automatics). 

A.2.6 Assessment of the potential impact and time frame for main function 
recovery 

A.2.6.1. Assessment of the potential impact  
a. Contamination/plugging of the rotating grids: 
- by duckweeds (biological wastes); 
- industrial wastes (petroleum and other by-products). 

b. Reduction or possible complete loss of the minimum flow through them that 
is required for unit operation: 

•  Filter room:  
o Reduction or stopping of the circulating water to the condensers. 
•  Premise of the pumps – altitude mark  0 and altitude mark  - 9.60 for 

circulation pumps: 
o Premise of pumps altitude mark 0 – failure of all pumps (without the 

mechanical part of the circulation ones) and electric motors of circulation pumps; 
o Altitude mark - 9.60 – failure of circulation pumps. 
•  Control hall - sections of the equipment control, section electric power supply, 

panels and cabinets of control equipment, (situated in one hall): 
o Failure of all systems and equipment in the Circulation pump station.  
•  Suction of water from the antechamber: 
o Reduction or possible complete loss of the minimum consumption 

through them that is required for unit operation.  
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• Delivery of water with the necessary flow to the condensers; 
o Reduction or possible complete loss of the minimum flow through them 

that is required for unit operation. 

c. Power supply failure of Circulation pump station: 
- complete stop of industrial water delivery. 

d. Stop of the cooling water for the electric motors of the circulation pumps: 
- circulation pumps stop under blocking. 

e. Loss of control: 
 - loss of up to 50 % control. 

If 3 of total 6 circulation pumps fail (50 %), but they are not neighboring (do not 
deliver to the same condenser) then the operational function will not be disturbed – 
the continuous production will go on. 

If at least two of them are neighboring (deliver to the same condenser) then the 
turbine stops and the production of electric power by the respective nuclear unit is 
terminated. 

 - loss of 100 % control.  

Complete termination of electric power production by the respective nuclear 
unit. 

A.2.6.2. Determination of time frame for main function recovery 

 

Table 1-12 

Function/process Time to recover 
the function  

Document 
Source   

Contamination/plugging of the rotating 
grid    

30 min. for 1 
pump 

 

   - by duckweeds (biological wastes) 30-45 min. Engineering 
assessment 

   - industrial wastes (petroleum and 
other by-products) 

30-45 min. Engineering 
assessment 

Power failure of the rotating grids 1 hour Engineering 
assessment 

Mechanical damage of rotating grids 2 hours Engineering 
assessment 
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Power failure of pumps  0 hour 
1-24 hours 

 

Engineering 
assessment; 

0 – actuation of back-
up power supply 

1-24 hours – in case 
of back-up power 

failure, depending on 
the cause. Main and 
back-up power are 

provided by average 
pressure sections, 

(house loads) of the 
respective units 

Mechanical damage of operational 
bodies of two neighboring circulation 
pumps, (delivering to the same turbine 
condenser) 

1-2 months Engineering 
assessment 

Mechanical damage / failure of electric 
motors or rotors of neighboring 
circulation pumps (delivering to the 
same turbine condenser) 

7 days to 6-7 
months 

Engineering 
assessment 

7 days – if in the 
storehouse of the 

plant-successor there 
are available 

6-7 months – if they 
are not available in 

the storehouse 
Mechanical damage of minimum two 
neighboring filters in the filter room  

3-4 months Engineering 
assessment 

Disabled Control hall – destruction of 
Control equipment and Electrical 
sections  

3-4 months Engineering 
assessment 

Stop of cooling water for electric motors 
of circulation pumps  

1-24 hours 
to 2-3 months 
(completely 

disabled system) 

Engineering 
assessment 
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A.2.7 Determination of the critical processes importance (in relation to the 
technological process continuity) 

• Critical / vitally important; 
• Important / very necessary; 
• Necessary / required.  

 

Table 1-13 

Process  Description  Importance in 
relation to 

process 
continuity  

Contamination/pluggi
ng of the rotating 
grids  

Duckweeds contamination will lead to 
commissioning of the drum clearing 
system. Production process will not be 
interrupted  

Necessary / 
required 

Power failure of the 
rotating grids  
 

In order not to have occlusion of the 
suction part of the circulation pumps it is 
necessary to recover their power supply. 
The recovery time is up to 1 hour, if not 
because of common reason, (see the next 
item). Besides, manual cleaning is 
possible. This will not affect the 
production process. 

Necessary / 
required 

Power failure of the 
pumps  

When the main power supply fails the 
auxiliary power supply switches on 
automatically, this is provided by sections 
of house loads with physical protection 
level 2, (situated in the unit). If the 
auxiliary power supply has also degraded 
then the recovery time varies from 1-24 
hours depending on the damage cause, 
place and size.  

Important / 
very necessary 
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Mechanical damage 
of operational bodies 
of two neighboring 
circulation pumps 
(delivering to the 
same turbine 
condenser) 

In case of degradation /destruction of two 
neighboring operational bodies with 
rotating blades it will take 3-6 months to 
order and produce new ones (the original 
plant producer is not in operation any 
more). The unit will not operate during this 
time. 

Critical / 
vitally 

important 
 

Mechanical damage 
of electric motors or 
rotors of two 
neighboring 
circulation pumps 
(delivering to the 
same turbine 
condenser) 

In case of degradation/destruction of 
electric motors or rotors of two neigh-
boring circulation pumps it will take 7 days 
for delivery and installation if they are 
available in the storehouse and 6-7 months 
for order and production, delivery and 
installation of new ones  (the original plant 
producer is not in operation any more). The 
unit will not operate during this time. 

Critical / 
vitally 

important 
 

Mechanical damage 
of minimum two 
neighboring filters in 
the filter room  

In case of degradation /destruction of two 
neighboring filter bodies it will take 3-4 
months for order, production, delivery and 
installation of new ones. The unit will not 
operate during this time. 

Critical / 
vitally 

important 
 

Disabled Control hall 
– destruction of 
Control equipment 
and automatics 
sections. 

In case of degradation /disablement of 
Control hall where all control sections plus 
Control equipment and electric panels are 
located it will not be possible to control the 
circulation pumps and the remaining 
auxiliary systems which will result in unit 
stop. The recovery time is assessed to 3-4 
months  

Critical / 
vitally 

important 
 
 

Stop of cooling water 
for electric motors of 
circulation pumps  

The circulation pumps stop and the basic 
function is disturbed which enforces 
suspension of power production; 
depending on the cause the recovery time 
varies from 1-24 h.  In case of system full 
destruction/degradation 2-3 months are 
necessary for production, delivery and 
installation. 

Critical / 
vitally 

important 
(if not 

recovered 
within 1 hour) 
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A.2.8 Strategy to ensure continuous operation of Circulation pump station   

- Elaboration of a detailed recovery plan in case of Circulation pump station 
destruction; 

- Building of automatic admission station at the inlet of filter room for higher 
level of physical protection;  

- Building of automatic admission station at all inlets of the pump room at 
altitude mark 0 and altitude mark - 9.60 of Circulation pump station for higher level 
of physical protection; 

- Providing constant financial fund for the above described activities. 

A.3 Warm channel of industrial water supply  

A.3.1. Main functions 

To remove the discharged industrial water Danube River as final absorber 

A.3.2. Resources: 
•  Sufficient level of the channel – above altitude mark 31.50 in the beginning of 

the open part; 
•  Operable and technically accurate Control equipment and automatics – 

signaling device level (emission of signals from Main control room and Control room 
of Coastal pump station) – availability of emergency back-up (storehouse of building 
materials, contract with company for maintenance of the level gauges); 

•  Availability of necessary number of qualified personnel: 
 - operational staff for control of the embankment and coating condition, 

condition of level gauges and  control rods for measuring the level by regular rounds; 
 - the operational staff fulfils also the functions of repair staff – for current 

service and maintenance of the installation and for emergency duty. 

A.3.3. Critical points: 
•  Channel sectors in process of piling up (risk of embankment failure); 
•  Level gauges power supply – duplicated by level measuring rods. 

A.3.4. Processes – criticality: 
•  Decrease/increase of level in the channel by no more than 70 cm/hour, (risk of 

coating failure ) 
•  Level decrease below altitude mark 31.50 at the beginning of the open sector. 
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A.3.5. Assessment of the potential impact and time frame of main function 
recovery  

A.3.5.1. Assessment of the potential impact  

Channel sectors in process of piling up:  
o Disturbance of the process of discharged circulation water removal from 

the unit – risk of coating failure. 
•  Power failure of the measuring devices: 
o No possibility of remote finding out of the process related to disturbance 

of discharged circulation water removal from the unit. 
•  Decrease/increase of level in the channel by no more than 70 cm/hour:  
o Disturbance of the process of discharged circulation water removal from 

the unit - risk of coating failure. 
•  Level decrease below altitude mark 3150 in the beginning of the open sector: 
o Risk of accident in the low pressure channels. 

A.3.5.2. Determination of time frame to the main functions recovery 

Table 1-14 

Function Time to recover 
the function 

Document 
Source   

Disturbance of the process of 
discharged circulation water removal 
from the unit 

3 hours 
(availability of 
auxiliary warm 

channel 2) 

Engineering 
assessment 

Processes 
Power failure of measuring devices  48 hours Engineering 

assessment 
Decrease/increase of the channel  level 
by more than 70cm/hour  with 
destruction of channel coating and 
gradual water infiltration/outflow  

168 hours 
 

Engineering 
assessment 

Decrease of channel level below 
altitude mark 31.50 connected with 
destruction of the warm channel 
embankment/wall 

3 hours 
(time required to 
transfer the water 

into auxiliary 
warm channel  2) 

Engineering 
assessment 
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A.3.6. Determination of the critical processes importance (in relation to the 
technological process continuity) 

•  Critical / vitally important; 
•  Important / very necessary; 
•  Necessary / required.  

 

Table 1-15 

Process  Description  Importance in 
relation to 

process 
continuity  

Decrease of channel 
level below altitude 
mark 31.50 connected 
with damage of its 
integrity  

 In case of such event there is risk of 
accident in low pressure channels. 
In case of accident in low pressure 
channels the water is transferred 
through warm channel 2. 
The time for linking up the auxiliary 
warm channel 2 is 3 hours. During 
that time the units will be able to 
operate continuously. 
The time for recovery of the 
channel integrity in this situation 
depends of the size of the accident – 
minimum 168 h. 

Critical/vitally 
important 

Decrease/increase of 
channel level by more 
than 70 cm/hour with 
damage of the channel 
coating and gradual 
penetration/outflow of 
water  

In case of such event the channel 
coating may crash and the channel 
will start to drain.  
The time for linking up the auxiliary 
warm channel 2 is 3 hours. During 
that time the units will be able to 
operate continuously. 
The time for recovery of the 
channel integrity in this situation 
depending on the size of the 
accident is assessed to minimum 
168 h. 

Important / very 
necessary 
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Power failure of the 
level measuring 
devices or damage of 
the level gauges 
which requires their 
replacement   

The time for replacement/repair of 
the electric level gauges is 48 hours 
but they are backed up by 
measuring rods and the level can be 
regularly visually controlled by the 
operational staff and reported by the 
communication systems.  

Necessary / 
required 

 

A.3.7. Strategy to ensure continuous operation of warm water channel  
- Elaboration of detailed recovery plan in case of warm channel disintegration; 
- Building of surrounding protective fence for the auxiliary warm channel; 
- Ensuring the necessary resource in the emergency reserve of building materials 

for critical drain of the warm channel; 
- Ensuring permanent financial fund for the above described activities. 

A.4 Cold channel of industrial water supply (including collecting ponds in 
front of Coastal pump station and antechambers in front of Circulation pump 
station). 

A.4.1. Main functions 

Supplies the necessary water for technological needs from Coastal pump station 
to Circulation pump station. 

A.4.2. Resources: 
•  Sufficient level of the channel – above altitude mark 31.10 at Circulation 

pump stations 3 and 4, (antechamber) and above altitude mark 31.5 at Coastal pump 
station; 

•  Troublefree outflow located at the end of curve 8; 
•  Operable and in good technical condition Control equipment and automatics – 

level of signaling devices (outgoing signals of Main control room and Control room 
of Coastal pump station),  availability of emergency reserve (storehouse of building 
materials); 

•  Availability of the required number of qualified staff: 
 - operational staff for control of the condition of the embankments and coating, 

condition of level gauges and measuring rods for level measurement through regular 
rounds; 

 - the operational staff fulfils also the functions of repair staff – for current 
service and maintenance of the installation and for emergency duty. 
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•  Quality of water – no duckweeds, petroleum spots and by-products. 

A.4.3. Critical points: 
• Overflow at curve 8;  
• Embankment Sectors of the channels; 
• Power supply of the level gauges. 

A.4.4. Processes – criticality: 
•  Decrease/increase of channel level by not more than 70 cm/hour; 
•  Decrease of level below altitude point 31.10 at Circulation pump stations 3 

and 4 (antechambers) and below altitude point 31.5 at Coastal pump station; 
•  Contamination by duckweeds, petroleum spots and by-products; 
•  Filling the antechambers at Circulation pump stations 3 and 4 with alluvium. 

A.4.5. Assessment of the potential impact and time frame of main function 
recovery  

A.4.5.1. Assessment of the potential impact  

•  Overflow at curve 8: 
o Secures emergency volume ~120 000 m3. 
•  Embankment Sectors of the channels:  
o Disturbance of the process of water supply to Circulation pump stations 

– danger of embankment failure. 
• Outage of the measuring devices: 
o No possibility of remote detection of the process connected with the 

supply of the necessary quantity of water for technological needs. 
•  Decrease/increase of the channel level by not more than 70 cm/hour:  
o Disturbance in the supply of the necessary quantity of water for 

technological needs - danger of embankment failure. 
•  Level decrease below altitude mark 31.10 at Circulation pump stations 3 and 

4, (antechambers) and below altitude mark 31.5 at  Coastal pump station: 
o Decrease of the minimum permissible water level required for the 

normal function of the circulation pumps. 
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A.4.5.2. Determination of time frame to the main functions recovery 

 

Table 1-16 

Function  Time to recover 
the function 

Document  
Source   

Stop of the water supply from Coastal 
pump station  

Refers to the time 
for Coastal pump 
station recovery 

- 

Processes  
Loss of emergency volume as a result 
of overflow wall degradation at curve 8 

1-2 months Engineering 
assessment 

Decrease of channel level below 
altitude mark 31.10 at Circulation 
pump stations 3 and 4 (antechambers) 
and below altitude mark 31.50 at 
Coastal pump station connected with 
embankment/wall damage  

3-4 months Engineering 
assessment 

Decrease /increase of channel level by 
more than 70 cm/hour with channel 
coating damage and gradual infiltration 
/outflow of the water  

72 hours 
 

Engineering 
assessment 

Power breakdown of the measuring 
devices or failure of the level gauges 
which requires their replacement  

24 hours Engineering 
assessment 

Contamination with duckweeds  2  hours Engineering 
assessment 

Contamination with petroleum spots  10 days Engineering 
assessment 

Filling the antechambers of Circulation 
pump stations 3 and 4  with alluvium   

1/4 hours Engineering 
assessment 

 

A.4.6. Determination of the critical processes importance (in relation to 
continuity of technological process) 

• Critical / vitally important; 
• Important / very necessary; 
• Necessary / required.  
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Table 1-17 

Process Description  Importance in 
relation to 

process 
continuity  

Loss of the emergency 
volume as a result of 
damage of the overflow 
wall at curve 8 

The emergency volume of  
~120 000 m3 will be sufficient 
for circulation pumps operation 
for ~1200 seconds, i.e. the units 
must stop and switch over to 
emergency cooling by spray 
cooling ponds. When the 
overflow wall at curve 8 is 
destructed, 1-2 months will be 
necessary to recover it. 

Critical /vitally 
important 

Decrease of channel level 
below  altitude mark 31.10 
at Circulation pump 
stations 3 and 4 
(antechambers) and below  
altitude mark 31.50 at 
Coastal pump station 
connected with 
embankment/wall 
destruction  

In case of such event the 
channel will start to drain.  
On decrease of level in the cold 
channel: 
- L ≤ ∇30.00m – warning signal 
of Main control room; 
- L ≤ ∇29.40m – interdiction 
for switching on circulation 
pumps of  Circulation pump 
stations; 
- L ≤ ∇29.00m – circulation 
pumps of  Circulation pump 
stations switch off. 
The time for recovery of the 
channel integrity is assessed to 
3-4 months depending in the 
size of destruction. 

Critical /vitally 
important 

Decrease /increase of 
channel level by more 
than 70 cm/hour with 
channel coating damage 
and gradual infiltration 
/outflow of the water  

In case of such event the 
channel will start to drain, the 
time to recover the channel 
integrity in this situation is 
assessed to 72 hours. 

Critical /vitally 
important 
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Power breakdown of the 
level measuring devices or 
failure of the level gauges 
which requires their 
replacement  

The time for replacement/repair 
of the electric level gauges is 24 
hours, but they are backed up 
by measuring rods and the level 
can be regularly controlled 
visually by the operational staff 
and reported by the 
communication system.  
The level should be observed 
and reported constantly: 
• On decrease of level in the 
cold channel: 
- L ≤ ∇30.00 m - warning 
signal of Main control room; 

- L ≤ ∇29.40 m - interdiction 
for switching on circulation 
pumps of  Circulation pump 
stations; 
- L ≤ ∇29.00 m - circulation 
pumps of  Circulation pump 
stations switch off. 

Necessary 
required 

Contamination with 
duckweeds 

Modernized drum system of 
Circulation pump stations 3 and 
4 switches on to clean the 
duckweeds. The recovery time 
is assessed to 5-10 minutes. 
There is no effect on the 
production process. 

Necessary 
required 

Contamination with 
petroleum spots 

System for collecting petroleum 
spots is being installed. The 
recovery time is assessed to 2 
hours. There is no effect on the 
production process. 

Necessary 
required 

Filling the antechambers 
at Circulation pump 
stations 3 and 4 with 
alluvium. 

Cleaning does not affect the 
production process. 

Necessary 
required 
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A.4.7. Strategy to ensure continuous operation of the cold water channel  
- Elaboration of detailed plan for action in case of cold channel damage. This 

plan should be a part of a more general plan of antiterrorist protection; 
- Ensuring of the necessary resource in the emergency reserve of building 

materials in case of critical outflow from the cold channel; 
- Ensuring of permanent emergency financial fund for cold channel recovery in 

case of destruction. 

 

1.2.7 Prioritization of functions, processes/equipment  

The carried out in item 9 and item 10 analysis and assessment of the criticality 
of system functions, processes and equipment require they to be ranked with the 
purpose of future formulation of the necessary strategies and resources for securing 
their continuous operation, wherefrom the system continuous operation. The 
strategies and resources will become an irrevocable part of the Business Continuity 
Management System and particularly in the Business Continuity Plan will be entered 
in details not only the activities and the accompanying them resources but also the 
responsibilities of the personnel for maintaining the system continuity. 

As already noted, the main functions that are critical and whose loss leads to 
undesired consequences for the functioning of the Plant are: 

• Power supply and its loss; 
• Final absorber and its loss. 

From the view point of power supply, in item 9 there are presented different 
variants in case of its loss which assess the possibilities of counteraction with the 
available means in the frames of the Plant.  

In case of loss of offsite power and emergency diesel generators, in full power 
operation, the first three days prove to be critical, i.e. during this time the three tanks 
of the emergency supply system of Steam Generator and the chemically desalted 
water tank will be exhausted. 

In case of loss of offsite power, emergency diesel generators and auxiliary diesel 
generators, in full power operation, the first 28 hours prove to be critical, i.e. during 
this time the water reserve of the emergency supply system of the steam generator 
will be exhausted. 

In case of loss of offsite power, emergency diesel generators, auxiliary diesel 
generators and the mobile diesel generator, in full power operation, the first 6-8 hours 
prove to be critical, in the frames of which the Steam Generator may be dried. For 
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this period of time, in order to prevent the fast increase of the fuel temperature, it is 
necessary to secure normal water supply to the Steam Generator. 

On the basis of the above mentioned, it is obvious that in case of loss of electric 
power supply, the reaction teams in charge of the recovery in its normal parameters, 
should have to provide the necessary materials, tools and equipment for reaction in 
the frames within 8 hours. 

In case of main final absorber loss, the time required to fill a couple of spray 
cooling ponds to the minimum level at which they are operable (in case the water has 
been fully carried away) is as follows: 

• 53 minutes by the electrical pumps of industrial water system;  
• 2 h 35 minutes by diesel pump of industrial water system.  

In case of loss of the main final heat absorber and alternative absorber, the 
necessary outside actions are related to couple of spray cooling ponds make-up and 
these actions should be undertaken within 8 days after the initial event. In this case 
the safety systems will be actuated and the reactor will be brought out of power 
operation which will result in break of the plant normal operation, i.e. safety will be 
secured but not continuity of its basic function. Therefore, it is necessary by the 
emergency system for water supply from reservoir “Shishmanov val” to provide, as 
minimum obligatory condition, the necessary volume of water resource, by which for 
53 minutes by means of the electrical pumps of industrial water system to ensure the 
filling of a couple of spray cooling ponds up to the minimum operational level. 

From the view point of this part of the final absorber, considered in the frames 
of the system, the prioritization criteria of the processes/equipment of the respective 
subsystems are already given in item 10, and they are: 

•  Critical / vitally important; 
•  Important / very necessary; 
•  Necessary / required. 

On this basis it is proposed the following prioritization of the critical 
processes/equipment of the System for heat release and its transformation into kinetic 
energy of Steam Generators of WWER- PWR reactor type. 

Critical/vitally important 
•  Provision of vacuum for the turbine; 
•  Collection of the discharged circulation water and its delivery to the warm 

channel; 
•  Collapse of the Coastal pump station control room - panels Control equipment 

and automatics of main and back-up power supply inlets; 
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•  Mechanical damage of the operating bodies of two neighboring circulation 
pumps (supplying the same turbine condenser); 

•  Mechanical damage of the electric engines or rotors of two neighboring 
circulation pumps (supplying the same turbine condenser);  

•  Mechanical damage of minimum two neighboring filters in the filter room; 
•  Disablement of the control room of Circulation pump station – with damage of 

sections Control equipment and automatics; 
•  Break in the cooling water for the electric engines of the circulation pumps; 
•  Decrease of cold channel level below altitude mark 31.50, connected with 

damage of its integrity; 
•  Loss of the emergency volume as a result of degradation of overflow wall at 

curve 8; 
•  Decrease of channel level below altitude mark 31.10 at Circulation pump 

stations 3 and 4 (antechambers) and below altitude mark 31.50 at Coastal pump 
station connected with embankment/wall damage; 

Important/very necessary  
•  Cooling the bearings of the turbine and Steam Generator; 
•  Outage of the pumps in Coastal pump station; 
•  Mechanical damage of pump in Coastal pump station (for more than 50 %, i.e. 

17 pumps-coastal water); 
•  Mechanical damage of electric engine in Coastal pump station (for more than 

50 %, i.e. 17 pumps-coastal water); 
•  Break in cooling water for pump electric engines of Coastal pump station; 
•  Breakdown of electric power supply for the pumps in Circulation pump 

stations; 
•  Decrease /increase of the channel level by more than 70 cm/hour with channel 

coating damage and gradual water infiltration/draining.  

Necessary /required 
•  Contamination/plugging of the pump grids in Coastal pump station; 
•  Contamination/plugging of the rotating  sieves of the circulation pumps; 
•  Breakdown of power supply for the rotating sieves of the circulation pumps; 
•  Breakdown of power supply for the level measuring devices or failure of the 

channel level gauges which requires their replacement; 
•  Cold channel contamination by duckweeds; 
•  Cold channel contamination by petroleum spots; 
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•  Filling up the antechambers of Circulation pump stations 3 and 4 with 
alluvium. 

 

1.2.8 Strategy to ensure system continuous operation  

The strategy of ensuring continuous operation of the system is a combination of 
the strategies of ensuring the activity of the main functions of the Plant related to the 
functioning of the System and those related to its processes and equipment. 

For the purposes of improving the stability of Plant operation in case of loss 
of power it is necessary to: 

• Provide 2 pc. of new mobile diesel generators;  
• Provide power for charging one of the storage batteries of the emergency 

systems from mobile diesel generator. 

In order to improve the stability of the Plant operation related to loss of 
final absorber it is necessary to make an assessment of the condition, efficiency 
and availability of the emergency system to supply water from reservoir 
“Shishmaov val”. 

To provide continuous operation of the circulating water system it should: 
- prepare a detailed recovery plan in case of damage of the system components; 
- enclose the distribution  well 1 and make second level of physical protection; 
- provide permanent financial fund for the above described activities. 
To provide continuous operation of the Coastal pump station it should: 
- prepare a detailed recovery plan in case of Coastal pump station 

damage/collapse; 
- train specialists for maintenance and repair and keep up their qualification; 
- provide the minimum required reserve of spare parts and facilities; 
- provide permanent financial fund for the above described activities. 
To provide continuous operation of the Circulation pump station it should: 
- prepare a detailed recovery plan in case of damage of the Circulation pump 

station; 
- build automatic checkpoint at the entrance of filter room for higher level of 

physical protection; 
- build automatic checkpoint at all entrances of the pump room at altitude mark 

0 and altitude mark -9.60 of the Circulation pump station for higher level of physical 
protection; 

- provide permanent financial fund for the above described activities. 
To provide continuous operation of the warm channel it is necessary to: 
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- prepare a detailed recovery plan in case of damage of the warm channel; 
- build enclosing fence for the auxiliary warm channel; 
- provide the necessary resource in the emergency reserve of building materials 

for critical drain of the warm channel; 
- provide permanent financial fund for the above described activities. 
To provide continuous operation of the cold channel it is necessary to: 
- prepare a detailed recovery plan in case of damage of the cold channel; 
- provide the necessary resource in the emergency reserve of building materials 

for critical drain of the cold channel; 
- provide permanent emergency financial fund for the recovery of the cold 

channel in case of damage; 

Ultimately, fundamental instrument for providing continuous Plant operation, 
directly connected with its safe exploitation, is the training of the personnel by 
qualification maintenance and development of key specialists. 

The actions of the staff for maintaining the Plant continuous operation, including 
the System, are defined in the instruction for staff actions in case of accident  . 

The staff actions for diagnostics of the condition of units 5 and 6 for recovery or 
compensation of disturbed functions and prevention or limitation of the consquences 
of core damage are defined in the Symptom oriented emergency instructions, (SOEI). 
The Symptom oriented emergency instructions are developed on the basis of 
protection of the fundamental safety functions as stage procedures with description of 
basic and alternative operator’s actions in two-column format. The Symptom oriented 
emergency instructions are managed and maintained adequate to the active capacities 
by strict internal rules of verification and validation which provide for multiple 
checks before their commissioning. Analytical validation is carried out in compliance 
with original technology submitted by the Department of Energetics of USA, (DOE 
USA). The validation comprises all design modes and a wide range of accidents 
including those required by the declaration of ENSREG. 

Three sets of Symptom oriented emergency instructions are envisaged for units 
5 and 6 as follows:  

• Symptom oriented emergency instructions for power operation; 
• Symptom oriented emergency instructions for shutdown reactor with 

consistent primary loop; 
• Symptom oriented emergency instructions with inconsistent primary loop. 
The structure of Symptom oriented emergency instructions contains: 
• procedures of condition diagnostics; 
• procedures of optimum recovery; 
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• procedures of critical safety function recovery; 
• procedures of the type Accidents with protection collapse. 

The set of Symptom oriented emergency instructions for power operation is 
implemented in exploitation and circulated in the working places of the operators. 

Instructions for major accidents management are elaborated for management of 
major accidents of units 5 and 6; they follow the form of Symptom oriented 
emergency instructions. The criteria of transition from Symptom oriented emergency 
instructions to Instructions for major accidents management are determined. 

The Instructions for major accidents management for units 5 and 6 are 
developed on the  base of a systematic analysis of the procsses and phenomena 
during major accidents [18]. The purpose of the systematic analysis is to determine, 
on the base of knowledge of the processes and phenomena running in major accident 
progression, all engineering facilities (equipment and systems) which allow 
achievement of definite aims in the process of major accident management. 

The strategies specified for major accidents management are the following: 
• Pressure reduction in primary loop; 
• Pressure reduction in second loop; 
• Introduction of water in primary loop; 
• Introduction of water in second loop; 
• Pressure reduction in the containment. 

Instructions for major accident management comprises three staged procedures 
of the Control room as follows: 

• Instructions for major accident management-00 Loss of 6 kV sources of 
power supply; 

• Instructions for major accident management-01 Initial actions in major 
accident; 

• Instructions for major accident management-02 Long-term actions in major 
accident; and 

• procedures of Accident management centre in the form of  flow-chart: 
• Instructions for major accident management-01 ,,Accident management in 

availability of power sources”; 
• Instructions for major accident management -02 ,,Accident management in 

total loss of power sources”. 
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Course of lectures is developed and theoretical training carried out for the 
managing staff of Control room on the instructions of major accidents management 
[19]. 

For carrying out the training it is used full scale simulator of units 5 and 6 
(Government Decree 1000) which is maintained in compliance with the reference 
unit 6 in compliance with the requirements of the regulatory body and the standards 
covered by ANSI/ANS-3.5-1998.  

Two types of operator’s training who work in the Control room is carried out – 
supporting and initial for licensing. 

The training carried out is documented in accordance with the prescribed in NPP 
”Kozloduy” system of staff qualification. 

The following Table presents the types of drills, trainings, participants in them 
and their periodicity. 

 

Table 1-18 Types of drills, trainings and participants  

№  Type of training  Participant Periodicity 
1. General emergency training  Emergency 

structures and the 
rest of the staff 

Once per year 

2. Individual emergency training The work groups 
and teams of 
emergency 
structures 

Not less than two 
times per year 

3. Functional tests of announcement 
and information facilities  

Service and 
maintenance 
departments 

Once per month 

 

The training, emergncy drills and general emergency exercise are performed in 
compliance with approved by the execitive director schedule and prepared in advance 
and accepted program. 

The developed scenarios of emergency trainings are used to perform these with 
the emergency teams. 

The purpose of the trainings for actions in case of accident is to test and 
maintain the staff readiness for adequate behavior if accident occurs in NPP. 
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In the process of general emergency training the following is checked: 
• The operational availability of the emergency staff for correct and precise 

actions in case of accident; 
• Readiness of the emergency management group and the emergency staff 

from the groups and teams to realize the present plan in emergency situation; 
• Promptness and accuracy of the actions, organization, coordination and 

cooperation of the emergency teams; 
• Functioning of the intercommunication, warning and management systems 

in case of accident; 
• Readiness and possibility of timely staff removal; 
• Condition and operability of emergency equipment; 
• Interaction and coordination with external organizations and departments; 
• The functionality and applicability of the developed staff and population 

protection plan in case of eventual accident in NPP; 
• Availability and capabilities of the NPP staff for quick orientation and 

actions in emergency conditions; 
• Specific knowledge and skills of the staff, its practical abilities to act in 

sophisticated emergency conditions. 

The suggested measures will become the basis of the Strategy for the 
development of Business Continuity Management System. 
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Chapter Two 
Risk Analysis, Policy and Strategy for Business Continuity 
Management of NPP 

 
As already mentioned in the previous sections of the book, Risk Analysis, Policy 

and Strategy of BCM are part of the Manual for BCMS for System for removing the 
heat and its transforming into kinetic power of the steam turbine rotation of NPP.  

I allowed myself to break the sequence of steps in the creation of the Handbook 
and building BCMS as in the first chapter presented the essence and relevance of the 
Business Impact Analysis (this analysis is carried out in parallel or after the Risk 
Analysis). The latter was done in order to bring the focus on this analysis, as well as 
to take account of the fact that this matter is still not so well known among the 
experts on nuclear security. 

At the same time it is necessary to note that the configuration of this chapter is 
subject to the thesis that the Risk Analysis, Policy and Strategy of the BCM are 
fundamental to building BCMS representing input signal for the development of 
Business Continuity Management Plan.  

 

2.1 Analysis of the probability of the potential terrorist attack effect on 
system continuous function (Risk Analysis)3 

2.1.0 Introduction 

The analysis of terrorist attack risk should consider their goals as well as the 
methods and manners of their achievement. In compliance with the Frame Resolution 
of Council of Europe concerning counteraction against terrorism (2002/475/JHA) 
[20], the goals of the terrorist attacks include spreading fear among the population, 
forcing the governments to act or suspend acting in certain way or to seriously 
destabilize or destroy fundamental political, constitutional, economic or social 
structures of individual states or international organizations.  

Causing great damages on important production powers resulting in serious 
economic losses is one of the methods to achieve such goals. Because of this reason it 
is advisable for NPP (particularly concerning the System for removing the heat and 
its transforming into kinetic power of the steam turbine rotation of NPP – named in 
the followed rows as “System”) to make analysis and assessment of the risk about the 

                                                           
3 The Annexes of this Analysis belong to the NPP. 
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probability of potential terrorist act effect on the continuous operation of the 
System/plant and the results to be recorded in the adequate set of documents for its 
(and analogical to it) activity/ies.  

The System considered is of key importance for the NPP operation. The 
eventual, sufficiently long interruption of its functioning would cause interruption of 
reactors (5 and 6) operation for a long period of time. In individual cases, as a result 
most of all of operator’s mistakes in sophisticated situation created as a result of 
effective terrorist impacts on the System it is possible to provoke accidents of 
dramatic transboundary consequences. Therefore, the System may be considered as a 
preferred objective of terrorist violation because of which it is an object of the present 
risk assessment. 

2.1.1 Methodology 

The main purpose of the present risk assessment is to ensure System continuous 
function (as part of the total plant operation process), in order to guarantee continuity 
of the business processes in NPP. In this direction, at international level, there are 
developed and applied several standards, in the same time the matter being 
considered comparatively new. From the view point of the gap in the field of 
Business Continuity Management the Great Britain standard BS 25999 appears as 
basis. On its basis, by reference and enrichment of the content for the purposes of the 
organizations and regional needs, many international and national standardization 
documents are developed such as: 

•  NFPA 1600 – document of the USA National Fire Control Association, 
considering the conditions/medium of perspective access rejection; 

•  ISO 17799 – standard for information security management systems which 
manage and minimize the threats for the information; 

•  ISO 22399 – instructions for actions in case of accidents and continuity 
operative management; 

•  AS/NZS 4360:2004 – standard issued by Australia and New Zealand 
providing instructions about risk management; 

•  SPRING TR 19 – Singapore technical reference to BCM that in its base 
considers the engineering aspects of the systems; 

•  The King II report of Corporate Governance –instructions in South Africa for 
risk management considering BCM from the view point of management prospect. 

The International Standardization Organization (ISO), develops the subject of 
activity of BS 25999, as a result of that on May 16, 2012, ISO 22301:2012 „Societal 
security — Business continuity management systems — Requirements” has been 
published and enforced [21].ISO 22301emphasized the importance of:  
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•  The understanding of the organization needs and the necessity to create policy 
for business continuity and goals management;  

•  Implementation and application of control mechanism and measures for 
guidance of the organization general ability to manage accidents interrupting its 
business;  

•  Permanent control and review of the BCM fulfillment and efficiency;  
•  Permanent improvement on the basis of objective measurements. 

On the grounds of the above said it is necessary NPP to demonstrate correct 
application of the BCM process by developing and putting in operation BCM System 
of the System for heat removal and its transforming into kinetic energy of the steam 
generator (not only). In the most general lines this consists of4: 

•  Business impact analysis: Identification of the critical processes related to 
key products and services, the interdependences between the processes and resources 
required for the organization functioning; 

•  Risk assessment: ISO 22301 suggests reference to standards ISO 31000/ISO 
31010, for applying this process. The aim is a formally documented risk assessment 
process to be established, applied and maintained which systematically to identify, 
analyze and assess the risk of destructive accidents impact on the organization; 

•  Strategy of operation continuation: After implementation of the 
requirements, by Business impact analysis and risk assessment, the strategies could 
be developed in order to identify the measures that will allow the organization to 
protect and restore its critical functions, which is based on the organization stability  
towards the risk in the frames of the defined time for restoring the objects; 

•  Procedures of operation continuity: Documenting of procedures (including 
required agreements), in order to guarantee business continuity and management in 
case of destructive accident impact; 

•  Training and control: In order to ensure compliance of the procedures with 
the goals of the organization they should be periodically inspected. The training and 
control are the processes of confirming the plans and procedures of operation 
continuity. 

In the interest of methodology, for carrying out the Analysis of impact 
probability of potential terrorist attacks on the system continuous operation, the ISO 
31010 standard is used [22]. In accordance with its recommendatory requirements the 
risk assessment should include (Fig. 2-1): 
                                                           
4 It is theoretical point of view. 
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•  Identification of the risks as a result of terrorist acts; 
•  Analysis of these risks both from the view point of their potential to cause 

prolonged interruption of the production process and from the view point of the 
probability of their realization and determination of their level; 

•  Comparative assessment of risk level.  

2.1.2 System risks identification 

In the most general and complex case the business processes continuity of NPP 
and the System considered in particular could be subjected to the effect of the 
following threats (Fig. 2-2) [4]. 

The types of threats contain in them a group of events (Table 2-1) that may 
cause transition of the business processes in emergency mode or interruption [4]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 2-1 Place of risk assessment process in the risk management 
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Fig. 2-2 Threat against business continuity 

 

Table 2-1 Type of threats and their content  

Types of threats/content Types of threats/content Types of threats/content 
Natural threats Threats against machines, 

installations and buildings 
Threats against the staff 

• Floodings; 
• Tornado; 
• Hurricanes; 
• Earth quakes; 
• Snow storms; 
• Ice storms; 
• Devastating fires. 

• Fire; 
• Explosion ; 
• Loss of power supply; 
• Loss of  water supply 
installation; 
• Loss of access; 
• Failure of machines and 
installations. 

• Strikes; 
• Epidemic; 
• Risk materials;  
• Transportation 
problems; 
• Loss of key personnel. 

Threats against 
technologies 

Threats against operations Social threats 

• Viruses;  
• External penetration in 
computer networks; 
• Data loss; 
• Hardware failure;  
• Software failure ; 
• Network failure; 
• Telephone system 
failure. 

• Financial crises; 
• Loss of key suppliers;  
• Failure of equipment; 
• Normative issues;  
• Bad public image; 
• Lack of due diligence 
assessment. 

• Revolts/turbulences; 
• Protests; 
• Sabotages; 
• Vandalism; 
• Bomb threats; 
• Defilement of work 
place; 
• Terrorism 
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In this connection it is necessary to make an assessment of operations 
interruption potential from the view pint of: 

•  Loss of machines, installations or buildings; 
•  Loss of computer systems; 
•  Data loss; 
•  Loss of communications; 
•  Loss of key personnel, and etc. 

Loss of machines, installations or buildings 

It is possible machines, installations and buildings of the System considered to 
be damaged/destroyed as a result of caused floodings and fires by probable terrorist 
action. Because of this reason the potential of loss is considered as probable threat. 

Loss of computer systems 

The structure built of computer information systems and engineering facilities 
maintenance forms Control equipment and Automatics and ensures reliable operation 
of the information system in NPP. This system is of extreme importance for the 
continuous operation of the plant/reactors. It is not analyzed and assessed because: 

•  The electric power supply is four times backed-up – main, auxiliary, 
emergency and by alternative sources, (redundant diesel generators and mobile diesel 
generator). From this point of view it is in practice uninterruptible provided 
operability of the Control equipment and Automatics is ensured; 

•  The thickness of the reinforced concrete reactor vessel guarantees 100 % 
protection against electromagnetic weapon attack; 

•  The level of the reactors physical protection, by consecutively embedded 
circles-levels of physical access, guarantees 100 % protection against physical 
penetration in the protected zone with the purpose to infiltrate computer virus; 

•  The system has no access to external information systems, which 
guarantees impossibility for computer virus infiltration in it from outside source; 

•  The system is backed up, by „duplicate control hall“, on the base of the 
principles of physical separation and independence. 

•  Data loss. 

Data formation and storage is a process which is backed up and does not give 
rise to threat of interrupting NPP function on the base of the conclusions concerning 
loss of computer systems. 
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In the same time, NPP operation is controlled by Main Control Room (MCR – 
on altitude mark 6.60) by means of Computer information-control system OVATION 
developed by WESTINGHOUSE, US,which controls the safety systems, reactor 
control system, electronic control system, generator control system, turbine hall, etc. 
The system base is “SUN” servers, operational system SOLARIS 2.6, data base 
ORACLE and CISCO network equipment.It scans 80 000 signals per second; the 
controlled data and information are stored in two “history” servers located on altitude 
mark “0” in units 5 and 6 where every day in 00.00 hour backup records are made on 
optical disks for long time storage. Every month complete duplicate copying of the 
system is made and the information is stored for long term in specialized premises of 
restricted access. 

Main OVATION constructive components are the controllers, comparatively 
independent (they could function fully autonomously in case of computer system 
breakdown), basic and duplicate, with double back up power supply, which process 
the current information from the sensors and systems.  

Global time system is introduced for improvement of the accuracy and 
reliability of the computer systems by satellite system with timeserver (main and 
duplicate). 

Independent system for critical parameters control which processes the signals 
from 200 independent sensors in the leak tight zone is also located in MCR. The 
information is sent in real time to the Accident Management Center and Nuclear 
Regulatory Agency where it is kept within 8 hours. 

The safety parameters indication system analyzes up to 3000 signals per second 
from the main data flow and sends the results in real time to the Accident 
Management Center and Nuclear Regulatory Agency. 

Loss of communications 

The main communication facilities available in NPP are as follows – this 
information belongs to the NPP. 

The built and deployed announcement facilities and communication facilities – 
for information, telephone and radio interchange and loud-speaker installations, 
guarantee notification of the personnel, management bodies and population. The 
information flows are backed up because of theimpact on them and therefore they do 
not present potential danger for plant operation interruption. 
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Loss of key personnel 

The system of key personnel training is repeatedly backed up by training of 
deputies. It should be noted that the training will be presented in further document as 
part of the BCM planning process. 

For the purposes of working out the details of Probability analysis of potential 
terrorist acts impact on the system continuous operation, the probability of terrorist 
threat is considered as possible event that could provoke floodings and fires in the 
System components and to lead to disturbance of the NPP business processes 
continuity.  

2.1.3 Identification of the risks for the System as a result of terrorist acts 

The terrorist acts could be performed either through overt actions or through 
secret penetration and causing direct damages to machines and equipment or leaving 
devices which can be activated later remotely. As for prevention of secret penetration 
in NPP there are applied sufficiently large-scale measures of physical protection, the 
probability of using this method of terrorist actions is minimum and it will not be 
subject of the present study. 

Overt terrorist actions would have limited chance to succeed and would cause 
minimum effect if they are directed to damaging separate installation, machine or 
equipment. It is more probable the terrorists to aim at large scale effect, the 
counteraction to which is difficult and would result in decommission of considerable 
part of the installations, machines and equipment. Such effect would cause both 
prolonged interruption of the System function and spending considerable finances 
and materials to restore the function – both of the System and of the rest of affected 
components in the plant. It is even possible to reach a situation in which recovery of 
NPP operation will be found inexpedient. 

In case of planned penetration with the purpose to affect the system, a 
technically well-informed enemy will aim at destroying critical/vitally important and 
important/very necessary functions of it, by disabling equipment of easy access and 
that would cause long-term reactors shut-down and sizable material and financial 
losses. 

Most probably the terrorist acts would be committed by penetration of one or 
more groups of terrorists, well-armed, prepared and equipped with suitable munitions 
and auxiliary means, acquainted in advance with the NPP structure and the type, 
number and approximate location of the System critical/vitally important and 
important/very necessary equipment. 
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The methods of penetration in the NPP area could be: 
•  Penetration to the object on foot; 
•  Penetration to the object by vehicle; 
•  By parachute; 
•  Custom-made flying machines power glider/hang glider; 
•  Contamination of the cold channel water or affecting by the waters of Danube 

River or water sources near NPP. 

The results of such large-scale impacts on the System would cause fire or 
flooding, therefore these risks are defined as subject of the present study. 

2.1.4 Flooding and fire risk analysis 

2.1.4.1 Flooding risk analysis 

Floods that may affect the NPP function could be divided into internal and 
external. 

2.1.4.1.1 Internal flooding risk analysis 

Taking into account the contribution of the internal flooding risk proves to be an 
important stage of SPA from the view point of its completeness and 
comprehensiveness [23], as it is found that not a small part of the emergency event 
cases are due to internal flooding. 

As flooding it is defined every event connected with steaming, spilling, 
overflowing, splashing or pouring out of fluid (water, steam, oil and various reagents 
used to maintain water - chemical regime of the first and second loop) from broken 
pipeline (steam pipeline) or other equipment [23]. The effect of broken vessels of 
non-condensable gases (hydrogen, nitrogen, etc.) is not examined as this does not 
cause failure of technological equipment in the context of the term „flooding”.  

Splashing affects the equipment directly. Spilling affects the equipment by water 
accumulation. Pouring out is overflow of water through wells, staircase cells, lifts or 
other technological holes (holes for pipelines routing, non-hermetical penetrations, no 
gasket spots of unsealed doors, etc.). The moisture effects due to released hot water 
and steam are considered in the conventional manner in the frames of the flooding 
analysis. 

The internal flooding risk analysis considers the effect on the System equipment 
located in the turbine hall (TH) because in compliance with expert assessment it is 
assumed that the impact on the remaining System components is negligible. The 
identified flooding scenarios are grouped by certain initial events [23, Table 5-35, p. 
242÷244 – Annex 1]–turbine stop; stop of one main feed water pump; loss of both 
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turbine feed pumps; loss of main centrifugal pump cooling; loss of circulating water 
system leading to vacuum breakdown; non-operability of four fast-acting reducing 
valves and not at last place TH failure. For the most part these events could cause 
damages or emergency decommissioning of the electrical equipment. 

In determination of the frequencies of flooding occurrence the following factors 
are taken into account: 

•  Outflow from pipelines or breaking of them; 
•  Leakages from parts (cracks in the housing, shaft gaskets, rods, collapse, etc.). 

During the examination of the possible impacts on the System equipment it was 
found that the terrorists could not provoke internal flooding resulting in simultaneous 
failure of all possible channels for cooler feeding and removal or damages of the 
electrical equipment leading to reactors emergency shut-down. After elimination of 
the terrorists, the operative staff will be able to prevent further progress of the 
emergency process and limit the consequences of it. 

Taking into account the results obtained from SPA and on the basis of the above 
expert assessment the risk for the System ensuing from internal flooding caused by 
terrorists is defined as low. 

2.1.4.1.2 External flooding risk analysis 

The sources of eventual external flooding are the maximum possible natural 
water levels of Danube river, collapse of the walls of hydro system “Zhelezni vrata”’, 
accident of reservoir “Shishmanov val”, slope waters from the area “Marishkin dol”, 
waters from feeder valley “Marichin valog” and continued pouring rains on the plant 
site. For the purpose of the analysis is examined the effect on NPP of the maximum 
water levels (MWL) of the above said sources and their potential effect on the 
adjoining area as follows: 

• Determination of MWL as a result of Danube river level rise. 

In actualized technical substantiation of safety MWL are confirmed in natural 
conditions according to Table 2-2. 

 
Table 2-2 Probability of reaching MWL. 

Probability of 
reaching 

1% 0,1% 0,01% 

Water level 30,58 m 31,47 m 32,23 m 

Also, MWL at NPP, when catastrophic wave occurs, initiated by collapse of 
hydro systems “Zhelezni vrata”, is 32,53 m., and this is established 28 hours and 20 
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minutes after the supposed collapse of hydro system “Zhelezni vrata 1” and will 
continue about 2 hours. 

In all postulated cases connected with extreme rise of Danube river level, the 
MWL altitude mark in case of inundation is below altitude mark 0,00 on the site, this 
confirms the determination of the plant site as „NON INUNDATABLE". 

•  Determination of MWL as a result of broken wall of reservoir “Shishmanov 
val”, waters from feeder valley “Marichin valog”, slope waters from the area 
“Marishkin dol” and continued pouring rains on the plant site. 

The studies carried out as well as the performed activities for securing the site 
during recent years show that MWL from these sources could not cause interruption 
of NPP operation. Only, as result of collapse of the wall of reservoir “Shishmanov 
val”, it is possible for a short time the Well pump stations (WPS) to be out of service. 

•  Determination of potential impacts of MWL on the adjoining facilities in the 
lowland. 

The lowland is separated by hydro technical channels of NPP in three zones. 
The most west zone is delimited in east by warm channel-2, in south by NPP and in 
west reaches and enters Kozloduy town. The Middle one is delimited by warm 
channel-2, NPP and the double channel. The east zone is delimited by the double 
channel and the bed of Ogosta River.  

The following text considers the potential effects of flooding the three different 
zones (separately) with the purpose to show all indirect effects on the plant operation: 

- Potential effects of flooding the lowland as a result of broken embankment in 
the zone between warm channel-2 and CoPS; 

In case of collapse of the state embankment first there will be inundated and 
impeded WPS (as sources of additional water for the spray cooling ponds of units 5 
and 6), located in immediate neighborhood of the state embankment heel. The access 
to CoPS by land most probably will be cut. That will happen in the first hours after 
the collapse of the state embankment because the draining channels and roads to 
CoPS are at low altitude mark and will be quickly inundated. During lowland 
inundation and its filling up to altitude mark 32.00 it can be also expected destruction 
of part of the poles of the electric transmission network got in the way of the tide 
wave. 

The emergency pipelines from the emergency pump station of CoPS to the 
emergency volume are made of steel and laid in ditch but when crossing the draining 
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channels they are open and pass over them. These open sections are vulnerable and 
could be damaged by the tide wave. 

In the lowland formed by warm channel-2, cold channel-1 and Danube 
embankment all sewer waters pour, coming from the site of units 1 through 4 and 
from reactor compartment, diesel generator stations and Turbine hall on the site of 
units 5 and 6. The remaining part of the sewerage on the site of units 5 and 6 will be 
also blocked. That may create conditions for the water to return through the sewer 
collectors for fecal and rainwater sewerage passing along spray cooling ponds and fill 
up to the altitude mark of lowland inundation.  It is possible the sewer wells on the 
site to be full of water to attitude mark 32, 93 m. The available purification plant for 
fecal waters on the site of units 5 and 6 does not hinder water penetration through the 
residential-fecal sewerage system as it is possible the water to pass through the well 
which is used as overflow drain when the capacity of the purification plant is 
exceeded. 

- Potential effects in case of inundation of the lowland if the embankment breaks 
in the area between the town near to the NPP and warm channel -2; 

In case of inundation of the lowland of this area the final result will be that only 
a part of the poles will take on the initial shock of the tide wave because the rest of 
them are protected by warm channel -2. 

- Potential effects in case of inundation of the lowland if the embankment breaks 
in the area between CoPS and Ogosta River. 

In case of inundation of the lowland of this area, most of all electric 
transmission networks Harletz, Neutron and Danube will be affected. There are no 
other facilities in the area that have relation to NPP operation except for the open 
storehouses. Under certain conditions of the initial tide wave formation the 
embankment of warm channel-1 could erode and collapse. In pouring of water to the 
zone of the lowland between the double channel and warm channel-2 could occur 
only through the draining reinforced concrete pipelines passing under the double 
channel. 

On the basis of the above said, the more important weak places for inundation of 
NPP by MWL = 32, 93 m could be defined as follows: 

- suspension of electric power production and switching over to source of power 
supply by the diesel generators –as a result of possible dropping out of part of the 
mains connecting NPP; 

- suspension of water feeding to cold channel due to loss of CoPS and no access 
to it by land; 
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- loss of emergency refill of spray cooling ponds of units 5 and 6 due to 
dropping out of WPS; 

- flooding a part of the underground communications below altitude mark 32,93 
m–drainage in the rain sewerage and incompactness of the channels in which they are 
placed; 

- loss of the backup system (alternative) for spent nuclear fuel cooling through 
the steam generators when the fuel is placed in the reactor –dropping out of the 
pumps for steam generators emergency feeding auxiliary system. 

In the examination of the sources of eventual external floodings and their 
potential effect on the System, it was found that the terrorists could not be able to 
cause simultaneous discontinuance of critical/vitally important and important/very 
necessary functions of it, which will lead to emergency reactors shut down (but it is 
possible that they are shut down because of damages in mains poles which is not the 
subject of the present risk assessment as the poles are not components of the System). 
After elimination of the terrorists the operative personnel will be able to prevent 
further progress of the accident process and limit the consequences of it. 

Taking into account the results obtained in the Report of Bulgaria from the 
carried out stress tests of NPP and on the basis of the above expert assessment the 
risk for the System as a result of external floodings caused by terrorists is determined 
as low. 

2.1.4.2 Fire risk analysis 

2.1.4.2.1 Approach of risk analysis 

According to experimental assessment, it is determined that causing external 
fires has no potential to damage considerably the System and to affect materially its 
operation because of which this risk is assumed negligible and is not considered. 

The internal fire risk for the System is determined depending on: 
•  The terrorists possibilities to penetrate in fire cells of critical/vitally important 

and important/very necessary System components that are potentially highly 
inflammable; 

•  The terrorists possibilities to cause fires of high intensity that could not be put 
under control and extinguished in the frames of technologically safe for the System 
period of time; 

•  The possible effects on the System operation in case of fires covering 
critical/vitally important and important/very necessary System components. 
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In the studies it is assumed that for each fire cell the fire caused in it leads to loss 
of power supply to the respective components of the automated fire extinguishing 
system. 

2.1.4.2.2 Potential objects of terrorist act with the purpose to cause fire 

In selecting objects of action with the purpose to cause fire the terrorists most 
probably will direct to: 

•  Highly inflammable System components/equipment such as pumps, electric 
engines, transformers, cable networks, panels, cabinets, as well as cooling oil tanks 
whose decommissioning or destruction would lead to loss of critical/vitally important 
and important/very necessary functions; 

•  Other System components/equipment that are located in immediate 
neighborhood to the components/equipment under the above item or along the route 
to reaching these components/equipment as a result of which to achieve also 
additional effect connected with fire escalation; 

•  Highly inflammable materials with the purpose to achieve additional effect as 
a result of fire escalation. 

2.1.4.2.3 Assessment of the terrorists’ possibilities to cause fire in fire cells 
of critical/vitally important and important/very ne cessary System components 

It could be affirmed at high degree of probability that in order to achieve their 
goals the terrorists will direct to penetration in CoPS, CPS 3 and 4, TH of unit 5 and 
TH of unit 6 and fire cells of components/equipment, potential object of act. 

If with the purpose to avoid underestimation of internal fire risk, in the risk 
analysis we adopt conservative approach and assume the terrorists would succeed to 
penetrate in CoPS, CPS 3 and 4, TH of unit 5 and TH of unit 6 and would reach to 
fire cells of critical/vitally important and important/very necessary equipment [23], 
then they would be able to cause fires of high intensity in them (i.е.,self-sustained 
fires which could lead to ignition of components or materials out of the fire source 
boundaries and which could not be controlled and extinguished in the frames of 
technologically safe for the System period of time), affecting and bringing out of 
order the selected components/equipment for potential impact. 

2.1.4.2.4 Determination of fire risk level 

In the general case, the fire as risk is function of the probability such terrorist 
threat to occur (in this case), exposure to the danger and vulnerability [24], i.е. 

R = f (ЕхVxP), 

where  R (Risk) is risk, 
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Е  (Exposure) exposure to the danger and 

V (Vulnerability) is vulnerability. 

At the assumptions made (the possible penetration methods) and in case that the 
terrorists succeed to penetrate to the selected object of action, the exposure to danger 
(expressed by the possibilities of the terrorists to access highly inflammable 
critical/vitally important and important/very necessary System components) and 
vulnerability (the possibility of the terrorists to cause high intensity fire in the fire 
cells of  critical/vitally important and important/very necessary System components) 
would be high.  

Therefore, in the application of conservative approach for the risk analysis the 
risk for the System, as a result of terrorist acts causing internal fire would be high and 
the consequences of such actions most probably would lead to suspension of the 
System operation for a time period longer than the technologically admissible one for 
the reactors safe function. Objectively seen, such fires have the potential to cause 
emergency shutdown of the nuclear reactors for considerable period of time (in some 
cases even exceeding 6 months), which will give rise to considerable financial and 
material losses for NPP related to interruption of the electric power production and 
repair or replacement of System components/equipment as well as to recovery of 
damaged buildings and other facilities.  

2.1.5 Comparative assessment of risk level 

2.1.5.1 Comparative assessment of flooding risk level 

The external flooding risk analysis made shows that terrorists could temporarily 
bring out of order separate System components/equipment whose functions will be 
assumed by auxiliary/alternative components/equipment. This means that by causing 
flooding they could not achieve interruption of the System functions resulting in 
emergency reactors shut down.  

However, in the same time the risk of internal flooding as a consequence of 
realized terrorist treat and from there deterioration of the System operation that would 
lead to disturbance of its continuous operation and the continuous operation of 
the plant as a whole may be considered a risk of average level. On the one hand, 
any ill-intentioned act on the System may disturb its continuous functioning but, on 
the other hand, it is more probable if a terrorist act on NPP is planned, the aim to be 
destruction of the reactors and from there causing maximum damages on the 
personnel, economy and environment, rather than temporary disturbance of its 
functions through internal or external flooding. 
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Therefore, the risk does not exceed the accessible and permissible level and it is 
not necessary to carry out additional actions for decreasing the risk of flooding as a 
result of terrorist acts. 

2.1.5.2 Comparative assessment of fire risk level 

As in compliance with the above made risk analysis it is possible its level to be 
high then it could strongly exceed the accessible and permissible risk level because of 
which it might be necessary to develop and apply a complex of measures directed to 
decrease of exposure to danger, as well as to decrease of the vulnerability of the 
System components to fire caused by terrorists.  

2.1.6 Risk level reduction 

As on the one hand the Strategy of European Union Security [25] defines 
terrorism as “key threat” and on the other hand NPP is a strategic object of 
importance for the national security of Republic of Bulgaria [26] and the electric 
power produced by it has considerable significance both for the country economy and 
for the countries in the region it is necessary to provide plant continuous operation 
which in its turn requires application of adequate measures to decrease the risk. 

Objectively seen, the potential of decreasing the vulnerability of the 
critical/vitally important and important/very necessary System components is limited 
because on the one hand the respective components (in connection with their 
functions) have specific construction which involves corresponding vulnerabilities 
and on the other hand the decrease of vulnerability of each component individually 
not always would be rational from engineering and economical point of view. The 
decrease of vulnerability by improvement of the capacity of the fire-alarm and 
extinguishing system also may not be accepted as the most effective solution. 
Therefore, the potentially necessary decrease of the risk could be achieved first of all 
by decreasing the exposure to danger, i.е., by eliminating the possibility for the 
terrorists to penetrate in close proximity to the vulnerable critical/vitally important 
and important/very necessary System components. 

2.1.7 Recommendations for risk reduction 

The risk may be reduced by: 
•  Development of policy, strategy and plan for System continuous operation; 
•  Periodical analysis of the activity and actualization of the policy, strategy and 

plan for System continuous operation. 

The policy of securing System continuous operation should be directed to, but 
without being limited by, formulation of the basic principles and the frame necessary 
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to ensure fast reaction in crisis situations, restoring of the System to normal 
exploitation and recovery of the caused damages and sustained losses. 

The strategy for System business continuity is necessary to comprise the 
following tools of risk decreasing but without being limited to them: 

•  Improvement of the level of NPP security and protection; 
•  Building of modern systems of fire centers detection and their extinguishing; 
•  Providing uninterruptible power supply (UPS systems); 
•  Permanent back up copying of the electronic data; 
•  Reliable safe-keeping of critical documents on hard copy; 
•  Management of records; 
•  Regular maintenance (service) of the emergency equipment and materials; 
•  Examination of the personnel in advance, before joining the 

organization/going to work; 
•  Commissioning, personnel taking holidays and assigning deputies of 

absentees (management of business trips); 
•  Ensuring multitude of suppliers of critical products (materials) and services; 
•  Training the personnel for actions in various situations; 
•  Ensuring continuity of management. 

The plan of System business continuity is necessary to secure maintenance of 
its normal operation or recovery of interrupted System critical processes in the 
frames of the required for that time. It should comprise but without being limited to: 

•  Conditions of plan activation; 
•  Procedures of plan activation; 
•  Procedures for action in crisis situations; 
•  Schedule for inspection of the plan operation and of the process of its 

maintenance; 
•  Mastering the plan by the personnel and training for its application; 
•  Critical assets and resources necessary for fulfillment of the procedures in 

crisis situations. 
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2.2 Business Continuity Management Policy 

Background 

The Mission of NPP is to supply the country and the region with electric energy 
in a reliable way ensuring safe, efficient and environment friendly production at 
reasonably low price.  

In implementation of the Policy the Executive Management Team has accepted 
the following responsibilities: 

•  To regard complying with this Policy, abiding by the existing national 
legislation and international standards as its main responsibility; 

•  To ensure throughout its activities highest priority to nuclear safety, 
radiological and physical protection, and safe nuclear fuel operation and radioactive 
waste management;  

•  To ensure the protection of the society and the environment from harmful 
influences, related to the Company’s activities;  

•  To improve the working conditions of all of its employees; 
•  To ensure that the personnel is qualified, certified and motivated; 
•  To implement the “not subject of accusation” principle when reporting errors;  
•  To make use of operational experience and good practices; 
•  To maintain market and financial stability; 
•  To build mutually beneficial and trustworthy partnerships with goods and 

services suppliers; 
•  To ensure meaningful involvement of all level managers in goals and tasks 

formulation as well as creation of atmosphere favouring personnel’s active 
contribution to their achievement.     

•  To assess annually the Policy implementation and undertake necessary action 
for its regular improvement.  

The NPP System for removing the heat, its transforming into kinetic power of 
the Steam Turbine Rotation consists of the following Subsystems: 

•  Circulating water system – from the Circulation pump station to the turbine 
condensers and from there to the warm channel and through it to the Danube River; 

•  System for industrial  water supply of the normal operation systems consumers 
– from Danube River through the River bank pump station in the cold water channel 
to the Circulation pump station; 

•  System for industrial water supply of the safety systems consumers – to the 
spray cooling ponds and from there to the atmosphere. 
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Purpose 

The purpose of this policy is to formalize the Business Continuity Program of 
the “System” and to provide guidelines for developing, maintaining and exercising 
Business Continuity Plan (BCP).  

This policy establishes the basic principles and framework necessary to ensure 
emergency response, resumption and recovery, restoration and permanent recovery of 
the System’s operations and  activities during and after terrorist attacks. 

Scope 

The scope of this BCMP is limited to the elements and their locations of the 
System. The NPP shall be prepared for scenario, based on the probability of a 
terrorist threat against the “System” and meeting the requirement for ensuring its 
technological process continuity. From this point of view, the efforts will be directed 
towards NPP infrastructure objects within which Subsystems of the System are 
functioning. 

This policy of  the NPP provides guidance for the resumption and recovery of 
time sensitive operations of the System in accordance with pre-established 
timeframes as well as ensuring that adequate plans are in place. 

Statement of the Policy 

The NPP recognizes the potential risks associated with interruptions of the 
System’s operations and the importance of maintaining viable capability to continue 
it’s technical processes with minimum impact in the event of a terrorist threat.   

The NPP must develop, exercise, test and maintain plans for the resumption and 
recovery of the System’s operations and processing resources. The resumption and 
recovery activities must be based on a Risk Assessment and Business Impact 
Analysis that considers potential losses and impacts due to terrorist threat.  

These plans shall anticipate a variety of probable scenarios and ensuring the 
necessary ability of the System to continue its critical technical processes in spite of a 
terrorist threat or to resume them before their unavailability disrupts the work of the 
System. 

Policy intent 

This policy provides the principles and responsibilities for responding to 
disruptions from terrorist threat  in a way that ensures critical functions (processes) 
are maintained or restored in a timely fashion, whilst minimising the impact to the 
critical functions (processes) and equipment. 
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Policy objectives and principles 

The Business Continuity Management Policy seeks to: 
•  ensure the continuity of criticall functions (processes) of the System; 
•  allocate BCM roles and responsibilities to staff in the event of a terrorist 

threat; 
•  allocate management responsibility for the implementation, monitoring and 

review of BCM documentation;    
•  provide a consistent approach to BCM aligned to the international or national 

standards; 
•  integrate BCM within the System’s Risk Management Framework and 

processes; 
•  business continuity will be managed in accordance with the procedures set out 

in the System’s Business Continuity Management Framework - Likelihood analysis 
of the impact of potential terrorist attacks on the continued functioning of the System, 
Business Impact Analysis,  Business Continuity Management Strategy, Business 
Continuity Plan, Business Continuity Plan, Corrective and preventive actions, 
Training.  

Policy Compliance 

Consistent compliance with this policy is essential to its effectiveness. All 
System groups and units are expected to adhere to this policy and to follow it 
consistently. The Executive Management Team will assess the preparedness of all the 
organizational (operational) groups and units and report annually to senior 
management - Ministry of Economy, Energy and Tourism.  

Applicable International or National Standards 

International standards such as BS – 25 999:2006, require organizations to have 
a clearly stated BC Policy to guide BC Planning and execution. The System’s BC 
Policy is based on these international standards and also takes direction from the 
Effective Business Continuity Management Practices. 

BS – 25 999:2006 and Effective Business Continuity Management Practices and 
other publications provide an overview of the activities and outcomes involved in 
setting up a BC management process and makes recommendations for best practices.  

There is not National Standards for Business Continuity Management. The 
presented BS 25 999:2006 is implemented as national standard in this field.  

Key Stakeholders 
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The key stakeholders who participate in institutional BC Program, planning and 
governance are senior management and critical systems and applications owners 
(groups and units): 

•  Executive Management Team; 
•  Business Continuity Coordinator; 
•  Business Continuity Management Group; 
•  Emergency Response Group to the “Hydro-technical equipment and 

Construction  services – HTE&CS" Workshop; 
•  Analysis and Forecasting Group; 
•  Damage Assessment Team; 
•  Logistics/Transportation Team; 
•  PR/Communication Team; 
•  Facilities/Security Team;  
•  Human Resources Team; 
•  Accounting Team; 
•  Telecommunication and IT Team; 
•  Supporting Services. 

Policy Sponsor 

Executive Director of NPP. 

Contact Person 

The following person may be approached on a routine basis in relation to this 
policy – for each organization this person is specified.  

 

2.3 Business Continuity Management Strategy 

Background 

The Business Continuity Management Strategy sets the framework for BCM 
programme of the NPP System for removing the heat, its transforming into kinetic 
power of the Steam Turbine Rotation – further below presented as “the System”. 

The main elements and purpose of the BCM Strategy are to: 
•  Appoint an executive with overall responsibility and accountability for BCM; 
•  Gain buy-in to and get a strategic statement of support for BCM; 
•  Identify other key roles and responsibilities; 
•  Gain assurance that the BCM programme is aligned with the NPP strategic 

objectives. 
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The key outcomes are: 
•  Gain strategic, top level management support for the whole BCM programme; 
•  Set the framework for compliance with best practice guidelines, produced by 

the British Standard - BS 25999. 

STATEMENT by the management team of NPP  

The main purpose of the NPP Management Team is safe, efficient and 
environment friendly production of electric energy of guaranteed quality and security 
of supply in accordance with relevant national and international requirements.  

In achieving this purpose the leadership of NPP implements Integrated 
Management System involving the following priorities: 

Highest level of safety 

•  Nuclear safety, radiological protection, safe and healthy work environment 
and natural environment protection; 

•  Maintaining positive safety culture and continuous improvement in safety 
management; 

•  Physical protection of the nuclear equipment, nuclear material and radioactive 
substances; 

•  Safe management of the radioactive waste. 

Efficient and competitive production 

•  Production process optimization; 

•  Maintaining high equipment reliability; 

•  Development and modernization of the structures, systems and components. 

Certified, competent and motivated personnel 

•  Opportunities for personal career development; 

•  Continuous training and qualification development; 

•  Acquired knowledge management. 

Financial stability 

•  Sustainable profits, increasing market share; 

•  Expenditure optimization, high profitability; 

•  Effective supervision. 
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The efforts of the leadership to implement the Policy for ensuring continuity of 
the NPP operation and the System in particular will be based on the means, ways and 
strategies, presented in this Business Continuity Management Strategy. 

The Safety and Quality Director has the overall responsibility and accountability 
for BCM. 

2.3.1 Risk reduction 

Increasing the security and ensuring the protection of critical infrastructures 
(CIs) requires taking into consideration all threats caused by human activities, 
technical accidents and/or natural disasters. Furthermore, there is a certain number of 
CIs, the disruption or destruction of which would cause significant cross-border 
consequences, including impact on more than one sector of the economies of 
potentially affected states. 

The probability of occurrence of such events as well as the impact they could 
have on CIs determine the necessity to place the focus on the threats caused by the 
human factor – the terrorist threats.  

The most dangerous terrorist actions in the modern world include the high-tech 
based impact actions, the nuclear terrorism to be especially highlighted among them. 
It constitutes conducting of various kinds of sabotage actions against critical for the 
natural environment and the society objects, NPP being also classified as such.  

The construction and situational solutions made in the process of constructing 
NPP exclude the option for direct impact on the reactor halls as well as on the main 
equipment premises. However, the elements of the System are potential subject to 
terrorist attacks. 

Based on the stated above it can be maintained with a high level of probability 
that in their desire to penetrate into the NPP territory, the terrorists would attempt to 
advance by land and/or air in the direction of the river coastal pump station (CPS), 
cold and warm water channels, Circulation pump station (CnPS) and then probably 
proceed to the machine hall of 5th and 6th block or would attempt to pollute the cold 
channel by using one of the following methods: 

•  Penetrating into the object on foot; 

•  Penetrating into the object by a vehicle; 

•  Descending by parachute; 

•  Descending by self-made aircraft or by a motor/hang glider; 



 

 113 

•  Pollution of the water of the cold channel – it is possible that petrol products 
coming from petrol refineries situated up the Danube River, from damaged ships 
carrying such or similar products or a terrorist attack from a passing by floating 
vessels would get into the incoming (cold) water. In addition to this, intentionally 
chemical or biological contaminating substances could also be used. These 
contaminators could cause disruption of the operation of or destroy elements of the 
CPS, CnPS or the machines and equipment of the machine halls of the reactor 
installations in blocks 5 and 6; or 

•  Impact on the NPP by water masses of the Danube River or near to the 
NPP water sources (for instance, dams). 

 

Main strategies for risk reduction 

2.3.1.1 Ensuring physical and perimeter security of buildings (objects) of NPP 

After analysis of the various kinds of terrorist threats, the location of NPP, the 
relief of the terrain and other key station security and protection factors, it has been 
determined that in the identified areas of increased risk of terrorist attacks, the level 
of security of the nuclear station shall be increased by putting into operation: 

•  A system of sensor units – seismic detectors, microwave barriers, Doppler 
radars and specialized cameras for monitoring risky parts of the cold and warm 
channels, including the CPS and CnPS;  

•  Network of radar systems for airspace monitoring for low flying aircraft at 
altitudes up to 300 m; 

•  Sensors for monitoring and real time analysis of the content of the river 
Danube water and detecting chemical, biological and radiological contamination. 

2.3.1.2 Systems for fire area of origin detecting and extinguishing  

The survivability of NPP is mainly determined by the need to ensure the 
required level of security against terrorist threat on the one hand, and the requirement 
for fire prevention through early fire areas of origin detection and extinguishing on 
the other hand. 

A modern fire precaution system has been built at NPP. It is being developed 
towards achieving automatic monitoring and detection of emerging fire areas of 
origin by the use of:  

•  Video cameras, sensitive within the visible spectrum (high image resolution) 
having algorithms allowing detection of smoke aerosols in day time, and fire and 
flame in night time;  
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•  Infrared thermal cameras having algorithms allowing detection of heat, 
emitted by the fire; 

•  Spectrometers for determining the characteristics of the fire smoke aerosols. 
These products as elements of the system allow the obtaining and processing 

three types of data: 
•  Real time video image; 
•  Real time thermal images; 
•  Real time meteorological data. 

2.3.1.3 Sustained electric power supply (UPS systems) 

It is ensured by two types of electric power supply: 

 

AC power supply for house loads, which includes: 

Main cable routings and sections - the outer power supply of blocks 5 and 6 is 
connected by outdoor switchgear 400 kV (working) and an outdoor switchgear 220 
kV (backup). 

The electric power consumers in blocks 5 and 6 are split into 3 categories 
according to the type of electricity consumed and the level of reliability of their 
supply: 

Consumers I category – consumers of alternating and direct current that do not 
permit, under the safety conditions, break in supply for more than half-cycle, 20 ms, 
in all modes, including in mode of complete loss of alternating current voltage from 
the operational and emergency house loads transformers (mode of power failure). 

Consumers II category – consumers of alternating and direct current that have 
higher requirements to electric power supply reliability and permit break in supply 
for time specified by the nuclear safety conditions up to 1 minute (the time for the 
diesel generator activation and automatic switching-on of the consumers by 
Automatic staged start). 

Consumers III category – consumers of alternating current that do not have 
higher requirements to their electric power supply reliability than the requirements 
for availability of Automatic backup power switching-on. For the III-rd category 
consumers the system for normal operation is the single source of electric power. 

Backup power – in instances of stopping the supply to the own needs 
transformers, the group of transformers for reserve supply with the aid of AAB must 
ensure supply to 5th and 6th energy blocks from outdoor switchgear 220 kV depending 
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on the priority chosen by the AAB. One set (two for each block) reserve transformer 
must reserve both blocks.   

The auxiliary unit sections are powered by outdoor switchgear 220 kV through 
backup transformers whose function is to provide backup power of the unit house 
loads in case of switched off house loads transformers. 

Emergency power supply – sourses of emergency power supply are the diesel 
generators of capacity 6.3 MW each and the storage batteries. Consumers of the 
safety systems are the mechanisms which ensure reactor cooling and localization in 
the different emergency modes as well as in case of complete voltage loss of  normal 
operation sections. This group of mechanisms is powered from sections II-nd 
category 6 and 0.4 kV and the assemblies to them.  

The alternative sources of power supply include: 

•  Auxiliary stationary diesel generating stations – in cases of outer supply loss 
blocks 5 and 6 must dispose of common diesel generating stations which according to 
the procedure (for a period of up to 30 min) have to ensure electric power supply to 
the normal operation sections and a part of the normal operation equipment needed 
for facilitating the reactor installation cooling. 

•  Mobile sources of power supply – for the purpose of ensuring emergency 
electric power supply to consumers from the safety system in circumstances of 
complete and prolonged own needs voltage loss it is necessary to provide for a 
mobile diesel generator (MDG). The MDG can fulfill the functions of a reserve diesel 
generator, which when necessary to supply with electric power a part of the 
consumers of one safety system channel.  

Direct power supply, provided by: 

Storage batteries – the storage batteries must ensure the supply of the Ist 
category consumers of direct and alternating (via inverters) currency in cases of 
respective rectifier supply interruption. They are in trickle charging regime and 
their up to end-of-charge and trickle charging are ensured by two rectifiers. The 
storage batteries are a constituent part of the reliable power supply systems 
which provide permanent power to the consumers I-st category of the safety 
systems. 

2.3.1.4 Permanent electronic data back up 

The operation of the NPP is managed by a Block Management Shield (BMS – at 
elevation 6.60) aided by Computer information and management system OVATION, 
developed by WESTINGHOUSE, US. OVATION manages the safety systems, the 
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reactor control system, the electronic control system, the generator management 
system, the machine hall etc. It is based on a system of servers “SUN”, operating 
system SOLARIS 2.6, database ORACLE and CISCO network equipment. It scans 
80 000 signals per second, and the managed data and information are stored on two 
“history” servers, located at Elevation “0” in blocks 5 and 6, where on daily bases  at 
0.00 hrs reserve copies for long-term storage are made on optical discs. Full system 
back up recording is made monthly and the information is placed in specialized 
limited access rooms for long-term storage.   

The controllers are main constituent part of OVATON. They are relatively 
autonomous (can work completely autonomously in case of computer system failure), 
main and reserve by type, having double reserved electric power supply and 
processing current information from the sensors and the systems. 

To increase the accuracy and the reliability of the computer systems a Global 
Time System has been introduced, which uses a satellite system and has time servers 
(a main and a reserve ones).   

The BMS contains an autonomous System for critical parameters control, which 
processes the signals of 200 independent hermetic zone sensors. The information is 
sent in real time to the Centre for Response to Failures and the Nuclear Regulatory 
Agency, where it is stored for up to 8 hours.   

The System for safety parameters indication analyses up to 3000 main stream of 
data signals per second and sends the results in real time to the Centre for Response 
to Failures and the Nuclear Regulatory Agency. 

2.3.1.5 Reliable storage of critical documents on paper files 

Subject to obligatory storage are all documents which have entered the NPP 
document flow and are related to the management of the technological process, 
security, safety and quality of the station, regardless their place of origin (the 
Company or other organizations) as well as all records which are created, received or 
maintained as objective evidence and information for conducted activities or 
achieved results.  

Responsibility for a document is assigned to a person who is responsible for 
the coordination during its elaboration, for its evaluation, agreement, 
endorsement, coming into effect and maintaining it in actual condition. 

To the main types of working documents, related to the operation, technical 
service and repair of the equipment are derived subtypes and the requirements to the 
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form, content and control of the latter are defined in separate instructions of the 
respective regulation issuing structural units.  

To each document a unique identification number should be assigned, serving to 
ensure unambiguous document identification. The documents originated by other 
entities having identification of their own are registered and disseminated with the 
index they have been received with.   

The document identification numbers are assigned in accordance with the rules 
defined in the Quality Assurance Handbook. 

A controlled document can be revoked by an order/direction of the person 
authorized to bring it into effect. 

The copies of a revoked document are taken away from the working places, 
where they have been dispatched to or are marked in a way preventing errors when 
using the document. The original of the respective controlled document is archived 
and stored in accordance with the assigned storage time period. The archives, the 
conditions and the requirements for their management as well as the archiving 
process are regulated and subject to control. 

2.3.1.6 Records management 

Record:  

Everything created or received by NPP in the process of the station’s activities. 
A record may be created using media. It can be temporary or permanent.  

Vital Record: 

The records regardless the media used, which if damaged or destroyed would 
cause: 

•  Interruption of business or information flow; 
•  Threat to safety; 
•  Requirement for restoration or creating again costing considerable 

expenditures.  

Vital records categories: 

•  Records for actions in emergency situations – plans, directions, orders for 
succession and rights authorization, which are critical for the uninterrupted operation 
of the NPP during and after emergency situation in order to guarantee uninterrupted 
operation. They should be stored in a way allowing instantaneous access to them in 
emergency situation; 
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•  Records of legal rights – records about the personnel, payment documents, 
records of insurance policies, contracts etc., which directly influence the NPP 
operation.  

2.3.1.7 Regular maintenance (service) of the emergency equipment and 
materials 

The emergency equipment and the instructions for its use must be maintained 
available as necessary according to the specifications of the Business Continuity Plan 
by the unit which keeps them in storage. It is obligatory to have developed and 
regularly updated “List of the necessary technical means, materials and instruments 
needed for BCP execution”. 

The respective head of unit is responsible for ensuring the necessary conditions 
for their storage, presenting for periodical technical services and repair, functional 
checks, calibration and metrological checks in accordance with the order established 
in NPP. 

The conduct of each of the above mentioned activities is documented by a 
record in a separate register. 

2.3.1.8 Preliminary conduct of background investigation of the personal 
before appointment 

Before appointment every future employee of the station is subject to 
“trustworthiness investigation” according to the Instruction on the NPP access 
procedures. The “Security” Directorate organizes the process of filling in by the 
candidates the respective papers, necessary for the conduct of the investigation in 
accordance with Article 4, Paragraph 4 of the State Agency for National Security Act 
and Articles 40, point 2, 44 and 45 of the Regulations on Application of this Act.  

2.3.1.9 Personnel business travel and leaves of absence orders and designation 
of deputies of absent formal position holders 

The NPP Interior Labour Regulations contain detailed description of the 
requirements regulating sending personnel on business trips, entitlement to leave and 
designating deputies of absent staff members. 

2.3.1.10 Providing multiple suppliers of critical products (materials) and 
services 

The Head of “Public Procurement” Department organizes the conduct of public 
procurement tender procedures, including arranging Framework agreements and 
contracting with sufficient number of suppliers the delivery of key machines, 
equipment and materials, needed for immediate provision in case of conduct of 
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terrorist attack with impact on the constructions, systems and components of the 
System, through implementation of contracting procedures in compliance with the 
active legislation and internal regulations. In addition to this the same person 
organizes the storage of the documentation related to initiating and implementing 
public procurement procedures.   

2.3.1.11 Training of the personnel to act in various situations 

For organizing and conducting the training is used the full scale simulator of 
blocks 5 and 6 (FSS 1000), which is maintained corresponding to the referent block 6 
in accordance with the requirements of the regulatory body and the standards 
formulated in ANSI/ANS-3.5-1998. 

Two types of trainnig is conducted for the BMS operators – regular and initial 
training for authorization. The training conducted is documented according to the 
Personnel Qualification System established in NPP. 

The types of exercises and training sessions, the participants in them and their 
frequency are organized according to the requirements listed in the table below:   

  
Type of training  Participants Frequency 

. 
General emergency exercise The emergency units and 

the rest of the personnel 
Once annually 

. 
Distributed emergency 
training  

Separate working groups 
and emergency 
structures units 

Not less than twice 
a year 

. 
Functional testing of the 
emergency alarm and 
information means 

Services for maintenance 
and servicing 

Once monthly 

 

2.3.1.12 Management succession of authority 

To ensure succession of authority of the NPP management, an order is issued for 
each specific case. 

Events which trigger issuing orders for succession of authority: 
•  Emergency situation; 
•  Death; 
•  Inability resulting of illness or serious injury of the respective manager or 

his/her family member; 
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•  Incarceration; 
•  Abduction or kidnapping; 
•  Inexplicable disappearance. 

The order obligatory contains texts specifying the following requisites: 
•  The conditions which would allow for exercising the rights; 
•  The rights to be delegated; 
•  The limitations to rights; 
•  For whom/at what position; 
•  When delegation of rights is valid and when it is terminated; 
•  The authority for withdrawing rights. 

The persons for whom delegation of rights is expected are trained in accordance 
with a plan-program adjusted for each specific case. 

The knowledge and skills acquired by the potential recipients of delegated rights 
for ensuring succession are assessed through practical training sessions and 
correction actions would be undertaken, if necessary.  

2.3.2 Impact reduction 

The Strategy for ensuring the System’s operation continuity (Strategy for Impact 
Reduction) constitutes a combination of the strategies for ensuring the conduct of the 
main functions of the station related to the operation of the System and those related 
to the processes and the equipment of the latter.   

For the purpose of improving the resilience of the station operation in cases of 
loss of electric power, it is necessary to have provided two new mobile MDGs and to 
ensure electric power supply for charging one of the batteries of the safety systems 
provided by a MDG.  

For ensuring the operation continuity of the “Circulating water system” it 
is necessary to: 

•  Elaborate of detailed recovery plan in case of system components destruction; 

•  Surround the distribution well with wall and realization of second level of 
physical protection; 

•  Secure permanent reserve fund for the described above activities. 

For ensuring the operation continuity of the CPS it is necessary to: 

•  Elaborate of a detailed recovery plan in case of Coastal pump station 
destruction; 
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•  Train specialists of maintenance and repair – keeping up their qualification; 

•  Provide minimum required reserve of spare parts and facilities; 

•  Provide permanent financial resources for the above described activities. 

For ensuring the operation continuity of the CnPS it is necessary to: 

•  Elaborate of a detailed recovery plan in case of Circulation pump station 
destruction; 

•  Build of automatic admission station at the inlet of filter room for higher level 
of physical protection;  

•  Build of automatic admission station at all inlets of the pump room at altitude 
mark 0 and altitude mark -9.60 of Circulation pump station for higher level of 
physical protection; 

•  Provide constant financial fund for the above described activities. 

For ensuring the operation continuity of the warm channel it is necessary to: 

•  Elaborate of detailed recovery plan in case of warm channel disintegration; 

•  Build of surrounding protective fence for the auxiliary warm channel; 

•  Ensure the necessary resource in the emergency reserve of building materials 
for critical drain of the warm channel; 

•  Ensure permanent financial fund for the above described activities. 

For ensuring the operation continuity of the cold channel it is necessary to: 

•  Elaboration of detailed plan for action in case of cold channel damage. This 
plan should be a part of a more general plan of antiterrorist protection; 

•  Ensuring of the necessary resource in the emergency reserve of building 
materials in case of critical outflow from the cold channel; 

•  Ensuring of permanent emergency financial fund for cold channel recovery in 
case of destruction. 

For ensuring the operation continuity of the station which is directly linked to its 
safe operation, continuous personnel training should be organized through 
maintaining and developing the qualification of the key specialists.  
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2.3.3 Resumption of critical functions 

Resumption of critical functions is to be undertaken after inspecting and testing 
the constructions, systems and components through the System for preventing 
concealed defects and failures and ensuring compliance with the safety operation 
technological regulations requirements, the design, the factory documentation and the 
normative requirements.  

Systems and equipment which do not meet the success criteria should not be 
brought into operation. Inconsistency with the criteria should be documented and 
correcting actions should be made in line with the regulation of element 20 of the 
Handbook on NPP quality management. The functionaries authorized to bring 
installations into operation after testing must be designated in the quality assurance 
programs and the instructions on electric power producing units operation.  

In cases of level of terrorist threat exceeding the assessed probability scenarios 
and their impact on the components of the System which leads to decrease of power 
of the nuclear reactors or their complete stopping, for resumption of the critical 
functions should be applied the Complex instructions on operation for blocks starting 
up. 

2.3.4 Strategies for critical functions continuity 

There are four basic components of strategies for ensuring critical functions 
continuity: 

2.3.4.1 Reserve working places 

Reserve working places for the personnel of the BMS have been organized and 
kept available for use in a Reserve Management Shield. Reserve working places for 
the personnel of the machine hall, CPS and RBPS have not been designated as their 
main task is to ensure respective pumps real time functions continuity.  

2.3.4.2 Means of communications 

The minimum necessary available communication means which the NPP has to 
keep at disposal but not limited to, are as follows – this information belongs to the 
NPP. 

2.3.4.3 Equipment & Materialsfety an 

The critical equipment and materials, their acquisition and storage are specified 
in detail in the Business Impact Analysis and Business Continuity Plan. 

2.3.4.4 Personnel 
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The process of training of the personnel must cover the organization, direction, 
conduct and control of the activities for preparation and complementary preparation 
sessions for acquiring the required qualification for the respective positions and 
working places, qualification maintaining and improving, qualification recognition 
and personnel qualification control.  

In NPP has been established and functions a system for personnel training and 
qualification which covers: 

•  The organization, direction, conduct and control of the activities for 
preparation and complementary preparation sessions for acquiring the required 
qualification for the respective position and working place; 

•  Qualification maintaining and improving; 
•  Qualification recognition and personnel qualification control. 

The training process begins from the moment of signature of the employment 
contract between the respective applicant and npp and proceeds until ending legal 
employment relations. The training must comprise the following stages: 

• initial training (initial preparation and complementary preparation 
sessions); 

• qualification maintaining training (periodic training and extraordinary 
training); 

• examinations conducted by the station’s examination commission/ 
qualification examination commission.                                                                                   

 The training system covers four groups of the personnel: 

• Group A - operational and management staff; 

• Group B - personnel at positions involving performing activities which 
influence the nuclear safety and radiological protection; 

• Group C - personnel of npp structural units at positions with job 
descriptions specifying functions and obligations directly linked to the operation and 
maintenance of npp equipment and systems or involving conducting training on the 
execution of such functions and obligations (excluding positions of groups A and 
B); 

• Group D - personnel of npp structural units at positions not covered by 
groups A, B and C. 

The forms used for training at NPP should include: 
•  Theory learning; 
•  Practical training; 
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•  Simulator enabled practicing; 
•  Instructing; 
•  Knowledge/acquired skills assessment. 

The scope, themes, forms and sequence of the training are determined in 
training programs; planning schedules for training; programs for periodic training of 
operators. 

The training is held at working places, at the npp training centre and outside the 
NPP. The content (themes), length of sessions and time allocation of periodic 
training are determined in planning schedules. 

Policy Sponsor 

Executive Director of NPP. 

Contact Person 

The following person may be approached on a routine basis in relation to this 
strategy: 

Director “Safety and Quality” 
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Chapter Three 

Business Continuity Plan of the NPP System 

 

In this chapter will be presented the principal moments of the creation of the 
Plan for Business Continuity Management of the NPP System. Detailed information 
is not provided. The latter belongs to the NPP. 

3.1. Overview and General Information 

3.1.1 Business Continuity Plan (BCP) Overview 

3.1.1.1 Main goals 

•  Developing of a BCP structure for managing a terrorist threat that affects the 
System5, respectively NPP; 

•  Documenting of critical information as required for the implementation of the 
BCP; 

•  Providing of guidelines with an escalation plan for the NPP for a terrorist 
threat declaration that will result in the execution of this BCP. 

3.1.1.2 Scope 

The scope of this BCP is limited to the elements and their locations of the 
System. 

3.1.2 Business Continuity Plan Policy  

3.1.2.1 Developing and Implementing a Continuity Plan 

The BCP will be developed to maintain or restore operations in the required 
time scales following interruptions to, or failure of, critical processes of the System. 
The continuity planning process will, therefore, consider the following: 

•  Identification and agreement of all responsibilities and emergency procedures; 
•  Implementation of emergency procedures to allow recovery and restoration 

within the minimum time-scale. Particular attention will be given to external 
dependencies and the contracts in place, e.g.  critical systems suppliers, hardware 
maintenance contracts; 

•  Clear and precise documentation of all agreed procedures and processes; 
                                                           
5 „The System” means - System for removing the heat and its transforming into kinetic energy of 
the steam generator at the NPP with reactors WWER- PWR type. 
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•  Appropriate training of staff in the agreed emergency procedures and 
processes, including crisis management; 

•  Testing and updating plans. 

3.1.2.2 Business Continuity Planning Framework 

The BCP will specify clearly the conditions for its activation and the individuals 
responsible for executing each component of the plan. 

The plan will include: 
•  Conditions for activating the plan; 
•  How the plan will be activated; 
•  Emergency procedures, including effective internal liaisons, public authorities, 

e.g. police, fire service and local government and other business partners; 
•  Fallback procedures, e.g. manual processes, temp procedures; 
•  Temporary operational procedures to follow pending completion of recovery 

and restoration; 
•  The resumption of procedures, actions of how and when normal working 

practice can be resumed;  
•  A schedule of when plan will be tested and the process of maintaining the 

plan; 
•  How an effective and on going awareness and training scheme can be 

developed;  
•  That all individuals are totally aware of their roles and responsibilities with a 

full understanding of who deputises for whom in the eventuality of absenteeism; 
•  The critical assets and resources needed to be able to perform the emergency, 

fallback and resumption procedures. 

3.1.2.3 Testing, Maintaining and Re-assessing the Business Continuity Plan 

The BCP will be tested on a regular basis. The test will include ensuring that all 
Practice staff and any other relevant persons are aware of the plan. 

The test schedule for the plan will indicate how and when each element of the 
plan will be tested. A variety of techniques will be used in order to provide assurance 
that the plan will operate in real life  

The BCP will be maintained by regular reviews and updates to ensure its 
continuing effectiveness.  

Responsibility will be assigned for regular reviews of the plan. 
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3.1.3 Business Continuity Plan Assumptions 

3.1.3.1 The requirement to secure continuity of the technological process is 
based on the probability of terrorist threat against the System. From this point of 
view, the activities in the plan will be directed to plant infrastructure objects where 
the System subsystems function: 

•  Industrial water supply system covering CoPS (including the emergency pump 
station), CPS, cold and warm channels. 

•  Circulating water system in the turbine hall.  

3.1.3.2 Considering the accepted restriction in the carried out Business Impact 
Analysis, that is to say there are studied the conditions of securing continuity of units 
5 and 6 operation at maximum power (as the units 3 and 4 have been shutdown), in 
the elaboration of this plan it is accepted that a leading factor for prevention of NPP 
failure in case of terrorist threat realization against the System is the Main Duty NPP 
(units 5 and 6) ((MDNPP (units 5 and 6)). 

3.1.3.3 Scenarios are not considered in which as a result of terrorist act there are 
created conditions of above the design seismic deviations or above the design 
flooding endangering the equipment and systems located at the site. These scenarios 
are properly described and measures to respond in these situations are clearly 
regulated in a set of documents on the activities of the plant. 

3.1.3.4 All the measures suggested in the plan and actions undertaken are 
directed to prevent the most severe terrorist threat scenario and to not permit a failure 
(local or total) or interruption of plant operation leading to a real menace to its 
functioning, the safety of the working personnel and the population in the 
surrounding the NPP areas. The planned activities are aimed at limitation of the 
terrorist threat results to the emergency state of class “alarm”  or its development into 
not higher than “local accident” . It is assumed that with the help of the security 
forces the result of the terrorist threat will be limited to occurrence of “ incident” (See 
Annex А – it belongs to NPP). 

3.1.3.5 The BCP imposes rights and responsibilities and describes the activity of 
the teams acting in accordance with the operative instructions and procedures in NPP. 
The Plan does not cover the activities of the plant security forces.  

3.1.4 Business Impact Analysis (BIA) Summary 

The main functions identified by the Business Impact Analysis as critical not 
only for the System but also for the NPP as a whole and whose loss results in 
undesired consequences for the plant operation are: 

•  electric power supply; and 
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•  end absorber. 

In terms of the power supply, various variants have been presented for the case 
of its loss, which assess the possibilities of counteraction by the available capabilities 
in the frames of the plant.  

In case of loss of offsite power supply and loss of the emergency diesel 
generators in full power operation mode, the first three days prove to be critical, i.e. 
during this time the three tanks of the Steam Generator (SG) emergency supply 
system will be exhausted as well as the Chemically Desalted Water (CDW) tank. 

In case of loss of offsite power supply and loss of the emergency diesel 
generators and the auxiliary diesel generators, in full power operation mode, the first 
28 hours prove to be critical, i.e. during this time the water reserve of the SG 
emergency supply system will be exhausted. 

In case of loss of offsite power supply, loss of the emergency diesel generators, 
the auxiliary diesel generators and mobile diesel generator, in full power operation 
mode, the first 6-8 ours prove to be critical, within the frames of which the SG could 
be dried. For this period of time it is necessary to secure normal water supply to the 
SG in order to prevent the rapid increase of fuel temperature. 

On the base of the above presented it is obvious that in case of loss of power 
supply the reaction teams, responsible for the recovery of its normal parameters, have 
to provide the necessary for them materials, tools and facilities of reaction within the 
frames of 8 hours. 

In case of loss of the main end absorber, the time required to fill a couple of 
spray cooling ponds up to the minimum level of serviceability (in case the water has 
been completely carried away), is as follows: 

•  53 min by the electrical pumps of the industrial water system;  
•  2 h 35 min by the diesel pumps of the industrial water system.  

In case of loss of the main end heat absorber and the alternative absorber, the 
necessary external actions are connected with the refill of a couple of spray cooling 
ponds and they should be undertaken within 8 days after the initial event. In this case 
the safety systems shall activate and the reactor will be brought out of the power 
mode which will result in interruption of the plant normal operation, i.e. safety will 
be secured but not continuity of its main function. Therefore, it is necessary to 
provide by the emergency system of water supply from reservoir “Shishmanov val”, 
as minimum obligatory condition, the required volume of water resource through 
which for 53 min by the electric pumps of the industrial water system, to ensure the 
filling of a couple of spray cooling ponds up to the minimum working level. 
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In terms of this part of the end absorber considered in the frames of the System, 
the following critical System processes/equipment are prioritized: 

а) Critical/vitally important 
•  Ensuring turbine vacuum; 
•  Collection of discharged circulating water and its delivery to the warm cannel; 
•  Collapse of the CoPS command hall (CR CoPS) – panels Control Equipment 

and Automatics (CE and A) of main and backup supply inputs; 
• Mechanical damage of the work bodies of two neighbor circulation pumps 

(feeding the same turbine condenser);  
•  Mechanical damage of the electric engines or rotors of two neighbor 

circulation pumps, (feeding the same turbine condenser); 
•  Mechanical damage of minimum two neighbor filters in the filter room; 
•  Failure of the CPS command hall – with collapse of sections CE and A; 
•  Stop of the cooling water for the electric engines of circulation pumps; 
•  Decrease of the cold channel level below altitude mark 31.50, together with its 

disintegration; 
•  Loss of the emergency volume as a result of the overflow wall degradation at 

curve 8; 
•  Decrease of the channel level below altitude mark 31.10 at CPS-3 and 4, 

(antechambers) and below altitude mark 31.50 at CoPS, connected with collapse of 
embankment/wall; 

b) Important/very necessary. 
• Cooling of the turbine bearings; 
•  Breakdown of the power supply to the pumps in CoPS; 
•  Mechanical damage of pumps in CoPS (more than 50 %, i.e. 17 Coastal Water 

Pumps(CWP)); 
•  Mechanical damage of electric engines in CoPS (more than 50 %, i.e. 17 

CWP); 
•  Break of cooling water for the electric engines of the pumps in CoPS; 
•  Breakdown of the power supply to the pumps in CPS; 
•  Decrease/increase of the channel level by more than 70 cm/hour, with channel 

coating damage and gradual water infiltration/draining. 

 c) Necessary /required 
•  Contamination/plugging of the pump grids in  CoPS; 
•  Contamination/plugging of the rotating grids of the circulation pumps in CPS; 
•  Breakdown of power supply for the rotating grids of the circulation pumps; 
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•  Breakdown of power supply for the level measuring devices or failure of the 
channel level gauges which requires their replacement; 

•  Cold channel contamination by duckweeds; 
•  Cold channel contamination by petroleum spots; 
•  Filling up the antechambers of CPS -3 and 4 with alluvium. 

3.1.5 Business Continuity Strategy 

•  Leadership place for the execution of the activities included in the plan is the 
office of the MDNPP units 5 and 6 until the Business Continuity Coordinator (BCC)  
comes in charge;  

•  Non-permitting the development of the accident from class “alarm/local 
accident” into “regional” or “major accident”; 

•  Mitigation of the degree of effect on the System components as a result of 
terrorist threat realization against the hydrotechnical facilities, including the 
“circulating water” system in the turbine hall; 

•  For the purposes of effectiveness and efficiency of the plan fulfillment the 
following principle formulations are applied: 

o Working out the details of rights, responsibilities and performed 
activities; 

o Determination of functions by name and their binding/synchronization 
through cross-department; 

o Binding/synchronization of the resources (human and material) in time 
and place; 

o Preliminary preparation and conclusion of frame agreements for delivery 
of key for the System operation goods and services in case of crisis situation (caused 
by terrorist attack); 

o Allocate the necessary in the plant business plan finances for securing 
the fulfillment of the planned activities in the plan; 

o Integration of the plan in the general system of documents for action in 
crisis situation and first of all securing compliance with the activities and procedures 
specified in the Emergency Plan (EP); 

o Focus on the training of the personnel; 
o Elaboration and application of explicit system for plan review and 

maintenance. 
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3.1.6 Plan Development Methodology 

3.1.6.1 The plan will comprise, but not be limited to, the following 
information: 

•  Strategy to overcome the incident (in this case realization of terrorist attack); 

•  Minimum requirements to restore the continuous operation; 

•  List of the team members, rights and responsibilities, contact data; 

•  List of materials delivered outside the NPP; 

•  The activities organized in phases. 

3.1.6.2 The description of every activity will include: 

•  What should be done?; 

•  How it should be done?; 

•  Who should do it?; 

•  What is necessary in order to do this?; 

•  Where the activity could be performed?; 

•  When can it start?; 

•  How long can it continue?; 

•  When should it end? 

3.1.6.3 The activities shall be grouped or directed to the realization of the 
following phases6: 

Phase 1 – Initial assessment and reply; 

Phase 2 – Temporary measures against unexpected events (to limit the effect of 
the event); 

Phase 3 – Providing resources; 

Phase 4 – Recovery of the operations; 

Phase 5 – Return to normal state. 

                                                           
6 Phase: Grouping of an activities for assuring logical structure of the Plan 
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3.1.7 BCP Team Description and Organization Chart 

This part presents description of the responsibilities of every one of the teams 
that activate and execute BCP as well as the organizational scheme which shows the 
interconnections between them. 

3.1.7.1 BCP Team Responsibilities 

3.1.7.1.1 Executive Management Team – it consists of representatives of the 
high management level of NPP who have the responsibilities to prepare instructions, 
make decisions and approve activities requiring the activation and fulfillment of 
BCP. It consists of: 

•  Executive Director of NPP; 
•  Director „Safety and Quality”; 
•  Business Continuity Coordinator; 
•  Deputy Business Continuity Coordinator; 
•  Main Duty of NPP (units 5 and 6). 

Annex 1а contains the obligations of Executive Management Team members. 

3.1.7.1.2 Business Continuity Coordinator – (BCC) – official in charge of the 
entire organization related to BCP preparation and fulfillment. Up to the formation 
and activation of the teams, the responsibilities and obligations of BCC are carried 
out by the MDNPP (units 5 and 6) – high operative shift leader.  

BCC has subordinates7: 

а) Group of emergency works management (MG) – Located in the Command 
Room of CoPS (CR CoPS) and in the Center of Accident Management (CAM). The 
MG fulfils the following main tasks: 

•  organizes the information received about the condition of the damaged 
facilities; 

•  runs the activities on accident assessment; 

•  prepares decisions about: 
o undertaking measures about staff protection and accident management; 
o formation of additional back up groups – if necessary; 
o delivery of the necessary materials, raw materials and spare parts to perform 

the urgent repair and recovery activities; 
o ask for help from the National Headquarters for Coordination and Control 

(NHCC) and  from Ministry of Economics, Energetic and Tourism (MEET); 
                                                           
7 The source of this and following information belongs to the concerned NPP organization. 
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o commencement of the recovery works; 
o cessation of work and recovery of the functional capability of the damaged 

facilities. 

•  prepares and sends messages to the higher authorities and bodies of local 
government. 

CAM is intended to provide the necessary working condition for the leading 
group of emergency works and the emergency personnel working in it. 

It is equipped with intercommunication facilities to the regional and national 
bodies.  

The offsite power supply is backed up. There is also autonomous electric power 
supply by two diesel generators (35 кW, type AD30-3Т, and 100 кW, type ХР-100, 
FG Wilson).  

It is constructed with autonomous filter-ventilation system with capability to 
operate in complete isolation mode comprising control facilities of the climatic 
parameters, autonomous water supply and drainage system by additional industrial 
water. 

Annex 4 presents the structure and responsibilities of the MG. 

b) Emergency reaction group (ERG) of shop “Hydrotechnical facilities and 
building constructions – (HTF and BC)” – NPP industrial water supply8. 

For fast reaction in case of occurred emergency conditions for the 
hydrotechnical facilities operation it is appointed a permanent staff of officials from 
shop “HTF and BC” who have obligations and responsibilities concerning the 
organization and maintenance of constant preparedness as well as obligations and 
responsibilities in restraint and gaining hold of the consequences. They are not 
obliged to keep duty under the present plan. For the sake of brevity the staff is named 
Emergency reaction group HTF and BC – ERG HTF and BC:  

Chairman - Chief of Department “Plant general activities and objects” 
(PGAO). 

Members  -  Chief of shop “HTF and BC”;  
  - Head of sector “Engineering maintenance and control ” (EMC); 
   - Head of sector “HTF”; 
   - Head of sector “BC”; 
- Head of group “HTF”; 

   - Head of group “Geodesic control ” (GC). 
                                                           
8 The same like above mentioned. 
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The responsibilities of the ERG HTF and BC members are as follows: 

The chief of shop “HTF and BC” is in charge of the complex organization of the 
activities concerning the emergency preparedness to manage emergency situations in 
HTF, including: 

• Formation and maintenance of emergency storehouses of building materials 
and tools, appliances, devices, etc., Annex № 11 (it belongs to the NPP); 

•  Planning of the necessary resources for realization of the plan purposes. 

The Head of sector “HTF” organizes annually stock-taking of the emergency 
storehouses comparing the available materials and appliances to inventory, Annex 10 
(it belongs to the NPP). Materials of date going to expire are used for the respective 
purpose and replaced by new ones and the consumed materials are restored. Further 
obligation is to constantly maintain the necessary approaches to the foots and crown 
of the three embankments, for fast delivery of the required materials and movement 
of the respective machinery. 

The head of sector “EMC” is responsible for maintaining in updated condition 
of the Plan for emergency situation actions concerning the operation of the available 
HTF of industrial water supply in NPP. 

The technical facilities, tools and materials necessary to ensure permanent 
preparedness for elimination of failures occurred are managed by shop “HTF and 
BC”. 

c) Group for Analysis and Prognosis (GAP) that is built to work in case of 
activation and fulfillment of the plan. It is located in the CAM and is a consultative 
body of the BCC. 

GAP consists of specialists in the following fields: engineering analyses; reactor 
physics; reactor and turbine equipment; CE and A, electrical part; chemistry and 
radiochemistry; HTF and BC; Spent Fuel Pond (SFP); Open Switch Gear (OSG). 

GAP fulfils the following main tasks: 
• analysis of the information and assessment of the installations condition;  
• periodical classification of the emergency state in the process of the accident; 
• engineering analyses; 
•  preparation and proposing measures for accident management and assessment 

of their application effectiveness; 
•  engineering assurance of the personnel of Command 1; 
•  carrying out consultations with external engineering organizations. 
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The responsibilities of the Head of GAP are described in Annex 4 (it belongs to 
the NPP). 

3.1.7.1.3 Damage Assessment Team – Command 1 „turbine hall”  – 
subordinate to Deputy Business Continuity Coordinator and before he comes - to 
MDNPP (units 5 and 6).  

The crew structure and level of introduction are presented in Annex 8 (it belongs 
to the NPP). 

The main responsibilities and tasks of Command 1 are as follows: 
• Realization of the operative exploitation of the installations in the NPP in 

accordance with the valid operational documents; 
• Realization of permanent monitoring of the safety functions; 
• Realization of radiation control in the strict control zone by means of the 

regular systems of radiation and dosimetric control; 
• Primary assessment of the initial accidents and classification of the emergency 

state; 
• Implementation of ВСР in operation in accordance with the established 

emergency states and levels in case of accidents caused by human interference which 
disturb the security and safety of the NPP; 

• Management and carrying out actions under ВСР until the formation of the 
emergency structures;  

• Organization and carrying out urgent emergency measures of personnel 
protection; 

• Carrying out activities of accident management; 
• Realization of the individual dosimetric control of the shift staff; 
• Carrying out urgent accident-recovery works. 

3.1.7.1.4 Logistics/Transportation Team – subordinate to the Deputy Business 
Continuity Coordinator, his work being coordinated by the Chief of the maintenance 
department. His main responsibilities and tasks during BCP activation are defined in 
“Action Plan of Department “Autoransport” in Emergency Situation in the NPP: 

• Maintenance of 24-hours emergency duty  ; 
• Maintenance in good order of the transport facilities determined for action 

under ВСР; 
• Securing the evacuation activities; 
• Transportation of the people on duty under BCP from the places of 

convocation; 
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• Transportation of materials and spare parts and securing of specialized 
handling machinery required for performing the urgent accident-recovery works;  

• Drawing-in additional transportation vehicles.  

3.1.7.1.5 PR/Communication Team – representative of the NPP, assigned by 
the high administration for these responsibilities during BCP activation and 
fulfillment. His main tasks are to prepare communications for public information 
through the mass media, which he sends to Nuclear Regulatory Agency (NRA) and 
Directorate General “Fire Safety and Civil Protection” – Ministry of Interior (DG 
„FSCP”-MI), and by them to the operative bureau of the NHCC, whose authorities 
cover maintaining immediate contacts with the representatives of the mass media and 
informing the society. 

3.1.7.1.6 Facilities/Security Team: 

3.1.7.1.6.1 Physical protection, access mode 

The principles of protection in depth are applied to secure physical protection of 
the nuclear material and access zones are built restricted by means of technical 
facilities – security perimeter and internal security zone. The activities are regulated 
in “Instruction for Physical Protection of the NPP. 

The order and responsibilities for securing the access mode are specified in the 
special procedure of the concened NPP. 

In order to assure permanent visual control along the protected zone there is 
secured a zone of vision with lighting as well as with capacity to detect penetration 
and define its character. Department “Security” ensures the maintenance of lighting 
along the perimeter fence and the assurance of operational conditions for the 
detecting system – maintenance of the security strip and adjoining zone. 

The responsibilities for coordination of the access permits and admission to 
workplace are specified in a special procedure. 

The actions of the high operative staff in case of terrorist act danger are in 
compliance with “Procedure for Using Panic Button in the NPP” and “Procedure for 
Reaction in Case of Threats Made, Preparation for or Committed Sabotage”. 

3.1.7.1.6.2 Security Team activity is performed by: 
• Chief “Rescue activities and security” - MG-5; and 
• RPD. 

Chief “Rescue activities and security” is responsible for: 
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•  Organization and management of the activities for personnel concealment and 
evacuation; 

•  Personnel accounting during evacuation; 
•  Coordination of the activities for NPP physical guard; 
•  Organization of the extinguishing forces interrelationship; 
•  Organization of the interaction of the medical care. 

The responsibilities and tasks of RPD are specified in “Crisis situations action 
plan of the NPP”. 

The main of them are: 
•  Protection/safeguarding of the objects of the NPP; 
•  Guarding (protection) of the sites and regulation of the movement of motor 

vehicles, NPP commands and  formations of external emergency organizations placed 
at disposal on the territory of NPP during carrying out rescue and emergency-
recovery works; 

•  Organization and realization of strict access mode in NPP and the restricted 
access zone; 

•  Maintenance of public order in the concealment places, assembly points for 
evacuation and in the site as a whole; 

•  Distribution of the forces and facilities in aid of the NPP. 

3.1.7.1.7 Accounting Team 
• Chairman of the Economy and Finances Council (CEFC); 
• Chief of Department “Finances and Budget” (CDFB); 
• Chief of Department „Management of Finance Resources” (CDMFR); 
• Head of Department „Public orders” (HDPO). 

The Chairman of the Economy and Finances Council organizes: 
• The examination of the annual Project Budgets of the structural sections for 

each working program – Production, Repair, Organization and Management, 
Investments, Management of Personnel, including Emergency Plan Management and 
Business Continuity Plan;  

• Approval and suggestion for confirmation by the Executive Director of the 
annual Project Budget of NPP for each work program and generally for the company; 

• Approval and suggestion for confirmation by the Executive Director of 
Frame agreements for delivery of key machines, facilities and material (unique 
production, production of single supplier and/or of long time periods of manufacture), 
required for immediate delivery in case of terrorist threat realization affected the 
constructions, systems and components of the System. 
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Chief of department “Finances and Budget”  
• On the base of analysis made, the macro frame  and the strategic aims for the 

next three years, determines the NPP financial frame for the coming year in 
accordance with the expected incomes and the restrictive conditions specified by the 
company principal; 

• Puts forward the NPP Project Budget for each work program and generally 
for the company in the Economy and Finances Council for consideration and 
approval. 

Chief of Department „Management of Finance Resources” works out the 
annual project budget of work program “Management of Emergency Plan and 
Business Continuity Plan” on the basis of the annual analyses of Directorate “Safety 
and Quality”, Directorate “Production” and Department “Security” about the 
probability of accidents occurrence and the magnitude of their impact on the normal 
fulfillment of the nuclear NPP operation. 

Head of Department „Public orders” 
• Organizes the process of entrusting public orders, including conclusion of 

Frame agreements for delivery of key machines, facilities and materials required for 
immediate delivery in case of terrorist threat realization with impact on the System 
constructions, systems and components, by means of carrying out entrust procedures 
in compliance with the requirements of the valid legislation and internal normative 
documents; 

• Organizes preservation of the documentation related to starting, carrying out 
procedures and entrusting public orders. 

3.1.7.1.8 Telecommunication and IT Team 

a) Telecommunication 

 a1) means of announcement – this information belongs to the NPP. 

If necessary, all other technological means of information, telephone and radio 
exchange and loudspeakers by which it is possible to warn the personnel, managerial 
bodies and population are used. 

 a2) means of communication  

The communication means available in the NPP are the following - this 
information belongs to the NPP. 

b) IT Team – Group for technical and information maintenance of the 
Center of Accident Management (G-CAM) – subjected to the Head of the 
maintenance department and located in CAM. It comprises specialists in 
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telecommunications, computer information systems and maintenance of the 
engineering facilities in CAM. The G-CAM main responsibilities and tasks are: 

• Securing the communications; 
• Securing reliable operation of the CAM information system; 
• Maintenance of the necessary working conditions for the emergency teams in 

CAM; 
• Securing pre-medical aid to the emergency staff. 

3.1.7.1.9 Supporting Services 

3.1.7.1.9.1 Regional Service „Fire safety and civil protection” (RS “FSCP“ – 
NPP) is a structure in the composition of Regional Directorate “ FSCP” and  supplies 
fire precaution services to the NPP. Shifts are formed for fire extinguishing and 
emergency-rescue activity with permanent duty round the clock and group for fire 
precautions control and realization of state fire precaution supervision.  

The Service is equipped with specialized automobiles, insulating (air) 
apparatuses, protective suits for high temperature conditions and specialized 
equipment (electric power source, hydraulic scissors and jacks, lighting facilities and 
communication devices).    

The Head of “Rescue Activities and Security” of MG coordinates the work of 
RS “FSCP“ - NPP through the Chief of the operative headquarters for fire 
extinguishing and emergency-rescue activity of RS “FSCP“- NPP. 

The responsibilities and tasks of the Service are defined in “Plan for Actions of 
RS “FSCP“- NPP in Crisis Situations”. 

3. 1.7.1.9.2 Department “Labor Medicine” of the NPP - (D”LM” of NPP) – 
the activity of D”LM” of NPP in time of accident in the NPP PLC is coordinated by 
the Head of “Rescue activities and Security” of MG. 

The responsibilities and tasks of D”LM” of NPP and the Sanitary team for 
rendering pre-medical (first) aid, transportation, medical treatment and medical aid 
are regulated in “Plan for Medical Insurance in Case of Accident in the NPP. 

 

3,2, Business Contituity Activities 

3.2. 1. Initial Assessment and Response  

After founding out by the forces and facilities of the RPD of the NPP and/or 
Department “Security” that there is an unauthorized penetration in the security zone 
of cold and warm channel, including also the other HTF, the person on duty from the 
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NPP informs through the communication means, direct telephones and/or radio 
communication system Motorola, the specified in Annex 1 officials (it belongs to the 
NPP). In the process of information/announcement the person on duty presents all the 
available information from the security technical facilities which shall provide the 
possibility for MDNPP (units 5 and 6) to make the initial assessment of the necessity 
to put BCP in action. 

Under the leadership of MDNPP (units 5 and 6) the operative personnel in shift 
makes starting assessment of the initial event in compliance with the procedure in 
Annex 2 (it belongs to the NPP). 

The activation of BCP is made by MDNPP (units 5 and 6) immediately after 
reaching any of the emergency states specified in accordance with the criteria under 
item 1.3.4 (Annex A - (it belongs to the NPP)) and registered in writing in the journal 
of MDNPP (units 5 and 6). 

The announcement for the persons on planned duty, the personnel and 
population of towns and villages in the areas of emergency planning is performed in 
compliance with the procedure in Annex 3 (it belongs to the NPP). 

The information, about the event occurred on HTF, is transferred to ERG HTF 
and BC by the announcement scheme, Annex 1 (it belongs to the NPP). 

Until setting up the emergency reaction bodies, MDNPP (units 5 and 6) fulfils 
the functions of BCC concerning announcement, accident management and 
application of protective measures. 

After the announcement, BCC performs activities under item 3.1 to т.3.8 of 
Annex 1а (it belongs to the NPP).  

MG takes the places specified by BCP, which are: in CAM and CR CoPS. The 
rights and responsibilities of the MG members are in compliance with Annex 4 (it 
belongs to the NPP). The members of MG are specified in Annex 5 (it belongs to the 
NPP). MG carries out prioritively the following activities: 

•  Organizes receipt of information about the condition of the damaged 
installations; 

•  Manages the activities on accident assessment; 
•  Prepares resolutions about: 
o Undertaking measures for personnel protection and accident management; 
•  Prepares and sends messages to the higher managing bodies and the 

institutions of local governing in compliance with the scheme presented in Annex 6 
(it belongs to the NPP). 
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GAP sets up to work in CAM. CAM composition according to positions and 
level of introduction for every position is shown in Annex 7 (it belongs to the NPP). 
GAP accentuates on performing the following basic activities: 

• Analysis of information and assessment of the installations condition;  
• Regular classification of the emergency condition in the process of accident; 
• Engineering analyses; 

ERG of HTF and BC – After receipt of the information, the Chief of shop “HTF 
and BC” informs the Head of department “PGAO” and summons the permanent ERG 
of shop “HTF and BC”.  

After the announcement every ERG member is obliged to appear instantly at the 
place indicated by the Chief of shop “HTF and BC”.  

Depending on the character and position of the violation the following urgent 
actions are carried out: 

• Prompt inspection and documentation of the condition of the damaged 
sector (installation) by the respective specialists of the emergency group and, 
depending on the character of the violation, undertake measures for not permitting 
expansion of the damage by using the available in the Emergency Storehouses 
materials and the personnel of the shop; 

• Prompt control measurements by the Control Measurement Devices (CMD) 
in the region of the affected facilities, including geodesic measurements and diver’s 
inspection of the joints and revetment in the region of accident. The CMD 
measurements in the region of the damaged sector are performed according to 
prepared program depending on the type of the accident with analysis and 
interpretation of the results of them. 

3.2.2 Temporary measures for unforeseen events (to limit the impact of the 
event)  

3.2.2.1 In case of direct threat against the NPP buildings and facilities  

On the base of operational instructions, emergency instructions, Symptom 
Oriented Emergency Instructions (SOEI) and Instruction for Major Accident 
Management (IMAM), the experts and specialists of Command-1 “turbine hall” and 
GAP present suggestions about the choice of accident management strategy, after 
analyzing of the input technological and radiation data and prognosis of the 
technological processes progress. Annex 8 (it belongs to the NPP) presents the 
structure of Command-1 “turbine hall”. 
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BCC orders their execution. The execution of the respective operations, related 
to realization of the strategy, is performed by the operative personnel under the 
leadership of the operative chief. 

Considering the type of threat, terrorist actions against HTF on the NPP 
territory, the accent is placed on organizing the carrying out of urgent recovery 
works, depending on the accident character and the directions given in “Instruction 
for Exploitation, Monitoring and Control of the Built HTF for Industrial Water 
Supply of the NPP (construction and hydrotechnical part)”, “Technological 
Regulations for Exploitation, Monitoring and Control of the Double Channel” and the 
BCC resolutions for accident liquidation, by: 

•  Entrusting repair recover works to appropriate firm in compliance with Act for 
public orders in emergency situations; 

•  If necessary, preparation of project for the recovery works is entrusted to 
appropriate design organization;  

•  For the key machines, facilities and materials required for immediate delivery, 
the made in advance Frame agreements are put into action. 

During elimination of the damages, permanent inspections of all facilities are 
performed with documenting of their condition. 

MG performs in mode of priority the following activities preparing resolutions 
about: 

• Formation of additional reserve groups – if necessary; 
• Delivery of the necessary materials, raw materials and spare parts for 

carrying out the urgent repair recovery activities; 
• Request for assistance from NHCC and MEET; 
• Start of the recovery works; 

• Stop of operation and recovery of the damaged facilities functional 
capability. 
 

GAP accentuates on carrying out the following basic activities: 
•  Preparation and suggestion of measures for accident management and 

assessment of the efficiency of their implementation; 
•  Engineering ensurance of Command-1staff; 
•  Organizing consultations with outside engineering organizations. 

The members of ERG HTF and BC perform: 

а) Chief of shop “HTF and BC”: 
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•  Organizes commencement of the urgent recovery works depending on the 
character of the disfunctions and the directions given in “Instruction for Exploitation, 
Monitoring and Control of the Built HTF for Industrial Water Supply of the NPP 
(construction and hydrotechnical part)” and “Technological Regulations for 
Exploitation, Monitoring and Control of the Double Channel”; 

•  Determines the obligations and responsibilities of each one of the members of 
the personnel in shop “HTF and BC” participating in the recovery activities; 

•  Conducts briefing of the personnel participating in the recovery activities; 
•  Organizes carrying out more frequent observations, inspections and 

measurements; 
•  Organizes permanent duty, restriction of access of people, transport vehicles 

and others that have no relation to the accident; 
•  Introduces order book where all resolutions and undertaken measures for 

localization and elimination of the discovered damages and malfunctions are entered.  

b) Head of sector “HTF”, Head of group “HTF”: 
•  Organize permanent control of the HTF condition in the damaged sector and 

prepare schedule of 24 hour duty of the personnel in shop “HTF and BC”; 
•  Organize and prepare program of more frequent measurements of the control 

apparatuses and other necessary parameters in the damaged section – piezometers, 
water levels, etc.; 

•  Prepare protocols of inspections and present statements about the HTF 
condition in the damage sector; 

•  Provide access to the emergency storehouses and organize transportation of 
the required materials; 

•  Suggest engineering solutions for liquidation of the malfunctions in 
compliance with directions in “Instruction for Exploitation, Monitoring and Control 
of the Built HTF for Industrial Water Supply of the NPP PLC (construction and 
hydrotechnical part)” and “Technological Regulations for Exploitation, Monitoring 
and Control of the Double Channel; 

•  Direct the fulfillment of the approved technical decisions for elimination of 
the damages and malfunctions. 

c) Head of sector “EMC”: 
•  Organizes the preparation of blanks and forms for documentation of the results 

of observations and measurements; 
•  Organizes the preparation of technical suggestions for elimination of the 

damages and malfunctions; 
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•  Organizes archiving of the documentation written during elimination of the 
damages and malfunctions. 

d) Head of sector “BC”: 

•  Organizes and performs express analysis of the building constructions 
condition in the area of the damaged section; 

•  Takes part in the technical decisions for elimination of the damages and 
malfunctions. 

e) Head of group “GC”: 
•  Organizes carrying out extraordinary geodesic control of the installations in 

the zone of the damaged section; 
•  Performs express analysis of the results of the measurements. 

Depending on the possible emergency situation caused by realized terrorist 
threat against the HTF, the appropriate procedures described in Annex 2 (it belongs 
to the NPP) are applied. 

3.2.2.2 In case of terrorist threat against the environment with the purpose 
of impact on NPP buildings and facilities. 

Such impacts may occur as a result of: 
•  Terrorist acts on vessels and technical facilities transporting petroleum 

products or in objects processing and storing petroleum products 
•  The activity of coastal objects - terminals (discharge objects) of petroleum 

products (including such located outside the territory of the country). 

In these cases, the officials engaged with management of the activities for 
overcoming the accident make the following: 

а) MDNPP - informed by RPD-NPP as well as people on duty in CoPS, CPS, 
Open Switch Gear (OSG), turbine hall: 

•  Personally informs Director “Safety and Quality”, Director “Production”, 
Head of Department “Exploitation” and Chief Engineer of units 5 and 6; 

•  Establishes connection with shift leader of sector CoPS and gets informed 
about the activities performed up to the moment; 

•  Orders decrease of load or shutting off from operation the reactor-precipitators 
of water-treatment installations; 

•  Orders maintenance of maximum level in the cold channel – altitude mark 
32,00 – 32,40 on indications of CoPS; 



 

 145 

•  Orders stop of make-up of the safety systems spray cooling ponds of units 5 
and 6 from the cold channel securing permanent control of water level in them; 

•  On request of chief of sector CoPS after receiving permission by Director 
“Production” starts decrease of the load of the units with the purpose to switch off the 
necessary number of coastal pumps agreed with the Chief Engineer of the NPP.  

b) Shift leader of sector “CoPS”:  
•  Organizes permanent observation of Danube river and the CoPS supply 

channels by the personnel on duty in CoPS;  
•  Reports to MDNPP for any change in the situation.  

c) Chief of shop “CoPS”:  
•  Introduces duty of the NPP boats for observation and barring the CoPS supply 

channels; 
•  When the spot of petroleum products passes in front of CoPS, after 

coordination with  MDNPP, orders technological operations to ensure minimum 
loading of CoPS; 

•  Orders /if necessary/ covering of the CoPS - 1 grid front and of the water-
taking facility of CoPS - 2, 3 with geo-textile and pumping out of the accumulated 
petroleum products.  

d) Chief of shop “HTF and BC”  
•  Coordinated with Director “Production”, orders accomplishment of 

technological operations providing maximum water flow of the connection between 
the warm channel and the CoPS antechambers. Regulates the warm channel level 
after fulfillment of operations providing maximum water flow of the connection 
between the warm channel and the CoPS antechambers.  

e) Head of sector “Exploitation”- “Turbine equipment”  
•  In case of petroleum products occurrence in the cold channel, orders use of 

specialized barrier facility and pumping out of the accumulated petroleum products 
by means of special pump installation.  

f) Chief engineer of units 1-4 and Chief engineer  
•  Orders the ensuring of maximum reserve of Chemically Desalinated Water 

(CDW) and Desalinated Radioactive Water (DRW) in the emergency backup tanks of 
desalted water and maximum reserve of pure condensate in the pure condensate tanks 
for apparatus room; 

•  Orders continuous work to personnel of CPS 1 - 4 in order to secure perfect 
technical condition of the systems for cleansing the rotating grids of CPS 1-4. 



 

 146 

3.2.3 Ensurance of resources 

The emergency equipment and instructions of its operation are maintained in the 
required availability in accordance with the corresponding specifications by the group 
keeping them. 

The head of the respective group is responsible for ensuring the necessary 
conditions of its storage, presentation for regular technical service and repair, 
functional inspections, calibration and metrological checks in accordance with the 
established order in NPP. 

The performance of each one of the above said activities is documented by 
record in a separate diary. 

Control of the emergency equipment storage and maintenance is realized by 
department “Emergency preparedness” that participates in the performance of annual 
inventories of this equipment and materials. 

The emergency equipment, technical facilities and materials, appliances and 
tools, required for fast localization of eventual damages and malfunctions of HTF are 
stored in emergency storehouses (Annex 10 – it belongs to the NPP). Their use for 
other purposes or change of storing place is made with permission of Chief of shop 
“HTF and BC”.  

The open storages are fenced and marked in adequate way and there is provided 
permanent access of mechanical aids. In the closed storages an inventory of the 
available in the storehouse materials, tools and appliances is placed in plain sight. 

The keys of the emergency storehouse are displayed prominently on special 
board in the room of “HTF”. Annex 11 shows the position of the emergency 
storehouses (it belongs to the NPP). 

3.2.4 Recovery of operations  

Cancellation of the emergency state on NPP site may be announced after it is 
ascertained and proved that: 

•  NPP is under control; 
•  The necessary help is rendered to all victims of the staff (if any); 
•  The safety functions and nuclear installations continuous operation are 

recovered and maintained; 
•  It is recovered (if there is disturbance of this function at all) and steadily 

maintained the integrity of sufficient in number engineering protective barriers 
averting radioactive substances release above the established limits of safe 
exploitation; 



 

 147 

•  The respective state bodies have secured conditions which guarantee 
fulfillment of radiation control over environment and all required measures of 
population protection against radioactive contamination and reduction to minimum of 
the irradiation (if any) doses are undertaken. 

After the final conclusion of the emergency situation MG and the emergency 
personnel carry out: 

•  Assessment of all records in the diaries during the emergency situation, 
protocols, written reports, etc.; 

•  Analysis of the reasons which have led to the accident (analysis of the reasons 
for permitting the realization of terrorist threat resulted in NPP emergency state); 

•  Assessment of the results of all performed activities for elimination of the 
accident consequences; 

•  Introduction of modifications in ВСР for correction of the displayed 
shortcomings during the emergency situation. 

Order for termination of the emergency actions on the site is given by BCC after 
sending “Final announcement”, Annex 12 (it belongs to the NPP) and coordination 
with the competent state bodies. 

3.2.5 Return to normal state 

The return to normal state is made after carrying out control and test of the 
Constructions, Systems and Components (CSC) of the System for prevention of 
concealed defects and failures and ensuring meeting of the requirements of the 
technological regulations for safe operation, design, plant documentation and 
normative requirements. There are performed functional tests and checks of CSC that 
are included in the technological process. 

Responsibilities: 
•  Director “Production” ensures the necessary resources for fulfillment of the 

CSC tests and control;  
•  Chief of department “Exploitation” distributes the necessary resources and 

coordinates the activities on CSC tests and control; 
•  The Chief Engineers and Heads of shops in department “Exploitation” 

organize planning of the activities for the CSC tests and control (at stage ВСР 
preparation) and control the fulfillment of the planned activities; 

•  The leaders of exploitation subdivisions are responsible for the planning, 
realization and control of the functional tests during putting into operation of the 
installations after liquidation of the terrorist threat; 
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•  The leaders of the repair subdivisions are responsible for the planning, 
realization and control of the quality of individual equipment subjected to control;  

•  The leaders of the engineering subdivisions are responsible for the 
coordination of the tests planning and assessment of the results from the tests with 
specified criteria of compliance with the requirements of the technological 
regulations; 

•  The executive personnel are responsible for the performed by them tests and 
control and the documentation of the results in compliance with the documented 
requirements. 

Carrying out the tests comprises the following activities: 
•  Determination of test success criteria; 
•  Fulfillment of the tests – they are carried out on the base of written documents 

prepared according to specified requirements; 
•  Quality control; 
•  Documentation of the results – they are presented in  specified form and 

volume; 
•  Assessment of the results obtained – it is carried out in comparison with 

success criteria.  

Systems and facilities that do not satisfy success criteria are not implemented in 
operation. The inconformity with the criteria is documented and corrective actions 
taken under the order of item 20 of “Manual for Quality Management of NPP. The 
officials authorized to put the installations in operation after tests carried out are 
defined in the programs for quality assurance and the instructions of operative 
exploitation of the electric current producing groups.  

Irrespective of the fact that the activities in the present plan are envisaged or not 
permitting emergency states of NPP exceeding “local accident”  it may turn out that 
the level of terrorist threat exceeds the assessed probability scenarios and their impact 
on the System components, which would result in decrease of the Nuclear reactors 
power or their complete stop. In these cases for recovery of the normal state there 
will be used the COMPLEX instructions for exploitation and setting the units in 
operation. 
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3.3. Business Continuity Plan Administration and Maintenance 

3.3.1 Obligations and responsibilities of NPP management body and 
personnel for the bcp control and maintenance  

The executive director of NPP is responsible for maintaining permanent 
preparedness for emergency reaction and for assurance of adequate emergency plans, 
ВСР, procedures, human and material resources. 

The Director of Directorate “Safety and quality” is responsible for organizing 
the activities on maintaining the BCP actuality, instructions, procedures, methods, 
handbooks, prediction models and for the realization of in-plant control of the 
emergency reaction system. 

The Director of Directorate “Production” is responsible for organizing the 
activities on maintaining current emergency operational instructions, SOEI and 
IMAM at the work places of the operative staff of Main control room and CAM, 
regulating the technological activities in case of emergency event in NPP. 

The Chairman of the EFC together with the Chief of DFB and Chief of DMFR 
and Head of DPO are responsible for the adequate planning of the annual project 
budget according to work program “Management of Emergency Plan and Business 
Continuity Plan” and the preparation and conclusion of Frame agreements for 
delivery of key machines, facilities and materials necessary for immediate delivery in 
case of terrorist threat realization with impact on the System constructions, systems 
and components. 

The Chief of department “Personnel and Training Center” (P and TC) is 
responsible for organizing the training system and regular inspection of 
personnel qualification in compliance with the requirements of BCP. 

The remaining NPP managerial staff is responsible for assurance of the training 
of their subordinates according to BCP and for observing their responsibilities and 
obligations ensuing from it, including also assurance of emergency duty. 

The personnel included in the emergency reaction structures is responsible for 
knowing in details BCP and the emergency procedures of the position they are 
assigned to and the strict adherence to the requirements connected with the 
obligations concerning emergency duty, reporting after announcement and accurate 
fulfillment of the emergency procedures.  

The personnel not included in the emergency reaction structures is obliged to 
know BCP in the volume specified in compliance with the training system for them 
and to strictly fulfill the orders of BCC and the officials in case of accident.  
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3.3.2 Maintenance of the emergency equipment and materials  

The emergency equipment and the instructions of its exploitation are maintained 
in the required availability in accordance with BCP specifications by the group where 
they are stored. 

The head of the respective group is responsible for ensuring the necessary 
conditions for its storage, presentation for regular technical services and repair, 
functional inspections, for calibrations and metrological tests in accordance with the 
order established in NPP. 

The performance of each one of the above said activities is documented by 
record in a separate diary. 

Control on the storage and maintenance of the emergency equipment is realized 
by department “Emergency preparedness” (EPr) that takes part in carrying out the 
annual inventories of this equipment and materials. 

3.3.3 Maintenance of emergency duty  

The order for organizing the emergency duty, obligations of people on duty, the 
technical issues concerning the organization of announcement and transportation of 
the people on duty under BCP are regulated in “Instruction for Duty Organization and 
Maintenance for Securing the Emergency Plan of the NPP. 

For maintenance of the emergency preparedness in NPP permanent emergency 
duty is maintained by persons who: 

•  have the required training for the respective positions in compliance with BCP 
in accordance with the accepted in the Company system for training and qualification 
improvement of the staff; 

•  have undergone training in compliance with BCP at level 2 and level 3 in 
accordance with the training system of the emergency personnel. 

The persons assigned to occupy positions under BCP fulfill their obligations out 
of work hours too, in accordance with the directions of the above said instruction. 

It is allowed to combine the obligations of home duty and emergency duty by 
the same person. 

Responsibilities  

Head of department “EPr” is responsible for: 
• The organization of the activities for creation of data base of the emergency 

staff, its maintenance in actual state,  
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• Collecting the data about the capability of the emergency personnel to go on 
duty under BCP for the next month,  

• Submission of the approved duty lists to the Duty of engineering shift of units 
5 and 6, to Department “Security” and in the CAM. 

• Processing of received applications for change of already assigned duties as 
well as observation of the emergency personnel training level for the fulfillment of 
the direct obligations of the posts of BСР. 

Chief engineers are responsible for: 

• Coordination of the annual lists of persons assigned to take positions 
according to BСР (Annex 1 to the Instruction), 

• Organizing the monthly processing of the duty forms (Annex 2 to the 
Instruction) and their duly sending in section “Emergency preparedness” of 
department “Safety”. 

The head of department “Information systems and computer technologies” 
is responsible for: 

•  Monthly publication of “Emergency duty schedule” in Intranet (KNPP-IIS). 

The chief of department “Safety” is responsible for: 

•  Regular reviews and changes of the present instruction, 

•  Monthly sending of the duty forms (Annex 2 to the Instruction) to the chief 
engineers of the unts.  

Director of Directorate “S and Q” is responsible for: 

•  Approval in due time of the assigned duties for the next month. 

3.3.4 Emergency instructions and procedures  

For the emergency reaction activities emergency instructions and procedures are 
developed and approved which determine the necessary actions, obligations and 
responsibilities of the officials in compliance with BCP. 

The emergency instructions and procedures are approved by the Executive 
director of NPP and as a component of the quality system they are subject of 
registration, distribution and control in accordance with the established order in the 
plant. 

3.3.5 Personnel preparation and training  

For the training in emergency planning there are developed: 
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•  Program of emergency training planning; 
•  Training courses in three levels: 
o 1st level – for the personnel not included in the groups and commands and for 

outside organizations;  
o 2nd level – for the emergency personnel – studying BCP in details; 
o 3rd level - for the emergency personnel, by work places of the positions  

according to BCP with mastering the emergency procedures, instructions, methods 
etc. 

The activities related to the training and qualifications as well as the 
requirements for them are regulated in “ Rules of quality securing. Training and 
qualification of the personnel of NPP“. 

3.3.6 Order for BCP reconsideration and actualization  

BPC reconsideration and actualization is performed with the purpose to carry 
into effect the requirements of newly implemented or modified normative acts, 
instructions of Nuclear Regulatory Agency (NRA) and DG “FSCP”-MI, the 
fulfillment of corrective measures for elimination of weaknesses occurred in the 
emergency trainings and the general emergency training as well as in: 

•  Changes in the organizational structure of NPP affecting the organization of 
emergency reaction; 

•  Changes, reconstructions and modernizations in the systems of technological 
parameters safety and control; 

•  Changes in the system of interconnections and announcement; 
•  Changes in the system of the internal roads and communications; 
•  Building of new technological and engineering facilities which have 

relationship to the emergency planning; 
•    New researches and analyses of safety concerning the issue of emergency 

planning, too. 

The modifications and complements in BCP are prepared by department “EPr” 
of department “Safety”, taking into account the suggestions and statements of the 
structural subdivisions of NPP, they are coordinated in compliance with  the national 
regulations in the field of emergency planning and preparedness and the inner-
company documents and approved by the Executive director of the company. 

Entering the changes in the BCP controlled copies is made by department “EPr” 
in the established in the plant order. 
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3.4. Business Continuity Plan Exercises and Exercises Reports 

The types of exercises, trainings/drills, the participants in them and their 
periodicity are shown in the following Table. 

 

№  Type of exercise   Participants  Periodicity  
1. General emergency drill/ 

training 
Emergency structures 
and the rest of personnel  

Once a year 

2. Separate emergency drills The individual work 
groups and commands of 
the emergency structures  

Not less than 
twice a year  

3. Functional tests of the 
announcement and 
information devices   

Service and maintenance 
groups  

Once per month 

 

The exercises, emergency trainings and general emergency drill are performed 
in compliance with approved by the Executive director schedule and according to 
prepared and approved in advance program and refer to the preparation, maintenance 
and fulfillment of the BCP and Emergency Plan. 

The developed scenarios of emergency exercises are used to perform these with 
the emergency teams.  

The purpose of the exercices for action in accident situation is to check and 
maintain the staff preparedness for adequate actions in case of accident in NPP. 

During the general emergency trainings the following is tested: 
•  Operative preparedness of the emergency personnel for correct and accurate 

actions in case of accident; 
•  Preparedness of MG and emergency personnel of the groups and commands to 

implement the present plan in emergency situation; 
•  The speed and accuracy of actions, organization, coordination and interaction 

of the emergency teams; 
•  Functioning of the systems for communications, announcement and 

management in case of accident; 
•  Preparedness and capability of taking out the personnel in time; 
•  Condition and serviceability of the emergency engineering facilities; 
•  Interaction and coordination with external organizations and departments; 
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•  Functionality and applicability of the developed plan for protection of the 
personnel and population in case of eventual accident in NPP; 

•  Preparedness and capabilities of NPP personnel for fast orientation and actions 
in emergency situation; 

•  Concrete knowledge and skills of the personnel, their practical abilities for 
action in complex emergency situation. 

The general emergency exercise is carried out by elaborated in advance scenario 
and plan. Its preparation and carrying out is realized by work groups determined by 
order of the Executive director of NPP. 

The order and plan do not specify exact day and hour for carrying out the 
exercise. They are fixed by the Executive director or his deputy. 

The following are informed about its carrying out: NRA, DG “FSCP”-MI, 
MEET, municipal and regional authorities. 

Within ten days term after accomplishment of the general emergency exercise, 
the work group prepares written report and outlines measures for elimination of the 
ascertained weaknesses and shortcomings.  

In case of unsatisfactory assessment the general emergency exercise has to be 
repeated. 

 

LIST OF ABBREVIATIONS 

A  Assembly 

ANFC Apparatuses for Neutron Flux Control  

BCC Business Continuity Coordinator 

BCR Backup Control Room  

CAM Center of Accident Management 

CCO of NEC Central Control Office of National Electrical Company  

CE and A Control Equipment and Automatics   

CDW Chemically Desalted Water 

CoPS Coastal Pump Station 

CMD Control Measurement Devices  

CPS Circulation Pump Station  
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CSC Constructions, Systems and Components 

CR CoPS Control Room of Coastal Pump Station  

CWP Coastal Water Pumps 

DCR Direct Current Room 

DG “FSCP” Directorate General “Fire Safety and Sivil Protection” 

DRW Desalinated Radioactive Water 

Department “P and  
TC” 

Department “Personnel and Training Center” 

Department “S”  Department “Safety” 

Department “LM” Department „Labor Medicine” 

Directorate “S and Q” Directorate “ Safety and Quality”: 

Directorate  “P” Directorate “Production” 

DNU Duty of Nuclear Unit 

ED OSG Engineer on Duty OSG 

ELA Emergency Levels of Action 

EMC Engineering Maitanance and Control 

EMT Emergency Make up Tank 

EP Emergency Plan 

EPr Emergency Protection 

ERG Emergency Reaction Group of shop “HTF and BC”  

FRD-А Fast-acting Reducing Device for Steam Release in 
Atmosphere  

GAP Group for Analyses and Prognoses 

GAP1-12 Posts 1-12 of GAP 

G-CAM Group for Technical and Information Support of CAM  

G-CAM1-7 Posts 1-7 of G-CAM 

GD Geodesic Control 

HAS  Heat Absorbent System 
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HESFP Heat Exchange for Cooling Spent Fuel Pond 

HTF and BC Hydrotechnical Facilities and Building Constructions  

IATS Institutional Automatic Telephone Station 

IMAM Instruction for Major Accident Management  

IS of CAM Information System of CAM 

MCR Main Control Room 

MDNPP Main Duty NPP 

MDNPP (units 5-6) Main Duty NPP (units 5-6) 

MEET Ministry of Economy, Energetics and Tourism  

MG Group for Emergency Works Management 

MG1-8 Posts 1-8 of MG 

NEP National Emergency Plan 

NHCC National Headquarter for Coordination and Control  

NPP  Nuclear Power Plant  

NRA  Nuclear Regulatory Agency  

OCIC Operative Control-Information Center (Vratza, 
Montana) 

OD SFP Operative Duty of SFP 

OG Operative Group 

OP Operative Personnel 

OSG Open Switch Gear 

PGAO Plant General Activities and Objects  

RC Reactor Compartment 

RDP-Vratza Regional Directorate “Police”-Vratza 

RPD “  NPP Kozloduy” Regional Police Department “NPP Kozloduy” 

RRG Radioactive Rare Gases  

RS”FSCP”-NPP Regional Service “ Fire Safety and Civil Protection ”-
NPP 
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RUERW Rescue and Urgent Emergency-Recovery Works  

RV SG Relief Valve of Steam Generator 

SECC System of Emergency Core Cooling  

SFP  Spent Fuel Pond 

SG Steam Generator 

SL  Shift Leader  

SL CoPS  Shift Leader of Coastal Pump Station  

SLSSRES  Shift Leader of Specialized Section „RES-Kozloduy” 

SNF Spent Nuclear Fuel 

SOEI Symptom Oriented Emergency Instructions  

SS Safety System 

SS „RES-Kozloduy” Specialized Section „RES-Kozloduy” 

WWER Water-Water Energy Reactor 

WWER -1000 (В-320) Water-Water Energy Reactor type В-320 

WWER -440 (В-230)  Water-Water Energy Reactor type В-230  

ZEP Zone of Emergency Planning 

ZPPM Zone of Preventive Protection Measures   

 

GLOSSARY9 

"Above the design accident" is accident whose consequences are more severe 
than the design accident but without significant damage of the core, as well as the 
major accident. 

"Accident"  is event of emergency which leads or may lead to exceeding the 
limits or to disturbance of the conditions of radiation impact on man and environment 
specified in the standards and rules of nuclear safety and radiation protection. 

"Accident middle phase" covers the period from the moment of the end of 
radioactive cloud formation to taking all measures for protection of the population.  
Depending on the accident character and scale its duration may be from some days to 
one year from the accident occurrence. 
                                                           
9 The definitions are taken by the NPP documents. 
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"Accident management" is taking a complex of actions during the progress in 
time of the above the design accident with the purpose of: prevention of the 
escallation of certain event in major accident; mitigation of the consequences of 
major accident; achievement of durable safe stable state. 

"Calamity"  is any natural phenomenon such as earthquake, flooding, landslide, 
storms, blizzards, avalanches, specific fires, continued droughts and epidemics; 
radiation, chemical and bacteriological infection when there are casualties and heavy 
damages on the property or the health and life of population are endangered. 

"Catastrophe"  is unexpected/sudden event accompanied with serious 
consequences, victims, injuries, destructions and damages which cause losses 
imposing instantaneous localization, rescue and recovery intervention on large scale. 

Class “General accident” – accident comprising actual or possible release of 
radioactive substances and irradiation of the personnel and population which imposes 
undertaking of immediate protective measures for the population. 

Class “Regional accident” – accident comprising considerable decrease of the 
protection level of the personnel and people in the radiation protected zone. 

Class “Local accident” - accident comprising considerable decrease of the 
protection level of the personnel, with no risk for the population. 

Class “Alarm”  – events occurred as a result of which the safety level is 
uncertain notably going down; 

"Collective security facilities "  are facilities designed to secure living 
environment for group of people for certain period of time during disasters, accidents 
and catastrophes in the objects of the national economy, which cause death or 
threaten human life, environment pollution – the air, water, soil and other material 
objects. 

"Controlled access zone" is zone specified for the purposes of physical 
protection, covering territory around the protected zone of nuclear installation or 
other object in which nuclear materials or radioactive substances are used or stored, 
the access to which is controlled. 

"Design accident" is accident which lies in the nuclear plant design in 
compliance with the determined design limits, including degree of fuel damage and 
release of radioactive substances in the environment. 

"Disastrous situation" is special condition as a result of natural disaster, 
accident or catastrophe with lasting consequences that affect part of the territory 
(regions, municipalities) or the whole country requiring implementation of special 



 

 159 

measures for certain period with the purpose to carry out actions for decrease of the 
losses and liquidation of the consequences. 

"Disastrous situation zone" is territory on which the results of occurred 
disaster, accident or catastrophe have developed and measures are applied to decrease 
the losses and liquidate the consequences. 

"Early accident phase" is period of finding out conditions which are reason to 
undertake reaction activities that have to be taken urgently  with the purpose of their 
efficiency to the termination of the fulfillment of these actions. The reaction activities 
include actions directed to accident restraint by the operator and   urgent protective 
measures on the site and out of it. It could be assumed that this is the period from the 
beginning of the accident to the moment of termination of radioactive substances 
release in the atmosphere. That is the time of radioactive cloud formation, passing 
and deposition. The duration of this phase depending on the accident character and 
scale could be from some hours to several days. 

“Emergency team” is selected in advance team of qualified and trained persons 
for implementation of protective measures for the personnel, population and 
environment in case of accident or transboundary pollution. 

“Emergency plan” is a document which describes the actions and measures for 
limiting and liquidation of the consequences of accidents. 

"Emergency preparedness" is the ability to undertake immediate measures 
which will effectively limit the impacts of eventual accident on human health, 
environment and material valuables. 

“Emergency reaction” is undertaking actions for limitation and mitigation of 
the consequences of an accident on the health and safety of the personnel and 
population, quality of life, material valuables and environment as well as it is a basis 
for recovery of the normal conditions of social and economic life after liquidation of 
the consequences of the accident. 

“Emergency personnel” are selected in advance qualified and trained persons 
(personnel) who have obligations to undertake actions for limitation and mitigation of 
the consequences of the accident in accordance with the emergency plan and who 
could get accident/ emergency irradiation.  

“Evacuation”  is interference for temporary, immediate and organized leading 
away of people and animals from the emergency planning zone aimed at irradiation 
decrease or prevention in case of accident. 
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"Event"  is any diversion from the regulated operational mode, including one or 
more failures of equipment, mistake or mistakes of the personnel and/or 
disadvantages of the instructions and procedures that have led or may lead to release 
of radioactive substances in the work medium or environment or to ungrounded 
irradiation of the population and personnel or to violation of the requirements, 
standards and  rules of nuclear safety or radiation protection. 

"Incident"  is technical  event or diversion that although does not affecting 
directly or immediately the nuclear safety and/or radiation protection is capable to 
lead to subsequent reassessment of the measures of nuclear safety and/or radiation 
protection. 

“Intervention criteria”  are all factors that affect the decision making about 
intervention, including intervention levels, predictions of accident progress or results 
of applying various protective measures, health, psychological, engineering, 
geographical, economical and social factors. 

"Late accident phase" is the period which continues while there is necessity of 
implementing protective measures and finishes when there are possibilities to cancel 
all the restriction for the life activities of the population on the polluted territory and 
transition to radiation monitoring. 

"Liquidation of the consequences of disasters, accidents and catastrophes" 
are rescue and urgent emergency-recovery works directed to saving the life and 
protection of people’s health, decrease of the damages on environment and material 
losses as well as localization of the disastrous situation zones and termination of the 
action of the characteristic for them dangerous factors. 

"Nuclear accident" is accident connected with nuclear substances release in the 
environment or accident connected with potential dangerous irradiation of the 
personnel or population caused by breakdown of the control and management of 
chain fission reaction, formation of critical mass, disturbance in the heat removal 
from irradiated nuclear material or nuclear material damage, including nuclear fuel. 

"Nuclear installation"  is installation, including the connected with it areas, 
buildings and equipment, in which nuclear material is obtained, produced, processed, 
used, manipulated, stored or buried on a scale which requires considering the nuclear 
safety and radiation protection. "Nuclear installation" is any installation for 
radioactive wastes management. 

"Personnel"  are all people working permanently or temporarily on the site of 
NPP. 
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"Preventive activity"  is a complex of activities related to risk investigation and 
assessment, elaboration and realization of programs and measures for prevention 
and/or decrease of the harmful consequences on people’s health and life, environment 
and national economy from the effect of "Protected zone" is zone specified for the 
purposes of physical protection, located in the frames of the site of nuclear 
installation or other object, in which nuclear materials or radioactive substances are 
used or stored, which is under constant observation of guard or electronic devices, 
surrounded by physical barrier with limited in number entrance points and the access 
to which is possible only for persons with special permit. 

natural and man-caused factors caused by disasters, accidents and catastrophes. 

"Physical protection"  is combination of engineering and organizational 
requirements, measures, facilities and methods directed towards effective prevention 
of illegal influences and violations on the nuclear material, nuclear installations and 
radioactive substances (theft, illegal penetration in the territory of nuclear installation, 
non permitted access to zones of particular importance for the nuclear installation 
safety, sabotage, terrorist actions) their timely detection and termination and return of 
the illegally acquired nuclear material. 

“Urgent emergency-recovery works” are activities undertaken by the 
emergency personnel in case of accident directed to accident limitation (localization) 
and liquidation, rescue the lives and protect the health of the personnel and 
population, decrease the size of damages on the environment and the material losses, 
including termination of the radiation detrimental effect. 
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Chapter Four 

Mastering Business Continuity Plan and Training 

 

4.1 Preventive and corrective actions 

4.1.0 Introduction 

Essential role for the proper application of the preventive and corrective actions 
to ensure the organizations’ BCM play the achievements of the international 
structures whose activity is the documentary development of the policy and lines of 
practical approaches in this sphere. The documents (standards of the International 
Standardization Organization - ISO) specify that carrying out corrective and 
preventive actions passes through several phases, which are: 

•  Performing review of discrepancies (including claims by customers);  
•  Determination of the causes for discrepancies (or potentially possible problem 

in case of preventive actions);  
•  Assessment of the necessity to undertake actions in order the discrepancies not 

to recur;  
•  Determination and implementation of the necessary actions;  
•  Recording the results of the actions undertaken;  
•  Making review of the undertaken corrective actions. 

The NPP staff ignorance of the preventive and corrective actions necessary to 
secure System BCM, it could be maintained at high degree of veracity, will cause 
significant damages on important plant production capacities. As a result of this the 
NPP business processes will be interrupted and serious economic losses will be 
inflicted. 

Because of this reason, it is expedient for NPP (including for the System as a 
very important segment of the overall production cycle) to develop procedures of 
preventive and corrective actions to the interest of ВСМ. 

4.1.1 Methodology of the preventive and corrective actions 

The standards ISO 9001:2008 [28] and ISO 22301:2012 [29] are used for the 
purposes of methodology. 

In compliance with ISO 9001:2008, main moment is the determination of the 
state of an organization system functioning to secure the quality and the related to 
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this possible manifestation of discrepancies. The steps in organizing the preventive 
actions should be connected with: 

•  Undertaking actions in advance to make sure that already noted discrepancy 
will not be manifested; 

•  Analyzing the system processes in order to determine the method of building 
protection mechanisms or their modification/actualization in order to prevent the 
occurrence of discrepancies.  

The corrective actions should be directed to: 

•  Defining and documenting the reason of discrepancy; 

•  Making inspection of the entire system to make sure that other similar 
discrepancies will not occur; 

•  Analyzing the effect which the discrepancy may have on the product or 
service produced/delivered before the discrepancy has been found and undertaking 
appropriate actions for detailed review of the situation or withdrawal of the product, 
notification of the users or holding back the product; 

•  Making subsequent inspection to ensure that the corrective action is effective 
and recurrence of the discrepancy is prevented. 

 

Table 4-1 Definitions 

Discrepancy - Not fulfillment of requirement.  

Preventive 
action 

– action of elimination the cause of potential 
discrepancy or other potentially undesired situation. 

Corrective 
action 

– action of elimination the cause of found out 
discrepancy or other undesired situation. 

Correction  – action to eliminate discovered discrepancy  

 

A more careful acquaintance with ISO 9001:2008 and in compliance with the 
definitions (Table 4-1), item 8.5.2 of the standard indicates that the corrective actions 
eliminate the cause of the occurred discrepancies with the aim to prevent recurrence 
of the discrepancy and item 8.5.3 that the preventive actions ascertain and remove the 
cause of the potential discrepancies to prevent their manifestation. It could be said 
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that the corrective actions are initiated by discrepancy that has already been displayed 
while the preventive actions refer to the possible manifestation of discrepancy. 

This leads to the conclusion that most cheaply is to perform preventive actions, 
after that corrective ones and the most expensive is to only correct the consequence 
of the problem, i.e. corrections. 

The execution of the preventive and corrective actions affects the organization 
ВСМ (Table 4-2). Item 9.2 of ISO 22301:2012 indicates that the management should 
guarantee that the necessary corrective actions are undertaken without unjustified 
delay to eliminate the discovered discrepancies or to specify the causes for that. In 
this way input signal is provided for item 9.3, review by the management, presenting 
information about the tendencies in the discrepancies and the corrective actions; the 
monitoring and the measurement of the results of the assessment and the auditor’s 
results. 

 

Table 4-2. Connection between ISO 9001:2008 and ISO 22301:2012, related to 
ВСМ 

requirements ISO 9001:2008 ISO 22301:2012 

aims of the 
management system  

5.4.1 6.2 

policy of the 
management system  

5.3 5.3 

support of the 
management  

5.1 5.2 

requirements for 
documenting  

4.2 7.5 

internal audits 8.2.2 9.2 

long improvement 8.5.1 10 

improvement 5.6 9.3 

 

Additionally, when the output data of the review of the management are 
examined changes may be required: 

•  Necessary for risk decrease; 
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•  Connected with changes of the security measures; 
•  Leading to change of the operational/exploitation conditions and processes; 
•  Related to change of the measures for control effectiveness measurement. 

4.1.2 Preventive and corrective actions in NPP 

The preventive and corrective actions in support of the System operation 
continuity are considered together with those for the remaining systems, to create 
guarantees for the ВСМ of NPP.  

Aim 

To secure identification, documenting, analysis and control of equipment, 
processes or documents which do not correspond to the established in advance 
requirements and undertake measures in due time to correct the discovered and 
prevent future discrepancies with the aim of securing ВСМ of NPP.  

Scope 

The section covers the order, responsibilities and documents in case of 
undertaking corrective and preventive actions in all plant structural units. 

4.1.2.1 Responsibility for the preventive and corrective actions in NPP 

NPP Executive Director: 
•  Determines the order of undertaking preventive and corrective actions; 
•  Ensures the necessary financial and personnel resources; 
•  Approves the specified preventive/corrective measures related to safety. 

Directors of Directorates: 
•  Control the activities connected with the ascertainment of the discrepancies, 

their definition and undertaking of preventive and corrective actions. 

Heads of structural units /Chairmen of commissions/councils: 
•  Organize the process of discrepancies assessment and undertaking of 

preventive and corrective measures; 
•  Inspect the efficiency of the applied corrective/preventive measures. 

Executive personnel: 
•  Carry out the corrective/preventive measures in the frames of the determined 

times; 
•  Report the fulfillment and document the results. 
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4.1.2.2 Management of the preventive and corrective actions 

4.1.2.2.1 Preventive actions 

They are undertaken with the purpose to prevent potential causes of 
discrepancies re- occurrence, to improve the BCM and plant safety. These measures 
comprise: 

•  Making modifications in the project, engineering specifications, established 
work order; 

•  Control over observing the requirements of the valid written regulations; 
•  Modification of the available or development of new documents; 
•  Discharge of the defect equipment for engineering service and calibration; 
•  Re-training and improvement of the respective staff qualification; 
•  Improvement of the management system and the safety culture; 
•  Special instructions for the personnel in case of information about events in 

other structural units or nuclear plants. 

In the NPP structure, there are differentiated specialized units of control 
functions concerning safety, quality and environment to which the management 
assigns the task encircle the site with the aim of prevention when the power units are 
in operation or repair. The preventive activity performed by them is described in 
respective Rules of team organization and activity. 

The process of undertaking preventive actions is regulated in guiding documents 
depending on the specificity of the object to which they are applied: 

•  Documentation – ДОД.УД.ПВ.005; 
•  Diversions from the project (the physical configuration - constructions, 

systems and components; engineering process; technological requirements; project 
documentation; applied software support) – ДОД.КД.ПВ.050 and internal 
documents of the operative sub-division. 

The main stages to be passed in succession are: 
•  Determination of the potential discrepancies and the reasons for them; 
•  Assessment of the necessity of prevention; 
•  Determination and execution of the necessary actions; 
•  Documenting the results of the preventive actions undertaken; 
•  Review of the preventive actions undertaken. 

Preventive actions are planned on the base of the results of conducting review 
by the management, reports for discrepancies and opinions of inspection bodies. The 
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results obtained and their analyses are used as input data for preventive actions. 

Undertaking of preventive measures is discussed by the management with the 
purpose to determine the necessary stages and means to resolve the problem. 

For each preventive action time term and person in charge of fulfillment are 
determined. 

The head of the subdivision in which preventive actions are performed organizes 
and controls their fulfillment. The status and efficiency of the undertaken preventive 
measures are reported to the management. 

The execution of the preventive actions may lead to alterations in documents or 
issue of new documents which is made under the requirements of rules – 
ДОД.УД.ПВ.005. 

4.1.2.2.2 Corrective actions 

Corrective actions are undertaken with the aim of removing the causes for 
established discrepancy in due time and not permission of its recurrence and negative 
effect on ВСМ. 

Ascertaining of discrepancy 

Every discrepancy found out is identified and documented by unique number to 
ensure tracing. The management is notified and if necessary the regulating body, too.  

The discrepancies are classified according to their degree of effect on the 
process technology and safety. They are managed in compliance with the order of the 
valid internal guiding and work documents, depending on the object to which they 
refer: 

•  Events/actions – in compliance with instruction; 
•  Documentation – in compliance with rules; 
•  Deviations from project – (physical configuration/constructions, systems and 

components/; process technology; engineering regulations; design documentation; 
applied software) – in compliance with rules and internal documents of the operative 
subdivision. 

Every functionary has the right to initiate undertaking of corrective actions and 
present it in writing to the head of the subdivision for consideration and 
determination of the corrective actions necessity. 

On establishment of necessity of corrective action, it is included in the system of 
resolutions control. 

Outside organizations doing work on the NPP site are obliged to maintain 
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discrepancies control mechanism in accordance with the requirements of the 
Programs for quality insurance for the respective contract. 

Analysis of the causes and determination of corrective actions 

The management and executives of the activity carry out discussion to clarify 
the causes that have led to discrepancies in the activity of the subdivision. If 
necessary, examination of the found deviation by specialized commissions/councils is 
organized. 

Review is performed in order to determine: 
•  The cause for the concrete discrepancy; 
•  Relation of the discrepancy to safety; 
•  Activities for correction and elimination of recurrence; 
•  Other discrepancies related to this. 

The analysis of the discrepancies is carried out in compliance with the 
requirements of the applicable to the concrete activity regulations. The discrepancies 
are classified. 

Decision of undertaking the corrective action is made with the purpose of 
removing the causes for the ascertained discrepancy in due time and not permitting its 
recurrence. 

The head of the structural unit in which the discrepancy is found suggests the 
necessary corrective measures for its elimination. In the formulation of the measures 
it is proceeded from the view point of the discrepancy effect on the safety, quality 
and environment as well as the required financial, technical and human resources for 
their fulfillment. 

For each concrete corrective action there is determined time limit and person in 
charge of the fulfillment. 

The suggested corrective actions are documented, coordinated and approved. If 
the activity affects directly other subdivisions, then coordination is required from the 
heads of the other concerned subdivisions, too. 

On the basis of the analysis of the type and degree of the ascertained 
discrepancy the corrective measures may cover, but without being limited to: 

•  Change in the work organization; 
•  Introduction of modifications in the respective documents or development of 

new ones; 
•  Performing the activity once more by the same or another executive; 
•  Human resources – additional training, measures of motivating the personnel. 
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Fulfillment and documenting of the corrective action 

After their approval, the corrective measures are fulfilled by the structural unit 
to which they are assigned. 

The head of the subdivision in which the corrective actions are undertaken 
organizes the fulfillment by personnel of the required qualification in the frames of 
the specified terms of time. 

The fulfillment of the corrective action is documented. 

The corrective measures are considered accomplished when they are executed in 
accordance with the formulated task and approval is received after inspection of their 
fulfillment. 

Control of the fulfillment and closing the discrepancy 

Control on the fulfillment of the corrective actions is exercised in the following 
form: 

•  Direct – by heads of subdivisions assigned to fulfill the activities; 

•  Independent – by specialized units in the NPP structure which have control 
functions in the various aspects of safety and quality; 

The results of the control are documented and reported to the management.  

Assessment of the corrective action efficiency 

The discrepancies and the related to them causes are traced as tendencies that 
are subject to periodical analysis. 

The number and effectiveness of the already applied corrective measures are 
assessed with the purpose to prevent their recurrence. 

When second inspection (audit) is carried out, there are checked the fulfillment 
of the prescribed in the previous inspection corrective measures. 

Application of the changes made as a result of the corrective activity 

The documentation concerning the identified discrepancies the corrective 
measures fulfilled and the results of the second inspections is preserved. On its basis 
and on the basis of the assessment made, if incomplete or inaccurate regulations are 
found, actualization of the applicable documents is started in compliance with the 
requirements of rules. 
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4.2 Training 

4.2.0 Introduction 

The System considered is of key importance for the operation of the NPP and 
probably a sufficiently long interruption of its functioning would cause suspension of 
reactor 5 and 6 operation for a lengthy period of time. 

In order to secure business continuity management (ВСМ) there are developed 
in the world practice international standards and related to them national and 
company approaches for documentation of BCM procedures which should: create 
adequate system of internal and external protocol of the communications; be precise 
in relation to the immediate steps that have to be undertaken during interruptions; be 
flexible in order to respond to unexpected threats and varying internal and external 
conditions; be directed on the effect of the events that could potentially interrupt the 
activities; be developed on the basis of exactly defined assumptions and analysis of 
interdependences and be effective during minimization of the consequences by 
application of appropriate strategies of decrease. 

Ignorance of the procedures and as a consequence their non-application would 
cause, it could be claimed at high degree of probability, considerable damages on 
important production capacities which would result in interruption of the plant 
business processes and serious economic losses. Because of that reason it is advisable 
for NPP (including for the System) to build and develop a mechanism of personnel 
training. 

4.2.1 Methodology of personnel training process 

For the purposes of the activity connected with the acquaintance with the BCM 
plan of NPP and creation of adequate training organization for the personnel of the 
System to apply the plan there are used as methodology the recommendation 
requirements formulated in standard ISO 22301:2012 [29], whose base is the 
developed in 2007 standard BS 25999-2 [30].  

In order to guarantee that the operation continuity procedures are in compliance 
with its purposes of business continuity the organization has to inspect them 
regularly. The training (Table 4-3) and control are the processes of confirming the 
plans and procedures of continuing the operation, creating security that the strategy is 
in position to present response and results for recovery in the frames of the terms 
agreed with the management. 
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Table 4-3 Types of training 

Type of training What is this ? Benefits  Shortcomings  
Check list  Distribution of 

the review plans  
Make sure the plan 
covers all activities  

Not directed to 
effectiveness  

Structured run-
through/training  

Full review of 
each ВСР step 

Make sure the 
planned activities 
are accurately 
described in ВСР 

Low /insufficient 
value of the 
response 
abilities  

Simulation   Scenario of 
recovery 
procedures 
presentation  

Practical session  When the sub-
classes  are  very 
different  

Similarity 
/conformity 

Full inspection Provides the 
highest level of 
security, with no 
interruption of 
normal 
operations/activities  

Expensive 
because includes 
all the personnel  

Complete stop The accident is 
an exact copy of 
certain moment 
of interruption 
/stop of the 
normal 
operation  

The most effective 
ВСР check  

Risky  

 

The training minimizes the difference between competence required from the 
corresponding position for fulfillment of ‘parts’ in the BCM process and the 
capabilities of the personnel that is appointed for the ‘parts’. ISO 22301 specifies the 
necessity that the organization (in this case NPP) through training guarantees the 
officials who have been assigned the “parts“ are competent on the base of education, 
training and experience. 

Not at the last place of importance is the requirement for the people involved in 
the control to be clear about the BCM policy and the consequences if they do not 
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meet its requirements. As well, they should understand their part during the time of 
the interruption. 

4.2.2 NPP Policy in relation to personnel training and qualification to achieve 
ВСМ 

NPP applies integrated policy of personnel training and qualification directed to 
BCM achievement and high culture of safety through: 

•  Maintaining strict and precise control system for the presentation quality of 
the educational material; 

•  Ensuring and guaranteeing high qualification of the personnel who conducts 
the training of the various specialists; 

•  Ensuring and maintaining modern educational and resource basis for 
qualitative training. 

In order to guarantee the fulfillment of NPP policy for staff training a plan is 
developed and implemented. 

In the realization of the training policy the stage approach is used, expressed in 
application of succession of the requirements to the individual activities/processes 
and equipment depending on their importance for ВСМ. 

The requirements grading is a systematic approach that: 
•  Determines the importance and complexity of every activity/process and 

equipment; 
•  Considers the effect of the activities/processes and equipment on the nuclear 

safety, radiation control, healthy and safe labor conditions, environment, physical 
protection and security, quality and attitude to the Company aims; 

•  Considers the consequences of discrepancies, failure and shortcomings in 
product/service or of incorrect fulfillment of service. 

Using the stage approach, the NPP provides the possibility the valuable 
resources and attention to be directed to the activities/processes and equipment of 
greater importance which leads to decrease to minimum of the total expenditures at 
improvement of safety and as a result - of ВСМ. 

4.2.3 Training in NPP 

The NPP is holder of ‘License of performing specialized training for activities 
in nuclear installations which affect the safety, including those related to the ensuring 
and/or control of the nuclear safety and radiation protection, and for performing 
specialized training and issue of certificates of qualification for activities with 
ionizing radiation sources, realized by bureau ‘Personnel and training center’ 
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(P&TC). 

The training in NPP is organized, carried out and controlled by bureau P&TC, 
and the activities connected with the System’s personnel are an integral part of it. 

Purpose 

The order and requirements of conducting the training to be determined as 
guarantee that the staff in the NPP structural units is trained and possesses the 
necessary qualification to participate in BCM, in the required volume. 

Scope 

The training process covers the organization, management, realization and 
control of the activities on training and re-training for acquiring the required for the 
respective position and work place qualification, maintenance and improvement of 
the qualification, acknowledgement of certificate and control of the staff 
qualification. 

4.2.4 Responsibilities 

 NPP Executive Director: 
Responsible for the personnel qualification and providing the required training; 

•  Provides the necessary financial, material and human resources for the 
effective training and maintenance of staff qualification. 

Directors of Directorates: 
•  Responsible for the qualification of their subordinate personnel and securing 

of the required training in compliance with the delegated power of authority; 
•  Responsible for the development and approve the training programs, 

examination syllabus before the Departmental Test Commission (DTC) and the lists 
for DTC of the staff from the respective directorate, and approve or coordinate other 
documents connected with the training and qualification. 

Heads of structural units: 
•  Ensure making analysis and determining the needs of training for achievement 

of competence, necessary to perform the respective activities in the structural units 
led by them; 

•  Control the activities connected with the inspection of the qualification and 
certification of the staff guided by them; 

•  Ensure conditions for preparation and conduction of the training connected 
with acquiring, maintaining and improvement of the personnel qualification. 
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Head of bureau P&TC: 
•  Leads and coordinates the whole activity of preparation, realization, 

accounting and control of the training of NPP personnel. 

The organization and management structure, main tasks, rights, obligations and 
responsibilities of the managing personnel of P&TC, the interrelations with the 
structural units of NPP, Nuclear Regulatory Commission and the other control bodies 
are defined in regulations. 

Coordinators for the structural units staff training: 
•  Coordinate the activities related to analyzing the needs of training and 

educational materials; 
•  Coordinate and control the preparation of back-up time, schedules and 

individual training programs. 

4.2.5 Training and qualification 

The NPP management pursues policy of ensuring the highest priority of 
training, preparation and advance of the personnel, who have key importance for the 
reliable and safe operation of the plant and ВСМ. 

System for staff training and qualification is built and functioning in the plant 
which comprises: 

•  The organization, management, realization and control of the activities, related 
to training and retraining for acquiring the required for the respective position and 
work place qualification; 

•  Maintenance and improvement of the qualification; 
•  Acknowledgement of certificates and control of staff qualification. 

The training starts from the moment of signing the labor agreement with NPP 
and continues to the termination of the labor legal relationship, passing through the 
following stages: 

•  Initial training (initial training and re-training); 
•  Support training (periodical training and extraordinary training); 
•  Examinations before DTC / Qualification Test Commission (QTC). 

In compliance with the requirements of the Instruction for the conditions and 
order of acquiring professional qualification and the order of issuing licenses for 
specialized training and qualification certificates of using nuclear energy, the staff in 
positions directly connected with the use of nuclear power is subject to 
acknowledgement of their qualification/certificates by QTC. The people in positions 
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who go in for examination before the QTC as well as the order of issue of 
qualification certificate are specified in the said instruction. 

The people in positions who have to pass examination before QTC, the types of 
examinations and periodicity of exams are defined in a list.  

4.2.6 Personnel and training form 

The training system covers four groups of personnel:  

•  А – operative and management personnel; 

•  B – personnel in positions connected with fulfillment of activities that affect 
the nuclear safety and radiation control; 

•  C – personnel in the structural units of NPP in positions whose job 
descriptions  regulate functions and obligations directly connected with exploitation 
and maintenance of plant  equipment and systems or carrying out of training for them 
(without the positions of group A and B); 

•  D - personnel in the structural units of NPP in positions not covered in groups 
A, B and C. 

The forms used in the training in NPP: 
•  Theoretical training; 
•  Practical training; 
•  Simulated training; 
•  Instructions; 
•  Test of knowledge/abilities. 

The training forms are applied intermingled, in accordance with the training 
program, in order to ensure correct mastering of the material and acquisition of the 
respective abilities and discipline. For the positions of groups A and B self-training is 
not applied as separate form of specialized training. 

The volume, subject-matter, forms and succession of training are determined in 
training programs; training schedules; programs of FSS/MPS (full-scale simulator for 
units (VVER - 1000)/multipurpose simulator for units (VVER - 440)) operator’s 
periodical training and requests for training. 

The training is carried out on work places, in the training center and out of NPP. 
The content (themes), duration and allocation in time of the periodical training are 
determined in schedules. 

For determination of the requirements for the volume of knowledge and skills 
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for the various positions and for the training of acquiring, maintenance and 
improvement of the required qualification the following documents are used: 

•  Job description – determine the requirements to occupy the position and 
prepared in compliance with the administrative instruction; 

•  Synopses – prepared on the basis of the requirements of the job description of 
the respective position; 

•  Standard training programs  - prepared in compliance with the requirements of 
Regulation for the conditions  and order  of acquiring professional qualification and 
the order of issue licenses of specialized training and certificates of qualification to 
use the nuclear energy; 

•  Individual training programs – prepared on the basis of normative 
requirements, job description, approved standard training programs for the position 
and the synopses to it. 

The personnel who have successfully passed all the defined examinations and 
tests of knowledge can be permitted to independent work.  

The personnel who have allowed departures in the application of the 
requirements of the technological regulations, rules, instructions and safety 
regulations are subject of extra examination. 

The personnel qualification, after passing the training and admittance to 
independent work, is maintained and improved by regular training and special 
instructions and training. 

Every training stage is documented and the records of the training are subject to 
preservation in compliance with the determined term of time. 

The personnel from the external organizations have to pass a determined 
minimum of training on NPP organization, emergency planning and specific 
requirements of labor safety, radiation protection and environment protection. 

In the ‘P& TC’ bureau data base is created and maintained that contains 
information about the training carried out and the results achieved for each person 
working in the plant and the external organizations. 

The activities connected with the training and qualification as well as the 
requirements to them is regulated in rules for securing the quality, and basic 
document of the system for quality control ‘P&TC’ is the manual, which presents 
general description of the system. 
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Conclusion 

The presented in this paper Methodology for creating Business Continuity 
Management System is only an attempt to offer tools for enhancing the security of 
nuclear power plants with the help of management, ie, it is a management approach 
that ensures involvement in this activity at a wide range of experts from the 
organization. The latter is crucial, because many people still believe that for the 
security are responsible only the appointed for this purpose specialists. This is wrong 
approach and where it is applied success is zero or negligible. On the contrary, if we 
want to achieve success in our efforts to ensure security of nuclear energy by 
providing continuity of power plants that use such energy, we need to ensure the 
involvement of the widest possible range of professionals (including management of 
human resources, insurance quality, service, technical staff, financiers and many 
others). 

The mentioned above, is not an attempt to dilute the responsibility for security 
issues but a systematic approach in the management of this complex and a 
responsible matter, the results of the application of which in many cases can lead to 
danger to the healt and life of the operator personnel and even victims of his side. 

Of course, in itself Business Continuity Management System can not solve all 
issues related to security. It needs to work closely with other subsystems of the 
management system of the business organization, thereby creating the conditions for 
the synergistic effect of the functioning of all elements of management.  

This system is a tool for preventive action against threats of any kind against 
nuclear power plants. In its application it is possible to formulate even certain levels 
of security for power plants, the assessment of which can provide us with up to date 
information on what stage we are in our development towards reliably ensure the 
security of nuclear energy. The latter is not at all trivial, considering the extremely 
complicated international situation, which is dominated by the ever-growing danger 
and role in social and economic life of many countries, of international terrorism. To 
be ready to face its challenges we must not deny any opportunity to increase our 
security by improving the security of nuclear power plants. 
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